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Hx
Bk
1. AX B
2. AEEN
3. EETR
4. EEEN
5. 1% (Donations)
1. Introduction
1. Rocky Linux
11.5EUE
1.2. Rocky-9.0-x86_64-minimal.iso fR{& #1181t
2. AlmaLinux
2.1. #lE U BEoE
2.2. AlmaLinux 9.0 R{&ZEMIA1L
2.3. Minimal kxZAxZ2 3 XWindows

KVM A,
3. Debian / Ubuntu
3.1. Debian 12
BARMNETIRE

3.2. [AFIEFEMM
3.3. %4 SELinux
3.4. sysctl / ulimit
3.5. [a[EL
3.6. )85 rc.local
3.7. ZHfH XIE
3.8. HR BRI

4. CentOS 8 Stream
4.1. U BZE CentOS Stream
4.2. macOS FlIfE U BEEREIE
4.3. BREZREVIRNT RS
4.4. IS rc.local



4.5. ENEREH N
5. Alpine Linux
6. EAth Linux &1ThRA
6.1. Linux FE#ER
6.2. Redhat $T4EhRZA
6.3. FreeBSD BIX4&HILInux &1ThR
6.4. Linux TR & 1THR
ubuntustudio
AV Linux
6.5. BFChRZAS
Scientific Linux
Redhat Linux
CentOS 6
5.x JHAE
6.x Mini Z XEFEMN—LES
|. System Administrator
2. ’fﬁﬂy%/}b{n:u\
1. BEBRTER
2. System Infomation
2.1. Cpu Bit
2.2. dmesg - print or control the kernel ring buffer
3. Device information i &5 2
3.1. BEHER
CPU RIFEIE
Iscpu - display information about the CPU
architecture
Ishw - list hardware
only show a certain class of hardware
hwinfo - Hardware Information
dmidecode - DMI table decoder
kudzu - detects and configures new and/or
changed hardware on a system
3.2. WKRIREF
ethtool - Display or change ethernet card
settings
3.3. USB &%



usb device
Isscsi - list SCSI devices (or hosts) and their
attributes
3.4. FHEIRE
HBA
Isblk - list block devices
smartctl - Control and Monitor Utility for
SMART Disks
3.5. AFIRE
numactl - Control NUMA policy for processes
or shared memory
3.6. PCl i&%
Ispci - list all PCI devices
3.7. udev - Linux dynamic device management
3. letc EEE X1
1. /etc/rc.local
2. getent A RERF RFIRIEHEEFRIERICK
2.1. FNA
2.2. AF4A
2.3. EFImO
2.4. shadow %15
3. /etc/inputrc
4. /etc/shells
5. shutdown
6. Profile
6.1. shell
7. IMZEOAE
7.1. BPRREED
7.2. YIHRhRZS
7.3. {#F alternatives EIE B =R AR S
7.4. BB RAIIARERS
4. Kernel
1. WELRAX
2. sysctl - configure kernel parameters at runtime
2.1. sysctl.d
2.2. vm.overcommit_memory



2.3. TCP HZERHIE A
2.4. bbr
3. /sys
3.1. /sys/class/net/
3.2. sysfsutils
4. /proc
41. BERGRA
4.2. [proc/i#FEID
4.3. /proc/*fd/ HIZFRFT AR
4.4. HIEAFLIE
4.5. ulimit JR7S
4.6. /proc/cpuinfo
4.7. RFER
4.8. overcommit_memory
5. RIREE
5.1. ulimit - Modify shell resource limits.
5.2. prlimit - Show or change the resource limits of
a process.
6. Kernel modules
6.1. modprobe - program to add and remove
modules from the Linux Kernel
6.2. EEAZERER
5. Package Management
1. APT 81 &8
1.1, BERHEE
1.2. ERREEINFHER
1.3. policy
1.4. WG BRIKIIK R
1.5. EEMRREKR
1.6. Installation
PN ke
dpkg &%
1.7. EfLE
1.8. JIHERERRMHEE
S BEEFE
1.9. Update



1.10. Remove
1.11. purge
1.12. aptitude
1.13. Automatic Updates
TR IR iHE PR A T?
1.14. Bk api JRERR
Ubuntu 18.04
1.15. dpkg
-il--install Z2%£.deb
-rl--remove #1%;.debfl
-LI--listfiles <package> ... List files "owned' by
package(s). FItH B PRI 4
-lI--list [<pattern> ...] List packages concisely.
514 .debfl
Status
dpkg-deb - Debian package archive (.deb)
manipulation tool
-X, --vextract archive directory Extract
and display the filenames contained by a
package
-e, --control archive [directory] Extracts
the control information files from a
package archive into the specified
directory.
-b, --build directory [archiveldirectory]
dpkg-reconfigure
1.16. Upgrading
GUI
CLI
CDROM
1.17. HlfE.debZ & E
checkinstall — Track installation of local
software, and produce a binary manageable
with your package management software.
dh_make - prepare Debian packaging for an
original source archive



control
2. snap - Tool to interact with snaps
2.1. & snap
2.2. JlHERZRIIsnapE
2.3. BREZLZRIIsnapE
2.4. ZT&snapt
2.5. EFfisnaptl
2.6. iIE— M ERFERIARI L RATARAS
2.7. flBRsnap &l
2.8. EWsIEMIVRIERE
3. DNF g1 &8
3.1. % epel-release 2
3.2. DNF M EE
3.3. JL/T,%,;LEP—JJ%E’J DNF R4
BERLATRIAERN DNF B E(EFEZRIRS)
3.4. 5B RPM &
BEERLRE
5 ] AR
ETEEARAS
(EEEPETSS
3.5. BEPHEEFINE
3.6. EERHEIFIE
3.7. ERE —XHRMHE
3.8. BRI E
4. yum - Yellowdog Updater Modified B3 &2
4.1. Yum Resource & Yum Mirror
fastestmirror
Fedora resource
Fedora 5.4
Fedora 6.x
Fedora 7.x
rpmforge-release
CentOS 5.x
CentOS 6.x
CentALT
atomic



famillecollet
rpmfind.net
pkgs.org
China Resource
HEARHEZR
4.2. yum - Yellowdog Updater Modified
YUM JRETE
install
localinstall
list
search
update / upgrade
remove
installed
group
grouplist
groupinfo
groupinstall
groupremove
EEBRIMRBXR
provides / whatprovides
4.3. rpm - RPM Package Manager
install/upgrade/remove
--prefix
query
changelog E2LTEHG
4.4. rpmbuild - Build RPM Package(s)
RPM_directory_macros
--define BiBRERT =

defattr

GPG &3

{#H CMake3 4RiEZHBIERPME]
FAQ

5. Homebrew
5.1. OpendDK 8
5.2. Maven



5.3. iR At

6. SDKMAN

7. FIETRE

6. X AES /A 8]

1. WNXix&

2. (8BRS X 17 H BAFN AT (8]
2.1. HEEE ABIOS

3. B2 Linux lrRZ~

3.1. Ubuntu
time zone
Language

3.2. CentOS Xigig &
X1 & CentOS 6

EE HEIRX /etc/sysconfig/clock
tzselect - select a timezone

1T XA ENAERK

NTP Server
rdate - get the time via the network
E=

7. console / terminal 1244 5 &
1. serial console
2. console timeout
3. TUI (Text User Interface)
4. framebuffer
8. Harddisk &1
1. B X2 X UUID
2. #1d UUID B¢ #1%E BE1EIR&E XM
3. Label
3.1. Ext2
BEEHEIT
EEE e
4. swap o X
4.1. swapon failed: Invalid argument
. Show partition
. Create partition
. Clone partition

N O O



8. estimate disk / directory / file space usage
9. Convert from ext3 to ext4 File system
10. GPT
10.1. iIREGTPHE
10.2. EEOKX
10.3. SIE DX
10.4. flER 7D X
10.5. 1B
10.6. mount
11. loop devices
11.1. losetup - set up and control loop devices
12. Linuxi 8 5 X%
9. Removable Storage
1. usb flash
2.CD/DVD
2.1. Mount an ISO file
2.2. create iso file from CD
2.3. burner
2.4. ISO Mirror
10. File System X{-ZR %
1. /etc/fstab
1.1. ffEB*%
1.2. ZIEHAT
1.3. ZIEEFRIAI0) (8]
1.4. /etc/fstab {5l
2. Mount partition
2.1. Mount
2.2. Umount
2.3. bind directory
3. ext2
4. ext3
5. EXT4
5.1. install
5.2. format
5.3. label
5.4. mount/umount



5.5.LVM &
6. ReiserFS
7. LVM
8. Birfs
8.1. btrfs 1L
8.2. %% subvolumes
8.3. RHR snapshot
8.4. ¥ btrfs
FEH btrfs [RER
/etc/fstab
BEEXMHRES
YR4E letc/fstab X 14
fstab 5+
8.5. btrfsctl
Resizes the filesystem
Snapshot
8.6. btrfs-vol
8.7. btrfs-convert
8.8. btrfsck
8.9. btrfs-debug-tree
9. zfs
10. iISCSI
10.1. GFS
11. GFS - Cluster Storage
12. glusterfs
13. RAM FS
14. tmpfs
15. ftp fs
16. SSHFS (sshfs - filesystem client based on SSH File
Transfer Protocol)
17. davfs2 - mount a WebDAV resource as a regular
file system
18. redisfs
19. File system test
19.1. ext4 vs btrfs
19.2. xfs vs jfs vs reiserfs



19.3. RAID10 (146G*8) vs EMC VNX 5300 (8G
Fibre Channel)
19.4. Dell 2950(RAID5 500G SATA * 6) vs
MD1200
20. £ t5 A 100% MR 45 A 2 X RVAR IR 7355
11. Networking [NZ& &1
1. hosts
1.1. /etc/hostname
1.2. /etc/host.conf
1.3. /etc/hosts
1.4. hosts.allow / hosts.deny
1.5. /etc/resolv.conf
2. Network adapter N4 iEHL 25
2.1. OB
3. CentOS 8 Stream
3.1. hostnamectl - Control the system hostname
3.2. nmtui - Text User Interface for controlling
NetworkManager
3.3. nmcli - command-line tool for controlling
NetworkManager
BEERINS
ONBOOT i &
BEEORS
waniEO
1EEIPHhE
(Al -Im
TmiEiR ]
miFFIE O
HE5% WI-FI
EBTRREER
4. Ubuntu netplan (Ubuntu 18.04 Z 57 A netplan &
EERA£K)
4.1. DHCP
4.2, FFSIPbit
5. Gateway X EIRIAW X
6. Bc& DNS



6.1. ¥ DNS Eg & /etc/resolv.conf
6.2. %= DNS ic &
/=2 DNS over TLS
J2F DNSSEC
[EAY/Z A DNS over TLS #1 DNSSEC
B & NetworkManager
7. IP forwarding(IP%% &)
8. bonding
8.1. bonding
8.2. Ubuntu
9. Wireless - WiFi fic &
9.1. rfkill - tool for enabling and disabling wireless
devices
9.2. iwlist - Get more detailed wireless information
from a wireless interface
9.3. iwconfig - configure a wireless network
interface
9.4. /proc/net/wireless
10. Linux IP And Router
10.1. IP H#hhiEE5
10.2. ping
10.3. Finding optimal MTU
10.4. ss - another utility to investigate sockets
10.5. netmask FMN#&H5
iptab
netmask - a netmask generation and
conversion program
10.6. arp - manipulate the system ARP cache
display hosts
delete a specified entry
/proc/net/arp
/etc/ethers
10.7. iproute2
EEREMER
[ER/ZER W&iEO
BERS



BE P ihit
BEEKHBER
I INES
B 2% EH
THEIKH
BERNEKREH
IEANEAIARS H
cache
O&EE ipv4 itk
RS
Tt
MASQUERADE
ip tunnel

10.8. VLAN

10.9. M
brctl
bridge - show / manipulate bridge addresses
and devices
Bl AT
vethix &
FTIBM namespace 2 [8)8Y veth
B M ERE veth-pair
INNNIR 5 2l AT

10.10. Zebra

11. IPv6
11.1. ZH IPv6
12. R HARRAR

12.1. EHf Ubuntu

ifquery

DHCP
TRy
12.2. CentOS 6
CentOS
12. RBEE
1. {42 systemd



why-1t+ A1
systemd 2 {a] B #% K FAAY
ARLE R SE{E A systemd
system EIEFF &R
EEYR S systemd il Zs
6.1. Unit
6.2. Service
6.3. Install
7. systemd, init - systemd system and service manager
7.1. BREHE
7.2. rc.local
7.3. YRtE service {4
7.4. EF& service X4
7.5. is-enabled EF HRIIRSZNE RIRS
7.6. & systemd
7.7. 5L BEhRWEIARSS
7.8. list-units
8. ERYEFETT
9. EEREEM
10. Debian/Ubuntu
10.1. update-rc.d - install and remove System-V
style init script links
10.2. invoke-rc.d - executes System-V style init
script actions
10.3. runlevel
10.4. sysv-rc-conf
10.5. xinetd - replacement for inetd with many
enhancements
tftpd
10.6. Scheduled Tasks
crontab - maintain crontab files for individual
users
at, batch, atq, atrm - queue, examine or delete
jobs for later execution
10.7. sv - control and manage services monitored
by runsv

o



runsv
runsvdir
11. CentOS 6
11.1. service
chkconfig
11.2. xinetd.d
tftpd
atftp-server
rsync
rshd
11.3. rpcinfo
11.4. SELINUX
13. Process HiZ &2
1. top - display Linux tasks
1.1, ERNFEERARETRE
2. ps - report a snapshot of the current processes
2.1. TERNERWITH
2.2. ETHREZENXR
2.3. ps axef
2.4. ps jax
2.5. [BF#12
2.6. BN HERARIHATE
2.7. 8t
HEERmLT
HEFR 5
2.8. %fz
3. renice
4. kill - terminate a process
4.1. F|HES A
5. mpstat
6. pid
6.1. E##% ID
6.2. pkill
6.3. pidof -- find the process ID of a running
program.
7. jobs



71. &
7.2.Ctrl + Z
7.3. jobs
7.4.fg/bg
7.5. nohup - run a command immune to hangups,
with output to a non-tty
7.6. wait F5ERESBITAR
8. ionice - get/set program io scheduling class and
priority
9. Utilities for managing processes on your system
9.1. pstree - display a tree of processes
9.2. fuser - identify processes using files or
sockets
10. pkexec - Execute a command as another user
14. tXPREIE
1. User HFEIE
1.1 8 mAF
BIER AR S
(EBEE
1.2. BIFRAEF
1.3. Bl HF4A
1.4. IKS NS &1
/etc/passwd
2. Group
2.1. Add a new group
2.2. Add a user to the group
2.3. letc/group
2.4. gpasswd - administer /etc/group and
/etc/gshadow
3. ThIa]4X R
3.1. umask
3.2. chown - change file owner and group
3.3. chgrp - change group ownership
3.4. chmod - change file access permissions
4. chattr - change file attributes on a Linux second
extended file system



5. su - run a shell with substitute user and group IDs
6. runuser - run a command with substitute user and
group ID
7. sudo, sudoedit - execute a command as another
user
7.1. /etc/sudoers
7.2. letc/sudoers
7.3. IRE T
7.4. NOPASSWD
7.5. RFHELGRT
7.6. Cmnd_Alias Fi%
7.7. wheel £H
7.8. FEEIM
8. ACL - Access Control List
8.1. getfacl - get file access control lists
8.2. setfacl - set file access control lists
set
default
remove
backup and restore
15. crontab EIT{ES
1. /etc/crontab
16. Logging A&
1. rsyslog
1.1. rsyslog.conf
2. logrotate - rotates, compresses, and mails system
logs
2.1. /etc/logrotate.conf
2.2. /etc/logrotate.d/

HSEE
create Bl HEXH, IEERTSIAEITGR
postrotate

3. syslog-ng

4. syslog, klogctl - read and/or clear kernel message
ring buffer; set console_loglevel
4.1. /etc/sysconfig/syslog



4.2. /etc/syslog.conf
4.3. logger
4.4. To Log Messages Over UDP Network
5. j:;tij?,Eln_,\
51. F&ES
5.2 (FHEMTF&
5.3. letc/istabEC &
17. kickstart
1. install kickstart
2. ks.cfg
3. boot S
18. System Utilities EcE T B
1. CentOS 6
1.1. system-config-date
1.2. system-config-firewall
1.3. system-config-securitylevel
1.4. system-config-language
1.5. system-config-keyboard
1.6. system-config-network
1.7. ntsysv
1.8. lokkit
1.9. system-config-kdump
1.10. system-config-services
1.11. authconfig-tui
Il. Shell
19. Shell
1. REERE
mLITREBWS
BT IR
Rim i il R E
Bang (!) %%
2. chsh - change login shell
3. TR FREIE
20. Bash Shell
1. bash - GNU Bourne-Again SHell

-n WEMANEE/IEEEIR



X ENFEHIEITERE
2. YR 51D
3.1/0 EEM]
stdout
error EE [
ﬁﬁﬁﬂhﬂ% E ITin
tee - read from standard input and write to
standard output and files
BEM@EINXH
nettee - a network "tee" program
B4
RIRFE—TXHNNE
4. pipes (FIFOs)
5. mktemp - create a temporary file or directory &t H
x5 X4
6. History a2 [ £ 1Cx
.bash_history
BINEX
RERRSBS
BIEAEITE
.mysql_history
. hash - hash database access method
. prompt
. &= variable
%ﬁﬁz
WwRITSEEE
$n $# $0 $7?
$? BFIizTIREE
shift #&1iL
FIATL
Internal Environment Variables
$RANDOM FE#1E%
5 history HXHIMIRT =
set IRET=
set -/+e IEHIIEFELIRL
unset L= HEK

© 00 N



RETEIIAME
export REFTR/T=E
declare
Numerical #1E1ZE
Strings FRF B 1R1E
#H#/#
%%/%
FRIBEEN
#
example
TEFHERE
FREEXRESR
Array 548
for 5 array
while 5 array
array 5 read
RDFRIBFHIERNENA
AR NFRTE
read IHEZ 1L =
eval
typeset
envsubst - substitutes environment variables in
shell format strings
10. conditions if and case
if
FTEREEEFRE
case
11. Loops for, while and until
for
while
until
12. Functions
Local variables
13. User interfaces
input
14. subshell



15. Example
HiEBAIShell
backup
CPU /&R
Password
processes
pid
Kill
pgrep
Shell 15
174851, BT
for vs while
B [h =1 eh
to convert utf-8 from gb2312 code
ERRNFNE DL
& FHapachetficronlog? El#log 4
Linux 25§ £& H&
21. /\AX Shell
1. fish shell
Z23x% fish shell
Bic & fish
FTREE
HRTE
2. Z Shell
installing Z shell
Oh My ZSH!
Starting file
~[.zshrc
Prompting
Aliases
History
FAQ
Home/End key
3. Berkeley UNIX C shell (csh)

4. KornShell



22. Shell %
1. Help Commands
man - an interface to the on-line reference
manuals
manpath.config
EEmanFHiIE
EEFMMIE
2. getconf - Query system configuration variables
3. test ap %
Zallii=
4. BERMX M4
dirname
filename
HERRY R
B R#&
test - check file types and compare values
file — determine file type
stat
mkdir - make directories
rename
touch
truncate
Is - list directory contents
full-time / time-style & X HEART[B)A& T,
cp - copy files and directories
copy directories recursively
BECFENXHS
-a, --archive same as -dR --preserve=all
rm - remove files or directories
-bash: /bin/rm: Argument list too long
zsh: sure you want to delete all the files in
/tmp [yn]?
df - report file system disk space usage
du - estimate file space usage
tac - concatenate and print files in reverse



split - split a file into pieces
AT &I
BRI 28I

find - search for files in a directory hierarchy
Z H3xILED
name
regex
user
perm
type

DANREXHS B RAITIR
-delete
exec
HEBRB %
-mmin n File's data was last modified n
minutes ago.
-ctime
-mtime / -mmin
--newer
-print / -printf
-Size
-path
B SRR E =
-maxdepth
xargs
5. package / compress and decompress

tar — The GNU version of the tar archiving utility
tar examples
gunzip
b2zip
compress
xz X4
-1, --list
tar: Removing leading "/’ from member names
-C, --directory=DIR
--exclude



-T
HERIS IR
REBTIBR
-r, --append
U k]
nEEYE
cpio - copy files to and from archives
gzip
zip, zipcloak, zipnote, zipsplit - package and
compress (archive) files
bzip2, bunzip2 - a block-sorting file compressor
RAR
7-Zip
[£48
N o [ 48 B
a2 %
Creates self extracting archive.
RAR
Xz, unxz, xzcat, lzma, unlzma, Izcat - Compress or
decompress .xz and .1zma files
6. HEAFIET(E]
HEARE T
weekday name
-d --date=
HEmIZ =
day
month
year
i [B]{m#%
infEIES
RFC 2822
UTC
FiTeRYE HEA
7. ES5EE
HEEE

seq - print a sequence of numbers



bc - An arbitrary precision calculator language
8. XS4
iconv - Convert encoding of given files from one
encoding to another
cconv - Aiconv based simplified-traditional
chinese conversion tool
uconv - convert data from one encoding to
another
FREBLIEEGSexpr
cat - concatenate files and print on the standard

output
-S, --squeeze-blank suppress repeated empty
output lines

-v, --show-nonprinting use * and M- notation,
except for LFD and TAB
5E&Ei&{FER
nl - number lines of files
tr - translate or delete characters
BRFR
RN KNNEiR iR
[CHAR*] #1 [CHAR*REPEAT]
-S, --Squeeze-repeats replace each input
sequence of a repeated character that is listed
in SET1 with a single occurrence of that
character
-d, --delete delete characters in SET1, do not
translate
cut - remove sections from each line of files
printf - format and print data
Free ‘recode' converts files between various
character sets and surfaces.
/dev/urandom BBV FFE
col - filter reverse line feeds from input
apg - generates several random passwords
head/tail
P A=



B n 17, MEREERNE
FEEBEIHE n 1T
REFRFEEIAXEARAST
TABR 55 =184 E
expand - convert tabs to spaces
unexpand - convert spaces to tabs
grep, egrep, fgrep, rgrep - print lines matching a
pattern
MIFR=1T
-v, --invert-match
i HEFI (Output control)
SN Be)
-0, --only-matching show only the part of
a line matching PATTERN
|P it
UuID
1T5%% 4%
BYRIE

-C, --count print only a count of matching
lines per FILE
binary file matches

Context control
-A, --after-context=NUM print NUM lines
of trailing context
-B, --before-context=NUM print NUM
lines of leading context
-C, --context=NUM print NUM lines of
output context
--color

Regexp selection and interpretation
2010:(13114115116)
15¢
-P, --perl-regexp Perl EMZRIAT

fgrep

egrep



UM e S

sort - sort lines of text files
XIFIHER
-s, --stable stabilize sort by disabling last-
resort comparison

uniq

awk
=Ll
printf
Pattern(ZE~FILER)

Pattern, Pattern
Built-in Variables (NR/NF)

NR

NF

%4>
£/ ss <4 TCP IR
TCP/IP Status

FA P shell&iit
access.log POSTS5GET4t1t
Built-in Functions
length
toupper() EAREFH
tolower() &Z AN/ NEFF
rand() BEAENAE B
LB EIRYYT
¥eRER
sed
B ES it
1EN
aaa="bbb" $ZEXbbb
"aaa": "bbb" £HXbbb
BFRAE
insert I ANFHRF
BINFRT
B F T



M RR =1
delete
1THR1E
TR Y
IENFRIET
EIERE
FERXNEi%HR
perl
e
HTML % ST
9. RIBIRIE/ATY4EIR

column - columnate lists

paste - merge lines of files

join

10. standard input/output

xargs - build and execute command lines from

standard input
BV
standard input
-| BHRIRIE
-n, --max-args=MAX-ARGS use at most MAX-
ARGS arguments per command line
-, --verbose print commands before executing
them
-d, --delimiter=CHARACTER items in input
stream are separated by CHARACTER, not
by whitespace; disables quote and backslash
processing and logical EOF processing
-0, --null items are separated by a null, not
whitespace; disables quote and backslash
processing and logical EOF processing
-r, --no-run-if-empty if there are no arguments,
then do not run COMMAND; if this option is
not given, COMMAND will be
-p, --interactive prompt before running
commands



11. flock - manage locks from shell scripts
12. 4% - 163 - 87 -
od - dump files in octal and other formats

163l
£ od BEHE RS
hexdump, hd -- ASCII, decimal, hexadecimal, octal
dump
xxd - make a hexdump or do the reverse.
HEESITHIIE
7 SURE 2 vl
binutils

strings - print the strings of printable
characters in files.
13. XHEERR
diff
sdiff
diff3
14. ed, red - text editor
15. vim
vim #J8a1t
R ASE= LI
MIRRERIE
AN
fitabiE
vi fbALEE
line()
set fileformat
T8 5 TABEE %
16. Wget - The non-interactive network downloader.
Logging and input file
-i, --input-file=FILE download URLSs found in
local or external FILE.
TEEXZSE
-0, --output-document=FILE write documents

to FILE {R1F2I 4
HTTP options (HTTP 1%£INR)



--post-data=STRING use the POST method;
send STRING as the data.
header HTTPLE X
Recursive download
-1, --recursive specify recursive download.
-m, --mirror shortcut for -N -r -l inf --no-
remove-listing.
--no-passive-ftp disable the "passive" transfer
mode.
TE—HEENINES
17. CURL - transfer a URL
BERA
RRXKREBNE
FEXH
connect-timeout
max-time
compressed
IERRSS 28
-w, --write-out <format> FHH BN E X
-A/--user-agent <agent string>
referer
-v
-0, --output FILE Write output to <file> instead of
stdout
-L, --location
-H/--header <line> Custom header to pass to
server (H)
Last-Modified / If-Modified-Since
ETag / If-None-Match
Accept-Encoding:gzip,defalte
HOST
HTTP JAIE
Accept
Content-Type
curl-config

TEEM SR O &bt



Cookie 4hI#
Restful i JSON #1412
Curl Oauth2
Curl + Oauth2 + Jwt
hEERIE
HTTP2
FAQ
18. expect
EINEF telnet SREXCiscofic &
IRHIE % ssh
SCP
openssl 5+
19. expect-lite - quick and easy command line
automation tool
20. sshpass - noninteractive ssh password provider
21. Klish - Kommand Line Interface Shell (the fork of
clish project)

Z23EKlish
R B FEEclishfE 2 iAShell
FAQ

clish/shell/shell_expat.c:36:19: fatal error:
expat.h: No such file or directory
22. Limited command Shell (Ishell)
23. TUI
screen - screen manager with VT100/ANSI
terminal emulation
tmux — terminal multiplexer
byobu - wrapper script for seeding a user's byobu
configuration and launching a text based window
manager (either screen or tmux)
htop - interactive process viewer
elinks
chat
24. jq - Command-line JSON processor
--raw-output
25. asciinema &ixxF



26. parallel - build and execute shell command lines
from standard input in parallel
27. multitail
28. Logging
logger - a shell command interface to the syslog(3)
system log module
29. Password
Shadow password suite configuration.
newusers - update and create new users in batch
chpasswd - update passwords in batch mode
sshpass - noninteractive ssh password provider
30. EERE
cksum, sum -- display file checksums and block
counts
md5sum - compute and check MD5 message
digest

31. envsubst - substitutes environment variables in
shell format strings
24. Shell Terminal
1. terminal
resize - set TERMCAP and terminal settings to
current xterm window size
tset, reset - terminal initialization
stty - change and print terminal line settings
2. tput
Change the prompt color using tput
3. dialog
--inputbox
4. whiptail - display dialog boxes from shell scripts
--msgbox
--infobox
--yesno
--inputbox
--passwordbox
--textbox



--checklist
--radiolist
--menu
--gauge
[ll. Network Application
25. network tools
1. curl / w3m / lynx
2. DHCP
DHCP Server
dhclient
release matching connections
3. DNS/Bind
3% bind9
forwarders
Load Balancing
view
Master / Slave
master /etc/named.conf
/var/named/example.com.zone
/var/named/example.com.zone
slave /etc/named.conf
FAQ
Master E4/5 Slave R~EL
Master 5 Slave f9 Test
DNS tools
dig - DNS lookup utility
any
ns
A
mXx
chame
txt
-x addr [z [alf#tf
web dig
nslookup - query Internet name servers
interactively



fml#T DNS fRIT &=
BENSIEHE
Mx iC3%
txt
DNS
OpenDNS
Google DNS
NamedManager
4. dnsmasq
Install
CentOS / Redhat
Debian / Ubuntu
Firewall 128
/etc/dnsmasq.conf
dnsmasg.resolv.conf
dnsmasq.hosts
/etc/dnsmasqg.d/dnsmasq.server.conf
/etc/dnsmasq.d/dnsmasq.address.conf
EZRAES:
FAQ
5. ngrok - tunnel local ports to public URLs and inspect
traffic
27. rinetd — internet “redirection server”
1. rinetd install
ubuntu
centos
2. rinetd.conf
3. BRfERAS
4. rinetd.log
28. BNAYIE@(E
1. Matrix
Synapse
Docker Z3&
¥ SSLIEP
2. IRC - Internet Relay Chat
IRC Protcol



IRC Commands
ircd-irc2 - The original IRCNet IRC server daemon
ircd-hybrid
IRC Client
Irssi - a modular IRC client for UNIX
Z 4% Irssi
irssi a5 L Z£
network
server
ircll - interface to the Internet Relay Chat
system
HydralRC
XChat
F-IRC
Web IRC
QuakeNet Web IRC
freenode
Web IRC
hackint
3. jabber XMPP
ejabberd - Distributed, fault-tolerant Jabber/ XMPP
server written in Erlang
ejabberdctl
tigase
Openfire
DJabberd
freetalk - A console based Jabber client
library
python-xmpp
4. News Group (innd)
Ubuntu
CentOS
User Authentication
usenet &I
BT SSLER

src.rpm s



w FFEA
29. Proxy Server
1. Socks/Socks5
Shadowsocks - A secure socks5 proxy, designed
to protect your Internet traffic.
Server
Docker FT{ %%
Python PyPI
GitHub
ssserver ap <
Client
Shadowsocks for Windows
Shadowsocks for Linux
Socks5
dante-server - SOCKS (v4 and v5) proxy
daemon(danted)
SSH Socks5 Tunnel
hpsockd - HP SOCKS server
2. Apache Proxy
3. Squid - Internet Object Cache (WWW proxy cache)
VAEETEE:
debian/ubuntu &3%
BB
IEEHE
CIEARSS 28
SquidfE N R @t Cachefr5523 (Reverse
Proxy)
IR+ a3
Squid EIE
squidclient
reset cache
X IETIE 4% Cache
Squid SEF S
Squid Apache/Lighttpd 7EE—& RS2 L
FE3E root A <74 Squid

squid+icap+clamav



4. Web page proxy
Surrogafier
CGilproxy
PHPProxy
BBlocked
Glype
Zelune
30. Firewall
1. TCP/IP 18X A% EC B 1
net.ipv4.ip_forward
net.ipv4.icmp_echo_ignore_all
2. iptables - administration tools for packet filtering and
NAT
Getting Started
CentOS/Redhat TUI TR
AP BEXFNE
Chains List
Chains Refresh
Chains Admin
B8
Protocols 1%
Interfaces W& EBczs1&
JRIPHEAE
Ports i [
range
multiport
NAT
Redirect
Postrouting and IP Masquerading
Prerouting
DNAT and SNAT
DMZ zone
Module(1&1R)
IPTables and Connection Tracking
string
connlimit



recent
limit
nth
DNAT
SNAT
random &R
IPV6
iptables-xml - Convert iptables-save format to XML
access.log IPET4iHI 7S
Example
INPUT Rule Chains
OpenSSH
FTP
DNS
WWWwW
SOCKS5
Mail Server
MySQL
PostgreSQL
DHCP
Samba
ICMP
ZIEIPTAEIE S
DENY
OUTPUT Rule Chains
outbound
ICMP
NFS
SSH
ZIEBSIRBIEDNIP
Forward
TCPMSS
Malicious Software and Spoofed IP Addresses
letc/sysconfig/iptables IR E R RERINECE
3. ulogd - The Netfilter Userspace Logging Daemon
4. ufw - program for managing a netfilter firewall



/etc/default/ufw
ip_forward
DHCP
Samba
5. CentOS 7/8 Firewalld
WMBRA S 1R {E M firewalldZ8 Al Iptables
7&K firewalld
firewalld Bt & X {4
KL Eig & S
A St & X
Xl & X 4
firewall-cmd
BERAS
EFEL
ETRIAES
BFE AR XIERIN
FAML
MEREIEWRMY
H & 1%EIn
LA B
HEERRN
X3
BEXI
BEIIAXIG
REEIAXIE
BEXEXNNAMEEO
BEEEXENAMEERE
BEMBEXENEEES
I B X33
Xigz
O
B O FREXE
B XiEEO
BaEXEEO
Ui ¥R 1E
BEHIROYIFE



FF R

BEFImOIAS

2 im0

18 E Uim 173X
i3 &

IP 3%

AR5

BE ARG
//J\\jJI:IHER

1BE XEEARS
EE XIEZEARS
18 E XERINARSS
E'LEJHER’V(/L;\
BERFAMCRS
IP {3
FE IP {3
BE IP {h%
F i IP {3k
i ¥ &
= A
6. Shorewall
Installation Instructions
Install using RPM
Install using apt-get
Configuring Shorewall
zones
policy
interfaces
masq
rules
params
7. Firewall GUI Tools
8. Endian Firewall
9. Smooth Firewall
10. Sphirewall
31. Stunnel - universal SSL tunnel



32. OpenSSH
1. &% OpenSSH
2. letc/ssh/
|Pithilk PR ]
sshd_config
Authentication B &
Automatic SSH / SSH without password
disable password authentication
GSSAPI options
Z B&known_hosts X {4

UseDNS no

2 |FrootFH P & &%

PR HISSHIGIFEE 1 /X &
2 IFUEPE L

ERILH RN BN
Bf-& OEFimic|cZ BRI a)
AP B3 B RE ]
AP RBR R
BHBRBNR
BEABNR
2% |- SSHis 1Bk &Y
ssh_config
ForwardAgent
~/.ssh/config
3. ssh client
-0 option ZEUFfE
HIRIV, BREEdE
4. OpenSSH Tunnel
SOCKS v5 Tunnel
NYNTIESv ST
WAN AR5 X
LAN AR5523
MySQL R34l
5. ssh-keygen — authentication key generation,
management and conversion
.ssh/known_hosts



6. ssh-keyscan
7. ssh-copy-id - install your public key in a remote
machine's authorized_keys
8. ssh-agent
ssh-add
Lock / Unlock agent
Set lifetime (in seconds) when adding identities.
9. OpenSSH for Windows
Putty Client
10. Google Authenticator - Android Apps on Google
Play
11. 22 |ESSHE B 25
12. FAQ
Pseudo-terminal will not be allocated because
stdin is not a terminal.
%1% passphrase
FTENRRE R
FEAT sudo IR
Unable to negotiate with 47.97.19.5 port 60022: no
matching host key type found. Their offer: ssh-
dss,ssh-rsa
33. VPN (Virtual Private Network)
1. OpenVPN (openvpn - Virtual Private Network
daemon)
Z22E OpenVPN Server
VAR
Ubuntu
create keys for the server
create keys for the clients
CentOS
Easy-RSA 3
mEEAFIED
S PKCS 7/PKCS 12 iE$
BEE RS
BHUD
S req X5



EEEE
Easy-RSA 2 miH(revoke) B IEH
Openvpn Client
OpenVPN GUI for Windows
Windows Server
Windows Client
BEFimmHIRE
point-to-point VPNs
VPN Z4l
server and client vpn
Ethernet Bridging Example
IDC Example
OpenVPNZ L
2. pptpd
Server fRS5im
Client ik
BIEMKS
NAZIE R 2%
PR AVPN
EHEE
Epy[ia=tix]zE
FIEERKH
FAQ
800 IR
Mk PPTP %
debug

3. 12tpd - dummy package for 12tpd to xI2tpd transition

Docker &4 L2TP
Ubuntu
CentOS 8 Stream
Ipsec VPN
ipsec-tools - IPsec tools for Linux
FAQ

Unsupported protocol 'Compression Control

Protocol' (0x80fd) received
4. IKEv2 VPN Server



IKEv2 VPN Server on Docker
strongswan - IPSec utilities for strongSwan
Z3 strongswan VPN fRs523
fhXiEEE
B & IPSEC
Windows 10 VPN EFi%EC &
FAQ
BRIEDBER
5. openswan - IPSEC utilities for Openswan
6. N2N VPN
7. Hypersocket VPN
34. Point to Point
1. download
rtorrent - ncurses BitTorrent client based on
LibTorrent
mldonkey-server - Door to the 'donkey' network
amule - client for the eD2k and Kad networks, like
eMule
V. Web Application
35. Nginx
1. Installing
1.1. Netkiller OSCM —##%% (CentOS 7)
1.2. Installing by apt-get under the debain/ubuntu
1.3. CentOS
spawn-fcgi script
php-fpm
fastcgi backend
1.4. installing by source
1.5. CentOS 7
1.6. Mac
php-fpm
1.7. rotate log
log shell
/etc/logrotate.d/nginx
2. Nginx ap<



2.1. -V show version and configure options then
exit
2.2. -t : test configuration and exit
2.3. test configuration, dump it and exit
3. nginx.conf At & XX {4
3.1. A ERERE
3.2. events B0 &
3.3. Nginx &
$host
http_user_agent
2 IEIEN s 281h1a]
http_user_agent J BB L1Fih0)
http_referer
valid_referers/invalid_referer
request_filename
request_uri
remote_addr
http_cookie
request_method
limit_except
invalid_referer
$request_body - HTTP POST #%iE
AFPBE
$request_body BT EF
BEXESE
if SR
4. hitp B &
41. ZEHXEXRIZE
4.2. BIIZE
4.3. gzip
CDN3z#5
FRESEEXHEE gzip
4.4. server_tokens
4.5. ssi
4.6. DNS f&#fT
4.7. rewrite



ROIRZ R
KIRY R
http get SE 402
NUEVE]S
EEY RA
™Y RA
5. server

5.1. listen

5.2. server_name B2 &

5.3. location
ZIETARSER R
5| FHdocument_rootZ JMAE R
KR R
location X FHHE
L2 1 E %

5.4. root 1T $hostE BEILHEE B &

5.5. try_files
5.6. SSL EEA
5.7. HTTP2 B2 & SSLiE+H
B & IE+H
spdy
HTTP2
FAF1hIa] HTTPR S: &I BkEERI HTTPS
SSL X EiAIE
A RIER
CA
AR5 23 U
= Fim
AT ZRETH
SOAP iFH
TFIEER
Nginx fic &
MK XX @IAIE
5.8. expires



181d add_header / more_set_headers 1% B 4E
1z
$request_uri
$request_filename
5.9. access
5.10. autoindex
5.11. return
5.12. add_header
Cache
Access-Control-Allow
5.13. client_max_body_size F1{&3 {4 R ~T PRl
6. upstream A&7
6.1. weight tNEE &
6.2. backup SEINE
7. Proxy
7.1. proxy_cache
7.2. rewrite + proxy_pass
7.3. request_filename + proxy_pass
7.4. $request_uri 5 proxy_pass Bx&{EH
7.5. try_files 5 proxy_pass +H
7.6. Proxy 5 SSI
7.7. Host
7.8. expires
7.9. X-Forwarded-For
7.10. X-Sendfile
7.11. proxy_http_version
7.12. proxy_set_header
7.13. [RHEKERE R
7.14. 288k
7.15. proxy_pass_request_headers 1E{& Header
7.16. timeout #BRTAT(E]
7.17. sub_filter X A&k
7.18. UHIMIIE
7.19. example
RIS E B R
upstream SL{§|



Tomcat L4

Nginx -> Nginx -> Tomcat
Proxy 4b¥2 Cookie

Proxy #0 CORS

1813 Proxy X1t restful =%
HTTP2 proxy_pass http://

IPFS
7.20. HTTP Auth JAIE#5E
8. fastcgi
8.1. spawn-fcgi
8.2. php-fpm
php5-fpm

%1% php-fpm
php-fom JAZ
fastcgi_pass
nginx example
9. %% SSLIEPH
91. FITAMIED
9.2. WEPHEFM
10. BRI REIEMN
11. Nginx module
11.1. stub_status ARSZEIRERERZIR
11.2. sub_filter TTEHEH M ER
11.3. auth_basic HTTP JAIEAE1R
£ htpasswd £ N B4
£/ openss| & B 243
11.4. valid_referers
11.5. ngx_http_flv_module
11.6. ngx_http_mp4_module
11.7. limit_zone
11.8. image_filter
11.9. ngx_stream_proxy_module
11.10. ngx_http_mirror_module
11.11. limit_except
11.12. geoip_country_code
12. Example



12.1. Nginx + Tomcat
12.2. #&index.html
12.3. Session BY Cookie 1AM

13. FAQ
13.1. 405 Not Allowed?
13.2. 413 Request Entity Too Large
13.3. 499 Client Closed Request
13.4. 502 Bad Gateway?
13.5. 504 Gateway Time-out
13.6. proxy_pass
13.7. proxy_pass SESSION E 4k [a] 2
13.8. [alert] 55785#0: *11449 socket() failed (24-:
Too many open files) while connecting to upstream
13.9. server_name 5 SSI ;3 EEIN
13.10. location ¥ document_root 5|, 5|
document_root Z S YRR
13.11. nginx: [warn] duplicate MIME type
"text/html" in /etc/nginx/nginx.conf
13.12. 127.0.0.1:8080 failed
13.13. failed (13: Permission denied) while
connecting to upstream
13.14. upstream sent too big header while reading
response header from upstream
13.15. {/RBF index.html IEF ki8], EMXHERRE
404
13.16. nginx: [warn] the "listen ... http2" directive is
deprecated, use the "http2" directive instead

36. Openresty

1. &3 Openresty
1.1 RERE

2. Openresty 7 &
2.1. Hello world!!!
2.2. HEAHIAT(E]
2.3. BELSH

list 5l

2.4. echo it



2.5. SEAME
SRKEX GET/POST S
SXEX body i
IR AEER GET Z%8
2.6. Nginx &
hEEE
set_by lua HEFRHERE=E
M lua XHFIZETE
2.7. Json
215 json
2.8. Redis
2.9. Nginx &%
2.10. logs
3. XK E KT
4. Redis
37. Caddy
1. & Caddy
1.1. CentOS/Rocky Linux/AlmiLinux
2. AT

2.1. |35 Caddy
Fi2 QUIC

2.2. XRS5 28

3. /etc/caddy/Caddyfile

3.1. WS 0ritbhk

3.2. k@R

3.3. Let's Encrypt %% SSL if$H

3.4. REIAE

38. Apache Tomcat
1. Tomcat ZE 5 &

1.1. Tomcat 6
tomcat-native
I=FiliiEN

1.2. Tomcat 7
Server JRE
Tomcat

1.3. Java 8 + Tomcat 8



systemctl SN
Session =
test session
SSLitH E
. Tomcat 9/10
B KIEECE
. B 1E1T 2 L4
. Testing file
. mod_jk
. mod_proxy_ajp
1.10. RewriteEngine %1% Tomcat
1.11. SSL XX @IAE
2. it & Tomcat RS2
2.1. server.xml
Connector
HTTPS
compression
useBodyEncodingForURI
fad Tomcathrk A= 2
Context
NARFRZE
JSESSIONID
2.2. tomcat-users.xml
2.3. context.xml
Resources
session cookie
2.4. logging.properties
2.5. catalina.properties
3. BIENEE
3.1. FR—
3.2. A
3.3. Alias 3%
3.4. access_log
3.5. Context it &
3.6. EH4FE Pttt
4. SSI

QU G I 'S
©ooNO® O A



5. Logging Hi&
5.1. 7F/3 debug &
5.2. tJZ|| catalina.out Hi&
6. Init.d Script
6.1. Script 1
6.2. Shell Script 2
39. Apache httpd
1. Install
1.1. Quick install apache with aptitude
command
rewrite module
PHP module
deflate module
ssl module
VirtualHost
~userdir module - /public_html
PHP 5
1.2. CentOS 6
Install
Uninstall
Configure
Apache
VirtualHost
MySQL
Starting
FAQ
compile php
1.3. Compile and then install Apache
Apache @& 5B &
M mIEFRMY
PHP
Automation Installing
1.4. XAMPP
XAMPP for Linux
php5
2. Module



2.1.

Output a list of modules compiled into the

server.

2.2.

2.3.

2.4.

2.5.
2.6.

2.7.
2.8.
2.9.

Core

Listen

Filesystem and Webspace
Options

Etag

f2¥E Apache RN R

mpm

event

worker

Apache Log

LogLevel

LogFormat

Compressed

rotatelogs - Piped logging program to rotate

Apache logs

cronolog

HES

oyl =
logger
other
mod_access
VirtualHost
ServerName/ServerAlias
rotatelogs
Alias / AliasMatch
Redirect / RedirectMatch
Rewrite
R=301
Rewrite + JkMount
Apache redirect domain.com to
www.domain.com

IENIPCECY =

2.10. Proxy

Reverse proxy



2.11. Deflate
MiH gzip,deflate &R
2.12. Expires
FilesMatch
Cache-Control
ETag
2.13. Cache
mod_disk_cache
mod_mem_cache
2.14. usertrack
2.15. Charset
2.16. Dir
2.17. Includes
2.18. Apache Status
2.19. Mod Perl
2.20. mod_pagespeed -
2.21. Module FAQ
2.22. mod_setenvif
2.23. PHP F2F %< £ (0]# php_admin_value
2.24. mod_spdy
3. & B ApacheLIRH & E
4. .htaccess
5. Error Prompt
5.1. Invalid command 'Order’, perhaps misspelled
or defined by a module not included in the server
configuration
5.2. Invalid command 'AuthUserFile', perhaps
misspelled or defined by a module not included in
the server configuration
40. Lighttpd
1. K& Lighttpd
1.1. quick install with aptitude
1.2. yum install
1.3. to compile and then install lighttpd
shell script
2. /etc/lighttpd/lighttpd.conf



2.1. max-worker / max-fds
2.2. accesslog.filename
2.3. ETags
2.4. server.tag
3. Module
3.1. simple_vhost
3.2. ssl
3.3. redirect
3.4. rewrite
Lighttpd Rewrite QSA
3.5. alias
3.6. auth
3.7. compress
3.8. expire
3.9. status
3.10. setenv
Automatic Decompression
3.11. fastcgi
enable fastcgi
spawn-fcgi
php-fpm
PHP
JRI¥R<PHP
apt-get install
Python
Django
Python Imaging Library
Perl
Installing lighttpd and FastCGl for
Catalyst
Ruby
UNIX domain sockets
3.12. user-agent
3.13. spdy
4. HAth &R
4.1. mod_secdownload [h&E 1%



5. Example
5.1. s-maxage
41. Resin
1. ZZEResin
1.1. HEEA
1.2. Debian/Ubuntu
1.3. JRIE %K Resin
2. Compiling mod_caucho.so
3. resin.conf
3.1. Maximum number of threads
3.2. Configures the keepalive
3.3. ssl
4. virtual hosts
4.1. explicit host
4.2. regexp host
4.3. host-alias
4.4. configures a deployment directory for virtual
hosts
4.5. Resources
5. FAQ
5.1. java.lang.OutOfMemoryError: PermGen space
42. Application Server
1. Zope
2. JBoss - JBoss Enterprise Middleware
43. Web Server Optimization
1. ulimit
1.1. open files
2. khttpd
3. php.ini
3.1. Resource Limits
3.2. File Uploads
3.3. Session Shared
3.4. PATHINFO
4. APC Cache (php-apc - APC (Alternative PHP
Cache) module for PHP 5)
5. Zend Optimizer



6. eaccelerator
44, varnish - a state-of-the-art, high-performance HTTP
accelerator
1. Varnish Install
2. varnish utility
2.1. status
2.2. varnishadm
BIRETR
2.3. varnishtop
2.4. varnishhist
2.5. varnishsizes
3. log file
4. Varnish Configuration Language - VCL
4.1. unset / set
5. example
45. Apache Traffic Server
1. Install
2. Configure
46. Cherokee
1. Installing Cherokee
47. Jetty
48. Other Web Server
1. Python SimpleHTTPServer
49. web fRS5ZHEE
1. HTTPIR S

50. HTTP2
1. Chrome
V. Mail Server

51. Mail server constituent
52. mail user agent (MUA)
1. mail
2. mutt - text-based mailreader supporting MIME, GPG,
PGP and threading
2.1, RIXHR
2.2. 1REBTEX From



3. alpine - Text-based email client, friendly for novices
but powerful
4. fetchmail - SSL enabled POP3, APOP, IMAP mail
gatherer/forwarder
5. GPG4WIN
6. Evolution
53. exim - meta-package to ease Exim MTA (v4) installation
1. install
1.1. ubuntu/debian
configure
1.2. CentOS/Redhat
2. exim ap %
2.1. #BEER
2.2. M A& 1% HB 4
2.3. flFrEB{FRAT
3. fcEexim
3.1. /etc/aliases BB E
4. FAQ
4.1. Mailing to remote domains not supported
54. postfix - High-performance mail transport agent
1. install
1.1. Ubuntu
1.2. CentOS
1.3. OSCM B ELEEEMALE
2. Bt & Postfix
21. R E
2.2. 1B IR AR
2.3. WA
Mailbox fic &
Maildir B &
ZLUnixNABHBFEEC &
2.4. HR{FE
2.5. BAFIECE
2.6. EFlm
2.7. SMTP RI=XRIEXECE

3. aliases



4. dkim
4.1. 10t
4.2. Mz
5. Rspamd
6. /var/log/maillog
6.1. ITEB DR EHERTERIT
6.2. f€'1Exi1'|_’,iJJ: 21t
7. Post .
7.1. postconf - Postfix configuration utility
7.2. postsuper
7.3. postqueue - Postfix queue control
Bl BAT
RlFrBAZ
7.4. postmulti - Postfix multi-instance manager
4B 7E Pttt
postfix Z LB E
AL & iptables iLSMTPD & XHB AR G185
AP, XEMASHE B,
8. Example
8.1. WA FBHIR & 3%
8.2. EDM fR$52%
8.3. SMTP MR & IARARSS 25
9. FAQ
9.1. SMTP ERROR: RCPT TO command failed:
501 5.1.3 Bad recipient address syntax
9.2. connect to gmail-smtp-
in.l.google.com[2607:f8b0:400e:c00::1a]:25:
Network is unreachable
9.3. opendkim[5762]: 3012A802C1DD:
[49.213.11.18] [49.213.11.18] not internal
9.4. opendkim[12578]: 4CC5C802C382: no
signature data
9.5. /etc/opendkim/keys/default.private: open(): No
such file or directory
9.6. fatal: parameter inet_interfaces: no local
interface found for ::1



9.7. NOQUEUE: reject: MAIL from
unknown[192.168.3.31]: 552 5.3.4 Message size
exceeds fixed limit;
9.8. 452 4.3.1 Insufficient system storage
9.9. 454 Relay access denied
55. HR{HIRL
1. Subject Unicode
2. TO/CC/BCC
3. IEX
4. POP Sniffer
5. PHP mail()
56. Lk ERA4AE <
1. Sender Policy Framework
1.1. 947 SPF &
2. DKIM
3. BB IEURANE A
3.1. NetEase
3.2. Sohu
3.3. Tom
3.4.QQ
3.5. 21CN
57. Fax
1. HylaFAX
58. FAQ
1. B SSHS ZH 8T EEE3
VI. Backup, Recovery, and Archiving Solutions
59. Logical Volume Manager (LVM)
1. ¥IEEEE (physical volume)
1.1. pvcreate
1.2. pvdisplay
1.3. pvs
2. HHEIE (Volume Group)
2.1. vgcreate
2.2. vgdisplay
2.3. vgs
2.4. vgchange



2.5. vgextend
2.6. vgreduce
3. 1 BEEEE (logical volume)
3.1. Ivcreate
snapshot
3.2. lvdisplay
3.3. Ivremove
snapshot
4. Format
5. mount
51.1v
5.2. snapshot
6. snapshot backup
60. X H{Z4%i
1. BRS3EXH1E5
1.1. scp - secure copy (remote file copy program)
1.2. nc - TCP/IP swiss army knife
2. wget - retrieves files from the web
2.1. TEFIEEB A
2.2. mirror
2.3. reject
2.4. ftp &
3. axel - A light download accelerator - Console version
61. FTP (File Transfer Protocol)
1. Iftp
1.1. pget
1.2. Iftp #E4LEE
2. ncftp
2.1. batch command
2.2. ncftpget
2.3. ncftpput
3. FileZilla
4. vsftpd - The Very Secure FTP Daemon
4.1. &3k vsftpd
Ubuntu 8% 4%
CentOS 7 MIEZL



4.2.
4.3.

4.4.

4.5.

ftp K-S EIshell PR
vsftpd TAIERELR
pam_shells.so

virtual user
AR P X R

chroot

local user
/etc/vsftpd/chroot_list
test

FAT

vsftpd: refusing to run with writable root inside
chroot()

5. ProFTPD + MySQL / OpenLDAP FFIAIE

5.1.
5.2.

Proftpd + MySQL
Proftpd + OpenLDAP

6. Pure-FTPd + LDAP + MySQL + PGSQL + Virtual-
Users + Quota

62. File Synchronize
1. rsync - fast remote file copy program (like rcp)

1.1.

1.4.
1.5.

LR Rsync5ELEFIF#HTE
install with source

install with aptitude

Xinetd

CentOS 7 - systemcitl

2. rsyncd.conf
3. rsync SRR

-n, --dry-run perform a trial run with no
changes made

--bwlimit=KBPS limit I/O bandwidth; KBytes
per second

-e, --rsh=COMMAND specify the remote shell
to use

step by step to learn rsync

rsync examples

upload

download



mirror
rsync delete
backup to a central backup server with 7 day
incremental
backup to a spare disk
mirroring vger CVS tree
automated backup at home
Fancy footwork with remote file lists
1.6. rsync for windows
1.7. ZHIZ rsync BIA

2. tsync
3. Isyncd
3.1. T

3.2. Big & Isyncd.conf
Isyncd.conf B & 11 H
settings £FIXE
sync E X B ZSEN
rsync
3.3. BEEET
4. Unison File Synchronizer
4.1. local
4.2. remote
4.3. config
5. csync?2 - cluster synchronization tool
5.1. server
5.2. node
5.3. test
5.4. Advanced Configuration
5.5. IFRx
6. synctool
63. File Share
1. NFSv4
1.1. Ubuntu
NFSv4 server
NFSv4 client
1.2. CentOS



NFS Server Configuration
NFS Bs KigEC &
NFS Client Configuration
Using NFS over UDP
1.3. exports
Permission
Parameters
SLlZE
1.4. NFS For Windows
1.5. exportfs - maintain table of exported NFS file
systems
1.6. macOS
Bo & exports
E/ \?’Ikljui
]::tik/ \? E 2=-L‘<
ARSSEIE
1.7. Parallel NFS(pNFS)
2. Samba
2.1. install
Debian 12
CentOS 8 Stream / Rocky Linux 9.2
Ubuntu
CentOS 6
CentOS 7
firewall
SELinux Configuration
2.2. smb.conf
Security consideration

7 \? E 2=-L‘<
I:% 7 \?
PR IPithtlE 15 (o]

2.3. Samba tHxm<
testparm - check an smb.conf configuration
file for internal correctness
smbstatus - report on current Samba
connections



smbpasswd - change a user's SMB password
nmblookup - NetBIOS over TCP/IP client used
to lookup NetBIOS names
smbfs/smbmount/smbumount
letc/fstab BC &
BERERE
smbclient - ftp-like client to access SMB/CIFS
resources on servers
EREZER
A HZ R
AFPE&E%R
smbtar - shell script for backing up SMB/CIFS
shares directly to UNIX tape drives
by Example
share
user
test
2.4. FAQ
smbd/service.c:make_connection_snum(1013
)
64. Distributed File Systems
1. DRBD (Distributed Replicated Block Device)
1.1. disk and partition
1.2. Installation
1.3. configure
1.4. Starting
1.5. Using
2. Network Block Device protocol
2.1. nbd-server - Network Block Device protocol -
server
2.2. nbd-client - Network Block Device protocol -
client
3. GridFS
3.1. nginx-gridfs
3.2. lighttpd-gridfs
4. Moose File System



4.1. Master server installation
4.2. Backup server (metalogger) installation
4.3. Chunk servers installation
4.4. Users’ computers installation
4.5. Testing MFS
5. LizardFS
6. Ceph
6.1. Installation on Ubuntu
6.2. Installation on CentOS
mon
mds
osd
client
RADOS Gateway
6.3. Block Devices
7. GlusterFS
7.1. glusterfs-server
7.2. glusterfs-client
7.3. Testing
7.4. RAID
Mirror
Strip
7.5. Filesystem Administration
7.6. CentOS 6.3
8. Lustre
9. MogileFS
10. Kosmos distributed file system (KFS)
11. Hadoop - HDFS
12. BeeGFS - The Parallel Cluster File System
13. Coda
14. OpenAFS
65. Shared Storage
1. Oracle OCFS2
1.1, 2%
2. GFS2
3. fam & imon



66. Network Attached Storage(NAS RI4& i AN1F(E)
1. Network Storage - Openfiler
1.1. Accounts
1.2. Volumes
RAID
iISCSI
Microsoft iISCSI Software Initiator
1.3. Quota
1.4. Shares
2. OpenMediaVault
3. FreeNAS
67. Backup / Restore
1. BRI
1.1. Incremental backup
1.2. Differential backup
2. btrbk.noarch : Tool for creating snapshots and
remote backups of btrfs sub-volumes
3. dump / restore
4. Bacula, the Open Source, Enterprise ready, Network
Backup Tool for Linux, Unix, Mac and Windows.
4.1. Install Backup Server
4.2. Install Backup Client
5. Amanda: Open Source Backup
6. Attic - 318 28 SURMIFR AR E DR
6.1. T3 Attic
6.2. RIERFIA
7. SafeKeep
8. Opendedup
68. inotify
1. inotify-tools
2. Incron - cron-like daemon which handles filesystem
events
2.1. incrontab - inotify cron table manipulator
2.2. {ERAR
mask Z%X
command S



3. inotify-tools + rsync
4. pyinotify
VII. Monitoring
69. Prometheus
1. &ZZ% Prometheus
1.1. Docker 2%
1.2. docker swarm
1.3. docker-compose
1.4. (i XKIERE
2. Prometheus B2 &
2.1. Prometheus < 1TLE
il Frific & 34
promtool B & 4R T A
2.2. rules MNELE
recording rules
alerting rules
2.3. SpringBoot
2.4. PromQL BEXEIMNES
Metrics &=,
metric 5T
Counter: RIBABAIITEIER
Gauge: BJIEBA[RAIINRE
Histogram
Summary
T B F 5
*T__L =] iﬁ_]
SEEIEE
NFEE
REB®RME
rate()
topk() #0 bottomk()
delta()
predict_linear()
deriv()
sum()

avg()



min (gx//\H), max (RKX1E)
count_values()
quantile()
3. Prometheus Exporter
3.1. a3z Docker
3.2. node-exporter
3.3. cadvisor
3.4. Nginx Prometheus Exporter
3.5. Redis
3.6. MongoDB
3.7. MySQL
3.8. Blackbox Exporter(blackbox-exporter)
FITREFEK
BENX
3.9. SNMP Exporter
4. Alertmanager
4.1. Docker &3
4.2. alertmanager.yml| Bo & X {4
amtool BLEXHHNETR
global £FEcEIN
route IXHECE
receivers & X ZERIZIE
Webhook &
4.3. & M
4.4. BIRIRE
5. Grafana
5.1. cadvisor
5.2. Docker - container summary (Prometheus)
70. Zabbix
1. Installing and Configuring Zabbix
1.1. Ubuntu
1.2. CentOS Zabbix 2.4
1.3. Zabbix 3.x CentOS 7
2. web ui
2.1. BERAK

3. zabbix-java-gateway - Zabbix java gateway



4. zabbix-agent
4.1. Ubuntu
4.2. CentOS 7
4.3. zabbix_agentd i<

] Vs w2

4.4. Nginx status m%=

4.5. redis
4.6. MongoDB
812 Mongo iz

Zabbix agentd Bc &
Zabbix server M
4.7. PHP-FPM
[E A php-fpm status If&E
Bo & nginx
BCE Zabbix L2
php-fpm SiZS K
4.8. Elasticsearch
LR R E AR
Bt B Zabbix{{IE
4.9. Postfix
LR R E AR
userparameter_postfix.conf
4.10. TCP stats
RERIZR
411, NP E
4.12. Oracle
RERIZR

71. HiGWEM o
1. RGiHG

1.1. logwatch

1.2. logcheck : Analyzes log files and sends

noticeable events as email

1.3. nulog

1.4. Web

Apache Log
fiilER H i



ZiTIER
ST v 2s
IP 421t
ZitE g
HTTP Status
URL Z3it
XHERESIT
URLIAIBIZ4T1T
BIAITITIRE
IP, URL $HEX
awstats

A=

Ta=

B HTMLICRY
ZIhRECE
(=Ead =N
Flush history file on disk (unique url reach
flush limit of 5000) 11t
JAWStats
webalizer
FITHER
S LIRS EIE
crontab
Sarg - Squid Analysis Report Generator
goaccess - Fast web log analyzer and
interactive viewer.
1.5. Tomcat
&Y 0-3 RX[ERIHE
¥ 1T Redis
1.6. Malil
pflogsumm.pl - Produce Postfix MTA logfile
summary
1.7. OpenSSH H7& /var/log/secure
BEEARF
1.8. rinetd.log
2. ElasticSearch + Logstash + Kibana
2.1. T



2.2.

2.3.

8.xX
dnf €
Docker &4%
kubernetes K& HE
logstash @5 < &1 82 M FH
-e IRITIBIT
- HEERCE XM
-t MR EXHRSIEMR, AEERE.
S = Frrhaat s s el
log.level B EDebugi&E=;
Bt & logstash
JVM Bc &
% pipeline B &
input
AR/ Sl
rubydebug
MBS
YEE X R
Nginx
TCP/UDP
Redis
Kafka
jdbc
filter
HER& =1L
patterns
syslog
csv
{$Aruby L8 CSVI{t
HAT ruby RS
HIEBER
grok debug T2
output
stdout
file B AN

elasticsearch



HE N index
exec HITHIZA
http

2.4. Example

B & Broker(Redis)
indexer
shipper

Spring boot logback

Z5| L) EISE A

csv 4Ll

XD R

Logstash SR} ¥ 18
2.5. Beats

¥ Beta

2.6.

Beats 6.x Z&23%

Beats 5.x &3%
Filebeat

RIRETE

SAFEI

TCP
fic & 3L 451

M filebeat ZI redis

H SR I
FAQ
Logstash CPU HRERIS
EE Kibana $iEE
logstash JoiEE A elasticsearch
KRSl L

5x FHERZE 6.x Bt
H &89S
6.X

ElasticSearch + Logstash + Kibana &3

ElasticSearch &3
Kibana &%
Logstash Z23E

M 5.x FHERE 6.x


clbr://internal.invalid/book/OEBPS/monitor/elk/elk/ch71s02.xhtml#beats
clbr://internal.invalid/book/OEBPS/monitor/elk/elk/ch71s02.xhtml#beta.setup
clbr://internal.invalid/book/OEBPS/monitor/elk/elk/ch71s02.xhtml#6.x
clbr://internal.invalid/book/OEBPS/monitor/elk/elk/ch71s02.xhtml#beats
clbr://internal.invalid/book/OEBPS/monitor/elk/elk/ch71s02.xhtml#filebeat
clbr://internal.invalid/book/OEBPS/monitor/elk/elk/ch71s02.xhtml#idm302065686832
clbr://internal.invalid/book/OEBPS/monitor/elk/elk/ch71s02.xhtml#idm302065684688
clbr://internal.invalid/book/OEBPS/monitor/elk/elk/ch71s02.xhtml#idm302065683184
clbr://internal.invalid/book/OEBPS/monitor/elk/elk/ch71s02.xhtml#filebeat.example
clbr://internal.invalid/book/OEBPS/monitor/elk/elk/ch71s02.xhtml#idm302065678304
clbr://internal.invalid/book/OEBPS/monitor/elk/elk/ch71s02.xhtml#idm302065674880

3. Grafana + Loki + Promtail
3.1. Docker Compose
3.2. Helm
3.3. promtail
4. fluentd
4.1. Docker 3%
fluent-bit
Fluentd Y% Docker H&
fluentd.conf
e
4.2. fluent-bit
%24 fluent-bit
Bo & fluent-bit
TCP Ec& X4l
4.3. temporarily failed to flush the buffer
5. Apache Flume
5.1. Z23% Apache flume
5.2. BN E
5.4. fic & HDFS 12i# El,u
6. php-syslog-ng
7. Log Analyzer
8. Splunk
9. Octopussy
10. eventlog-to-syslog
11. graylog - Enterprise Log Management for All
2. D HIVBEIRIEIR
1. Apache SkyWalking
2. Zipkin
73. L —REERS
1. SMS
1.1. gnokii
e
Ubuntu
CentOS
BB



RIEMEFE S
ZWE(E
RITEE1ER

1.2. AT Commands

RIFFEE

'L5'|:|i =] JE'LE

2. IPMI (Intelligent Platform Management Interface)
2.1. OpenIPMI

2.2. freeipmi

ipmiping
ipmimonitoring
ipmi-sensors
ipmi-locate

2.3. ipmitool - utility for controlling IPMI-enabled
devices

3. Cacti

ipmitool
ubuntu
CentOS
sensor
ipmitool shell
ipmitool 15 [a)iLiZ 341
Get chassis status and set power state
Configure Management Controller
Management Controller status and global
enables
Configure LAN Channels
Configure Management Controller users
Configure Management Controller
channels
Example for iDRAC
EIXIPHhtE, F BB S W<
EXiDRACLCD ETE
BN iDRAC %15
FHL/FFL
I=FEIIES



3.1.
3.2.
3.3.
3.4.
3.5.

3.6.

Install Cacti for Ubuntu
Yum &3

Source Install

Web &%

Cacti plugins

Percona monitoring plugins
Template

Nginx

php-fpm

MySQL

Redis

Percona JMX Monitoring Template for Cacti

4. Nagios

4.1.

4.2.
4.3.
4.4.

4.5.

4.6.

Install
Nagios core
Monitor Client nrpe
Monitoring Windows Machines
PNP4Nagios B R4
nagios
nrpe node
fic & Nagios
authorized
contacts
hostgroups
generic-service
SOUND OPTIONS
SMS %215
nrpe plugins
feERITIRE
routers
host
service

http

mysql hosts

check_tcp
Nagios Plugins



check_ping
check_procs
check_users
check_http
check_mysq|l
check_mysq|l
mysql.cfg check_mysql_replication
nrpe.cfg check_mysql_replication
Disk
disk.cfg
check_disk
disk-smb.cfg
check_tcp
I O E
Memcache
Redis
check_log
check_traffic
Nagios nrpe plugins
check_nt
nsca - Nagios Service Check Acceptor
jmx
4.7. FAQ
Macro Name
meARFMm
5. Munin
5.1. Ubuntu
Installation Monitor Server
Installation Node
Additional Plugins
plugins
mysq|
apache
5.2. CentOS
5.3. HFIALE

5.4. munin-node and plugins



munin-node.conf
mysql plugin
apache plugin
memcached plugin
5.5. munin.conf
5.6. munin-node
munin-node.conf
6. Observium
6.1. Installation
7. Ganglia
7.1. Server
7.2. Client
7.3. Plugin
7.4. Installing Ganglia on Centos
8. Varnish Dashboard
9. icinga
10. Graphite
10.1. Graphite - Scalable Realtime Graphing
11. BIG BROTHER
12. Big Sister
13. OpenNMS
14. Performance Co-Pilot
15. Clumon Performance Monitor
16. Zenoss
17. B R4
18. Hyperic HQ
19.
OSSIM,Spiceworks,FireGen,LANSweeper,OSSEC,HID
S
20. HawtlO
21. moloch
75. 48 iz
1. NET SNMP (Simple Network Management Protocol)
1.1. KR SNMP
Ubuntu
snmpd.conf


clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#index
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#install
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#idm302065982928
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#snmpd.conf

SNMP v3
CentOS
Configure SNMPv3 on CentOS or RHEL
1.2. EEESNMP
community EC &
E X AI R VERYSEE
1.3. SNMP &3 <
snmpwalk
snmpget
snmptest
1.4. Cisco MBI
Cisco 3750
Cisco ASA 5550
2. Bandwidth
2.1. apt-get install
2.2. CentOS rpm/yum
2.3. source code
2.4. letc/bandwidthd.conf
3. NetFlow
3.1. flow-tools - collects and processes NetFlow
data
flow-capture
NetFlow into MySQL with flow-tools
3.2. netams - Network Traffic Accounting and
Monitoring Software
netams-web
4. Ntop
4.1. Installation
Ubuntu
CentOS
4.2. Web Ul
4.3. Plugins
NetFlow
5. MRTG
5.1. CentOS 8 Stream
5.2. Ubuntu &3%


clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#v3
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#idm302062812688
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#idm302062805824
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#conf
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#idm302062802288
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#idm302062799408
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#command
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#idm302065424832
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#snmpget
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#snmptest
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#cisco
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#cisco.3750
clbr://internal.invalid/book/OEBPS/monitor/bandwidth/snmp/ch75.xhtml#idm302065417424

5.3. CentOS Z3t

K33z N3
5.4. IR ZMEE

5.5. tEARITRE X
5.6. IR R~
6. Ivs-rrd
VIII. Server Load Balancing
76. heartbeat
1. heartbeat+ldirectord
1.1. heartbeat
1.2. Idirectord
1.3. test
2. Pacemaker
77. Linux Virtual Server
1. MEECE
2. VS/NAT
3. VS/TUN
4. VS/DR
4.1. BEXMH
Director
RealServer
5. ipvsadm script
6. Timeout
7. debug
8. ipvsadm monitor
78. keepalived
1. 2%
2. test
3. HAProxy and Keepalived (Virtual IP)
79. Piranha - Cluster administation tools
1. install
2. configure
3. real server
4. Example
4.1. Master
4.2. Slave
4.3. MySQL



80. HAProxy - fast and reliable load balancing reverse
proxy
1. Installing
1.1. Ubuntu
1.2. CentOS
2. haproxy.cfg
2.1. stats
2.2. listen A=
2.3. frontend/backend A=,
2.4. option
httpclose
forwardfor
httpchk
2.5. balance
2.6. server
3. Example Bt & L4
3.1. HTTP BL&SLf
iHNCookieRiE (RIS
HTTP URL {42
3.2. Squid
3.3. haproxy + mysq| &t & L1l
3.4. HTTPS SSLiEHEN & fic & L1
3.5. [EFHTCP&EZ\LIMSSLEFE
3.6. SMTP
81. balance - Load balancing solution and generic tcp proxy
1. balance
1.1 RIFRE
1.2. Ubuntu &3
1.3. M %R EE
1.4. &
2. BalanceNG
3. RBridge
82. Perlbal
1. install
83. Pacemaker
84. Example



1. WA FIHENRE
2. B AHMIENRE
3. [ HM A EIERIRE
85. FAQ
1. Haproxy 5 Nginx
IX. Distributed Computing
86. Open Source Distributed Computing
1. Boinc (berkeley DA ITETFER)
1.1. rc.local
2. ubuntu apt-get &3
3. CentOS %t
4. boinccmd
4.1. attach_project
4.2. nomorework | allowmorework 2 1" FE{E55 /
AV FERAESS
87. High performance Computing
1. Distributed Computing
1.1. OpenMosix
1.2. OpenSSI
2. Parallel Computing
2.1. EnFusion
2.2. SCore
2.3. Beowulf
89. Tachyon
90. Apache ZooKeeper
1. ZKEE
11. B RRR
1.2. ZRER
2. B8 ZooKeeper
2.1. help
2.2. s
2.3. create
2.4. get
2.5. set
2.6. delete
91. Message Queuing & RPC



1. RabbitMQ
1.1. &% RabbitMQ
Ubuntu
CentOS
OSCM —§& &
WM& b
1.2. ic& RabbitMQ
i TP i& B g8 sthit
1.3. rabbitmqctl - command line tool for managing a
RabbitMQ broker
change_password
list_users
R EE
list_queues
list_exchanges
1.4. rabbitmg-plugins - command line tool for managing
RabbitMQ broker plugins
rabbitmg_management
rabbitmq_delayed_message_exchange
1.5. Python - Pika
1.6. Ruby amqgp
2. ZeroMQ
2.1. python-zeromq
pyZmq
example
2.2. ruby zmq
3. hanomsg
4. Gearman
4.1. Getting Started with Gearman
CentOS
Ubuntu
BhAIERE
4.2. gearman
4.3. Gearman PHP Extension
5. Apache Kafka is a distributed publish-subscribe
messaging system



5.1.

5.2.
5.3.

5.4.
5.5.

Z24% Kafka

L= KatkaF T & 5 M AR

L% Kafka :ZFF IDC

Kafka Hi&

T Kafka 47

Mz Kafka

fic & Kafka

server.properties
S 18]

consumer.properties
group.id

producer.properties

EIE Kafka

FAQ

WARN Error while fetching metadata with

correlationid 1 :

{test=LEADER_NOT_AVAILABLE}
(org.apache.kafka.clients.NetworkClient)

Error while executing topic command : Replication
factor: 1 larger than available brokers: O.

WARN Connection to node -1 could not be
established. Broker may not be available.
(org.apache.kafka.clients.NetworkClient)

6. RocketMQ

6.1.

Z3E RocketMQ

7. Celery

8. ActiveMQ

9. http://kr.github.io/beanstalkd/
10. gRPC

X. Security

92. Authentication
1. /etc/login.defs

2. PAM $GHIAE

2.1. pam_tally2.so
2.2. pam_listfile.so
2.3. pam_access.so



2.4. pam_wheel.so
3. Network Authentication

3.1.

3.2.

3.3.

3.4.

Network Information Service (NIS)
TRENISIRSE 23
Slave NIS Server
BEFPIHRHGRE
Authentication Configuration
application example
Mount /home volume from NFS
OpenLDAP
Server
Client
User and Group Management
Kerberos
Kerberos &3t
CentOS &%
Install by apt-get
Kerberos Server
Kerberos Client
Kerberos Management
ktutil - Kerberos keytab file maintenance
utility
klist - list cached Kerberos tickets
OpenSSH Authentications
Configuring the Application server system
Configuring the Application client system
FreeRADIUS (Remote Authentication Dial In

User Service)

Z4z FreeRADIUS
Ubuntu
Z24< radiusd
|dap
mysq|
WAP2 Enterprise

3.5. SASL (Simple Authentication and Security
Layer)



3.6.

GSSAPI (Generic Security Services

Application Program Interface)

93. SELinux

1. getsebool - get SELinux boolean value

1.1.

rsync

S

6.1.

94. Sniffer
1. nmap
scanner
1.1.
1.2.

1.3.

1.4.

1.5.

1.6.

1.7.

HTTP fBxB &

sestatus - SELinux status tool
setsebool - set SELinux boolean value
chcon - change file SELinux security context

B HSELINUXZAHRS

Nginx

- Network exploration tool and security / port
24 nmap

HOST DISCOVERY

-sP: Ping Scan - go no further than
determining if host is online

SCAN TECHNIQUES

-sU: UDP Scan $3##

-b <FTP relay host>: FTP bounce scan
PORT SPECIFICATION AND SCAN ORDER
-p <port ranges>: Only scan specified ports
SCRIPT SCAN

Nmap Scripting Engine (NSE)

ftp-anon

mysql-info

http

snmp

SSHv1

--script-updatedb BEFHIZs

OS DETECTION

-O: Enable OS detection 1&{E R Z
OUTPUT

--open: Only show open (or possibly open)
ports #RIERZEN



1.8. BFBRIEERIEAN
1.9. EEAMRES RO
1.10. MISC
-6: Enable IPv6 scanning
-A: Enables OS detection and Version
detection, Script scanning and Traceroute
1.11. ncat - Concatenate and redirect sockets
TCP BUEZLH
UDP Z3E&H)
IR IRISARSS SRR
ZHSIAR
1.12. nmap N FAZEH)
P —EIPihit
2. tcpdump - A powerful tool for network monitoring and
data acquisition
2.1. MK ERE 0
2.2. Im¥EFEA
2.3. BWIRTCPIRO
2.4, WIEHIN
2.5. BIH R4
2.6. src / dst
2.7. IR 1745
2.8. Cisco Discovery Protocol (CDP)
2.9. Flags
2.10. 21l
2801w 5icmp,arp
monitor mysql tcp package
HTTP &
ERSYN. FINFIACK-only&
23R Oracle iz
smtp
3. cdpr - Cisco Discovery Protocol Reporter
4. ngrep - Network layer grep tool
4.1. ILEEX BT
4.2, FEENSEIZEO
5. Unicornscan, Zenmap, nast



6. netstat-nat - Show the natted connections on a linux
iptable firewall
7. Tcpreplay
8. Wireshark
9. conntrack-tools : Manipulate netfilter connection
tracking table and run High Availability
9.1. #EEIER
9.2. X ERER
95. sqlmap - automatic SQL injection and database
takeover tool
1. Installation
2. FHIB N{EE
2.1, Mz A
2.2. sqlmap.ini
3. RequestZ £
3.1. --method, --data

3.2. --cookie
3.3. --referer
3.4. --user-agent
-a
3.5. --headers
3.6. --referer
3.7. auth
--auth-type
--auth-cred
3.8. --proxy
3.9. --threads
3.10. --delay
3.11. --timeout
4. Injection
4.1. --dbms
4.2. --prefix
4.3. --postfix
4.4. --string
4.5. --regexp

4.6. --excl-str



4.7. --excl-reg
5. Techniques
5.1. --stacked-test
5.2. --time-test
5.3. --union-test
5.4. --union-tech
5.5. --union-use
6. Enumeration
6.1. dbs
6.2. --count
6.3. --dump/--dump-all
6.4. --sql-query
6.5. --sql-shell
7. Miscellaneous
7.1. --update
7.2. --save
96. Vulnerability Scanner
1. Nessus
2. OpenVAS
97. Injection & Penetration
1. Backtrack Linux
98. Lynis Linux £ 49T H
1. 2%
1.1.
2. FHAEIT
99. Suricata Engine
100. psad
101. fwknop
102. fwsnort
103. nftables
104. Haka
105. Docker
1. &Z% Docker
1.1. Rocky Linux 9.2 / AlmiLinux 9.2 / CentOS 8
Stream

//J\\bl]g%%k EJ'E'\



docker-compose 2.x
PIRER&
1.2. Ubuntu docker-ce
1.3. 3z Docker
1.4. & Docker

1.5. BChRA
CentOS 7 docker-ce
CentOS 6
Ubuntu
2. Portainer - Docker B &R E
21. &%

2.2. B & Portainer

2.3. WINEEL 5
3. B2 & Docker

3.1. FFRmtE AT

/etc/docker/daemon.json

B & SSLIEH
1B1d SSH #%31%ixFZ Docker
3.2. HIGEE
[HB IR R &
R ERNRER
3.3. DNS
3.4. ulimit &J&
4. docker @7 %
4.1. docker - A self-sufficient runtime for containers

EIEIRFE A,
BZE docker 8
run

& & docker run 33§

-it

--restart

--privileged 1t root E&ZEIFH] root FXR
BEMETE

DNS



add-host
2 mim O
NEFZIEDE
start / stop / restart
ESsRSH
ps
AElrme, ETTRBER
BV
kil (5
top
inspect
SRENS 23 2R
BERRIEBR
KRENS 23 EHL# Hostname
18 |P it
B W
RaHT
SREX json BC &
BRI £
REE
BE Mount B%
REEE
BERREZ
SREGTEHRZ
HEEMIPRTRIR
MIER <none> 1%
HEEMIPRTRIR
logs
IRFRSERY HS
TRAT8)E
En—ESEEINNHEE
8 & Docker
CERE
B
T
build



B ETE
EHER
M docker Fr & Il 4
BEAEICK
ZEiRmIEaE
Contexts
B8F
(eilFES
inspect
{3 context
ARl BR
--context %X
4.2. docker-compose - Define and run multi-container
applications with Docker.
Z 3 docker-compose
{$ 1 pip i
OSCM % 4&
BERTS
TRIEN]
=1
=1k
=1k
=1
BEHIHTE
BEEHG
WATam<
11T
4.3. Docker Scan
5. REEE
51. BRERR
5.2. SRENERIR
5.3. T HAHIER IR
5.4. tag
5.5. REFMHANER
5.6. fHBRASIhER R
5.7. history R ELF



5.8. format F%
5.9. inspect
510. BEEHRBAS
6. BEREIE
6.1. BERZH
6.2. RIS &ILRz:
6.3. HEABZ
6.4. IT1T B 23R
6.5. SIS 2R
Ubuntu
Mac S 55 A
6.6. ElLFIES2:
SSAE
6.7. MIfFE 23
6.8. log-driver
6.9. RIEARS
BEWNETS
/etc/hosts B &
sysctl
ulimits
6.10. EERZNITITHIHTZ
6.11. B RBRERE
6.12. EEBRHBNEBRHIRS
6.13. EE5RER:
6.14. N EEBR 2T
6.15. EER NS
6.16. EEH 2R
6.17. DNS
7. 5EIE
71. 5|5
7.2. BliES
7.3. HEH K
7.4. MBS
7.5. kRS
7.6. tHEFRE R{EANSE
7.7. EZ2VNBREHES

\

A
<



7.8. B EAR M HE RS
7.9. RIENR
8. Docker W& E 1R
8.1. dockerO IPithit
8.2. BEstEE EE Ptttk
8.3. Bl F X
8.4. BlFE overlay &
8.5. W& A <L = 8]
8.6. flannel NAE &
9. HEEE
9.1. EFEIAIRLS
9.2. Fluentd F2 &
9.3. Docker it &
9.4. docker-compose #RHE
9.5. Y5 HE 5L £ /dev/stdout F1 /dev/stderr
10. Dockerfile
10.1. &7 Dockerfile Bl
£l%E Dockerfile X 14
elFESEEEY
BITHR&
MK Nginx
RRBE
10.2. EF Alpine #IE51&
10.3. Dockerfile eI T B
Debian/Ubuntu £51%

CentOS
alpine
10.4. Dockerfile &%
COPY
EXPOSE
ENTRYPOINT
docker-entrypoint.sh X {4
1. BF
11.1. Docker E/FCFE
Bt E

IRENGRIR



HEHRG

2. FWBCRE
BELECRE
WERGEILWECE
BIHHR&
registry fRIZSRECE

WA BEIANLE

registry 3%

11.3. Harbor

12. Swarms

12.1. &I Swarms
EFE Swarms kA
a1t Swarms
7T~ join-token
BlIEE E AN,
ETRELINSIER
REEETR
HWET=
PIRT R
BIMfElET R
B

12.2. Stack

12.3. RS
tll7E Service
k% Service
inspect

12.4. swarm &E&18
Host Volumes
Named Volumes
HEE

13. docker-compose.yml| B 234w HE

13.1. IRES

13.2. %

13.3. BB

13.4. BEOZRES

13.5. B23AF



13.6. HEES
13.7. BREYUm O RIAREE
13.8. #IN hosts 14
13.9. NRZECE
BENX IPv4 F Wit
external MEBZE
B & IPv6
13.10. links EH5 &
13.11. BHIRIIN D2
13.12. RSB UK
13.13. working_dir
13.14. IxB GRS
13.15. IBY X R ST
13.16. 4%1F Dockerfile
13.17. resources FB &R D EC
14. Docker Example
14.1. reqistry
Auth + SSL
14.2. Example Java - Spring boot with Docker
5%EY CentOS 7 £51&
Z2 4= openjdk
Spring boot &
]85/ Spring boot I H
ET CentOS 7 #lIE spring R1%
14.3. Redis
Docker ap <
$REX Redis 1%
JBa— Redis Xl
#\ Redis
Ba— Redis SLIHBREY 6379 i [
HIP AR
Docker compose
Docker Stack
somaxconn/overcommit_memory
14.4. Nginx
nginx:latest



%3 Docker Nginx alpine
TR TH
BRNNEER

14.5. MySQL

14.6. MongoDB
{#F mongodb FFIE1T

14.7. Node
15. Docker FAQ
15.1. 81 IP & B2s
15.2. # T H
Debian/Ubuntu
15.3. #4Z Docker & I A
15.4. no space left on device
15.5. Bitnami
106. Podman
1. &2 Podman
1.1. RockyLinux &% Podman
1.2. Almalinux 9.0
1.3. MacOS Z2& Podman
1.4. #J881t Podman
1.5. 1k Podman 3745 Docker Compose
1.6. Bic & Podman
1.7.
2. podman B
2.1. BRI EE
=12 Podman R&%;
2.2. RIFEE
RENERIZ
BERREZ
2.3. Registry
3. &4l
3.1. podman run Fi%&
3.2. mysq|
3.3. FIERIR

Xl. Kubernetes



107. Minikube
1. CentOS 8 &% minikube
CentOS
7o RE #UAN
Mac OS
2. Quickstart
3. minikube 7%
minikube ip it
J& 50 minikube
FEANLIREA
HEBEGPU
H & 25
CPU # RTEEC
}§TE kubernetes hRZN
[T =p)Yil
FERE registry-mirror fR1%
BE FEHRG
Enabling Unsafe Sysctls
{$/H CRI-O &5
{=1E minikube
Docker I/ BT &=
SSH
ZFHRE
B IE minikube
Kubernetes &l EHR
service
BEHE
B ZE Docker MET =
profile
addons
BEMAEH
J=2 B addons
& & addons 7%
dashboard
FF i registry TAEE
]2 ingress



SSH
BEIPHE
RIGEE
kubectl

4. Minikube RAEER

5. FAQ
This computer doesn't have VT-X/AMD-v enabled.
Enabling it in the BIOS is mandatory
ERROR FileContent--proc-sys-net-bridge-bridge-
nf-call-iptables
ERROR ImagePull
IEHEFEER
http: server gave HTTP response to HTTPS client
provided port is not in the valid range. The range
of valid ports is 30000-32767
Exiting due to MK_ENABLE: run callbacks:
running callbacks: [verifying registry addon pods :
timed out waiting for the condition: timed out
waiting for the condition]
Exiting due to SVC_URL_TIMEOUT:
http://127.0.0.1:11068/api/v1/namespaces/kuberne
tes-dashboard/services/http:kubernetes-
dashboard:/proxy/ is not accessible: Temporary
Error: unexpected response code: 503
Mac minikube ip <18, ingress ~I1E

108. microk8s

1. Z&22% microk8s
LIHEE bR

2. HHEIE
dns
dashboard

3. kubecitl

4. Kubernetes Addons

109. Kubernetes E£E£E1E
1. &



KUBECONFIG
use-context
2. 90{a] M docker TRl kubectl a5
H4T Shell
BEER
api-versions
TR
nodes
EWEIRE
config
use-context
cluster-info
EHE pod HiE
S5
edit
Im 5 &
Service i [1BREY
4 7E it
BRERSGRREE
sysctls
endpoints
explain
ingress
describe
storageclasses.storage.k8s.io
pod
3. namespace ap R T[]
EEWRZE
Bl e &= (g]
{$F yaml g2 =8
GRS 1]
4. label Fr%E
5. RFZEE
HILEARSS
BIZERRSS
BEERSFAER



BEERS

EFRS

I BR AR S5

clusterip
selector

REIMBIP

externalname
e MBI &

Example mongo
Example MySQL
AE &
LoadBalancer YAML
Example Redis
nodeport
NodePort YAML
Example
6. serviceaccount
7. Pod E1E

BE POD K&
BV
BE pod TEHELS

1z1T POD

fIE% pod

BE Pod EH&

Taint (;55) #0 Toleration (B72)
Taint ((5R) &E
Toleration (BZ) AE
FRFR

BRIGHIEURES

BEENHA

WeETs

BREIRNSHRE
readinessProbe (Fi£E#RM)
livenessProbe (Z5&HM)

securityContext
sysctls



runAsUser
security.alpha.kubernetes.io/sysctls
nodeName %317 52
nodeSelector EIF T =
nodeAffinity &2 &=
Taint (;55=) #1 Toleration (B7.)
strategy
8. HiEEIE
expose
MEDE
fif% deployment
ragE
rollout
=
ER&
9. secret ZiAETE
SKEX Token
Bll## Secret
Private Registry F§FPIAIE
BEETLS SSL
10. ConfigMap
Bl Key-Value fip &I
MBI ConfigMap
MIFEZE X4 EIiE ConfigMap
BZE ConfigMap
& ConfigMap
ConfigMap
Key-Value B2 &
Secret
MET=
A & X4
11. Job/Crondob
CrondJob
Job
WATEIEES
TTRIES



12. clusterrolebinding
13. Volume
local
e
14. Ingress
B2 Ingress
¥EE SSLIEH E
i
URI #L0
vhost L EAN,
rewrite
annotations Bt &
HTTP Bk3&E| HTTPS
server-snippet
aeERm (REERM)
EEARSS
hE—, NEDE
BIHTTPAABRE R
1813 Cookie FF /g
fiR /R 504 X ABAT
110. kubectl example
1. FAF registry
2. mongodb
3. tomcat
111. istio
1. Bnf istio
2. 2 H istio
112. Kubeapps
113. Helm - The package manager for Kubernetes
1. &2Z% Helm
AlmalLinux
Rocky Linux
Ubuntu
Mac
2. RERFHIA
3. Helm &<



#1951t Helm
BEECEYIR
KR
EEHEER
§4:|:
IES
AR RR
4%
[BR
BERS
4. ingress-nginx
5. elastic
6. Helm The package manager for Kubernetes
7. Helm Faq
114. Rancher - Multi-Cluster Kubernetes Management
1. &4 Rancher
Rancher Server
Docker &4%
BhAXIEECE
Helm %24 Rancher
Mac %3
#)\W [=1=]
Web Ul
SSLiE$H
Rancher Kubernetes Engine (RKE) 2
Server
Linux Agent (Worker)
Rancher Kubernetes Engine (RKE) 1
%4 RKE
v1.3.2
v0.1.17
ficE RKE
25 RKE
Rancher CLI
iy e
rancher-compose



v0.12.5

2. TRBEAI]

API

3. Rancher Compose

Rancher Compose 7<%

RIEET

4. Rancher CLI

Zf# Rancher
EE&H
BETR
catalog
BEIRE

rancher kubectl

5. K3s

AutoKSS

IR ERE

ThWEBGE

2% 80/443

¥R Z0E

Agent LI R
223t K3s (Docker #=z)

Server

Agent

24 kube-explorer
LI KSS (VM t&=)

Server RSB

Agent LI
k3d

%3 k3d

BliEER

BEER

PR EE B
/Ei/—.l_\
ZfE nginx
Ao & 14
SHERBRE T



REEHE
B8 k3d £&f
Bo & api-port i

kubectl EIRIEEERE
BaRRE
traefik BEc &
1210 Redis 6379 i
ingress-nginx
ENE} traefik
Z 3 ingress-nginx
INE% IR & IEH
TLS if$
Bll% Token
FAQ
ghcr.io {8 T
k3s 80/443 i (&)
flannel ~@
Failed to allocate directory watch: Too many
open files
6. Rancher Demo
Rancher Z3& Nginx
local-path-provisioner
7. Longhorn
%3 Longhorn
Vi =TTy i
TR
FAQ
FailedAttachVolume
8. FAQ
JAid Rancher E&H &
[network] Host [rancher.netkiller.cn] is not able to
connect to the following ports:
[rancher.netkiller.cn:2379]. Please check network
policies and firewall rules
cgroups v2



115. netkiller BRHEHETE
1. &Z% netkiller-devops
2. {8 python L H#EHZRHE Docker 23
2.1, LRMHE
2.2. B — Services
2.3. Bll# Composes
2.4. BZEE
2.5. &+
Redis EMECE
2.6. {3 Python Zg# Dockerfile
2.7.
2.8. logstash
3. {£/ Python {fi#i#h4RHE Kubernetes
3.1, RIFE R IR HENginX
3.2. Bl R =(H]
3.3. ConfigMap/Secret ZgHEE I
3.4. Pod ¥ %, ConfigMap 4RHEE T
3.5. Pod ¥£#; ConfigMap iEBIET =
3.6. Ingress & SSLIEH
3.7. StatefulSet &8& Redis
3.8. StorageClass
3.9. #8& MySQL Zl| kubernetes
3.10. MongoDB
3.11. Nacos
BETREE
EREE
Ingress ZpE
3.12. Redis
3.13. Kubernetes #8& kube-explorer B2t R E
3.14. ELK
Elasticsearch
Kibana
WIFESIEER
3.15. sonarqube
XIl. Virtualization
116. Virtual Machine(Z #{11)



1. Kernel-based Virtual Machine(KVM)
1.1. kvm install usage yum
brctl / tunctl
virt-install
1.2. Ubuntu
1.3. Cent0S 6.2
1.4. Scientific Linux Virtualization
1.5. libvirt
virsh
console
dumpxml
Virtual Machine Manager
1.6. FAQ
No hypervisor options were found for this
connection
ANMal#If S AT AR 55238 = SEARALIE 2 R AT
2. Xen
2.1. install
2.2. Manager
3. OpenVZ
3.1. £4&0penVZ
3.2. {§HO0penVZ & #EIIVPS
ZIRFERGRER
BIiZOpenVZIRERSITT = (VPS)
3.3. IR BEVPSSHX
4. vagrant - Tool for building and distributing virtualized
development environments
4.1. vagrant for windows
5. M EE
5.1. Proxmox - Open-source virtualization
management platform Proxmox VE
5.2. OpenStack
5.3. CloudStack
5.4. OpenNode
5.5. OpenNEbula
Xll. IMEEETHE



117. Gitlab InB &2
1. GitLab &5 &
1.1. Almalinux 9.0

1.2

1.

1

—_—
o O

4.

Gitlab Runner

. CentOS 8 Stream Z2E Gitlab
3. Docker A %3 Gitlab

Docker 1z17

Docker compose Z2= Gitlab
Docker Compose Z3% gitlab-runner
Yum &3 GitLab

GitLab Runner

. SBESSLIEP
. Gitlab E1#

gitlab-rake 3%
gitlab-runner 45 <
Gitlab 1T%%, &K HIRE
=1n
e

2. JYE1t Gitlab
21. BIERRNAK

gitlab-runner
Docker

Java TFE RREA
Node 1%

2.2. QIERAF

elIEAF

2.3. Mttt

2.4. IR

2.5. AL DX

2.6. EREBIFIE
3. e &

3.1. {A4RZE4

R, WA H=T8" KR
HIRAE

3.2. MEITXI
3.3. T{ER



3.4. I\ &
Milestones EBFf25&
Z1IEEKZ[E (Roadmap)
TERS
5W2H EF 5 EciEN
(S ANER
BHES
FFEES
MRS
BEES
3.5. H1ITH &
EB DR
[iE=37 1)
KBS
NS Foasd
D ZANER
INEED X
Bz
BHIX
bR T BB
BH D ZHERIPR
Hotfix / BUG 9%
BLRTER
[ERR1E
BLRIRTE
BNREERE IR
S &ERE—IREI
S HIEEMRAX B{EH0T 894

EIEEE
BRI RN AR
XU EFEEIIRER
Fixed Bug
Implemented
Add

3.6. AR5 xmtEX
DX SRA X R



DS IRENX 3
Release Notes
License

3.7. XIBEHE&E

4. BIYGPGE RIS
4.1. SIZEIEH
4.2. ie & Gitlab GPG
4.3. Bo & Git
TREE
A&
R
4.4. FAQ
error: gpg failed to sign the data
5.CI/CD
51. nizfRFBRECE
5.2. fic& Cl/CD
3 GitLab Runner
yE#f gitlab-runner
R RSIRE
5.3. Shell #1788
7E1 Gitlab Runner 9 Shell #1728
A Y% SSH iE$H
HIEEIME
Java 15
LI B AR maven
mvnd
NodedS
Python ¥1i&
mFEHIT sudo RRZBG
5.4. tags BOER A
5.5. Docker #1783
5.6. Kubernetes executor
A= E
ERE
KUBERNETES_BEARER_TOKEN



1l
5.7. Java 1FEEEEAERK
#I{E Maven 315
JaCoCo
FATH R BBRhRZS 55
5.8. HUEFELE iz
AR EIRE S AR AN i
AL B EHE B 45 H AN AR A
(o] B R £ P 45 A S hig 2
T AR BB SR &3 e 45 A AN iR A= il
TR D S R E S A AN AR A=
EAFE R B Z5 M S kiR
LR
RIS, 1S 7S
BEAHEIRA
CI/CD tic &
5.9. #54LHEE Nacos
nacos FFEERE T A
.gitlab-ci.yml Bt & 2=l
6. Pipeline 77k 4%
6.1. cache
Cache Key
X Cache
EXZNEZ
6.2. stages
(ST
22 stage
6.3. variables
SIEBIMMREE S
Git submodule
BERY, RBETE
6.4. script /before_script / after_script
SFAFFI iR
ZATHIZAR
6.5. only and except
L feature / hotfix 735



mIENXHZTN
6.6. 1954
2ZX |k job TEAEY
6.7. RITFRW
6.8. & M falff Fiajob
6.9. services
6.10. tags
6.11. rules NI
S FI BT
6.12. include 82
6.13. 1&hR
6.14. release
6.15. N FZRH]
Java
{£F3 Docker fmiFFHUIREMZEY)
Shell 1728, IEFEERE4DIEA/RE M,
Shell #1728, ImIEEMERA D2 BNINE
Docker {11728
Node
vue.js android
Python
docker
include S FE
7. R BE5RIGE
7.1. Maven B %
BEFERN JAR X{4EFEE] Maven B
7.2. Python Pypi &%
TAIAELHE
FIT EEE
EIFEERFERE
7.3. Node JS
7.4. Docker registry
B & Docker registry
FoiiRBRGH LEERRRGE
CI/CD /K& B
8. Ak5523im hooks



8.1. BIZ= /5 Server hooks
8.2. LR B EHRCE Server hooks
BEECEER
Bl72 hooks 7
9. EFiim hooks
9.1. EptEE
Linux/MacOS
Windows
ERAE
10. WebHook
11. FAQ
111, BEHE
11.2. debug runner
11.3. gitolite [4] gitlab iT#%
1.4 (ZELEHF
11.5. ERROR: Uploading artifacts as "archive" to
coordinator... too large archive
11.6. ERROR: Job failed (system failure): prepare
environment: waiting for pod running: timed out
waiting for pod to start. Check
https://docs.gitlab.com/runner/shells/index.html#sh
ell-profile-loading for more information
11.7. Hi#2 100% BiE5IE
118. Jenkins
1. Z3% Jenkins
1.1. OSCM —f% %
1.2. Mac
1.3. CentOS
1.4. Ubuntu
1.5. Docker
1.6. Minikube
2. B & Jenkins
3. Jenkinsfile
3.1. Jenkinsfile - Declarative Pipeline
stages
script



junit
withEnv
parameters
options
triggers
tools
post
when SR{4F B
i EEIR
withCredentials
token
withMaven
isUnix() FIRTERIE RSB
Jenkins pipeline FA{$ /3 sshpass LI scp,
ssh 1IZF21B1T
BFEE1T
3.2. Jenkinsfile - Scripted Pipeline
git
tI#% JDK RrAx
groovy
Groovy code
Groovy BRZX
Ansi Color
BX 411
modules SCITHEIR
docker
input
if SRAFFIBT
Docker
conditionalSteps
nexus
3.3. RENIET=
REMRT S
3.4. agent
label
docker



e Edocker %
args %4
Docker outside of Docker (DooD)
EEBREENBEFR
MRREG
Dockerfile
3.5. Steps
parallel F4TH1T
echo
catchError 1H3F IR
RERR
PRHIH1THT (8]
A ] &
3.6. hR A3zl
checkout
Git
3.7. TmE5IE
sh
Windows #t4bERRZAR
D L{E= 8]
node
3.8. T1EX
TEEX
FIRF X RS FE
PEIEX
BIETEX
AR B F
BN 1%
EX G
4. Jenkins Job DSL / Plugin
5. Jenkins Plugin
5.1. Blue Ocean
5.2. Locale Plugin (E R IEH)
5.3. github-plugin &4
5.4. Docker
1% & Docker AR



BAML
5.5. JaCoCo
Pipeline
5.6. SSH Pipeline Steps
5.7. Rancher
5.8. Kubernetes {4
Kubernetes
Kubernetes :: Pipeline :: Kubernetes Steps
Kubernetes Continuous Deploy
Kubernetes Cli
5.9. HTTP Request Plugin
5.10. Skip Certificate Check plugin
5.11. Android Sign Plugin
6. Jenkinsfile Pipeline Example
6.1. Maven F&ERE I
6.2. (FREERGUE
6.3. an 2L 1THI1E Docker 1%
6.4. Yarn
6.5. Android
119. SonarQube
1. 2%
1.1. Kubernetes &% SonarQube
1.2. Docker
1.3. netkiller-devops %3
1.4. SonarScanner
Docker Z3&
PiN (R
2. icE&
2.1. &t SonarQube
2.2. A1t maven 11T SonarQube
2.3. &% Gitlab
2.4. SonarScanner
Node.js
3. FAQ
3.1. bootstrap check failure [1] of [1]: max virtual
memory areas vm.max_map_count [65530] is too



low, increase to at least [262144]
3.2. failed: An APl incompatibility was encountered
while executing
org.sonarsource.scanner.maven:sonar-maven-
plugin:3.9.0.2155:sonar:
java.lang.UnsupportedClassVersionError:
org/sonar/batch/bootstrapper/Environmentinformat
ion has been compiled by a more recent version of
the Java Runtime (class file version 55.0), this
version of the Java Runtime only recognizes class
file versions up to 52.0
3.3. [ERROR] An unknown compilation problem
occurred
3.4. can't have 2 modules with the following key
3.5. Kubernetes 11T sonar-scanner
120. Dagger
121, 152N T R
1. Code Review
1.1. Phabricator - an open source, software
engineering platform
1.2. Gerrit
1.3. TeamCity
2. Nexus Repository OSS
2.1. &£ Nexus
Docker
2.2. Nexus Ul
2.3. maven X &
2.4. Node.js
2.5. Ruby
123. TRAC
1. Ubuntu Z&3%
1.1. source code
1.2. easy_install
1.3. Apache httpd
2. CentOS &%
2.1. trac.ini



2.2. standalone
2.3. Using Authentication
2.4. trac-admin
Permissions
Resync
3. Project Environment
3.1. Sqlite
3.2. MySQL
3.3. Plugin
AccountManagerPlugin
Subtickets
4. trac.ini
4.1. repository
4.2. attachment f{{4-ECE
5. trac-admin
5.1. adduser script
6. Trac NEHEE
6.1. Administration
General
Ticket System
Version Control
6.2. Wiki
6.3. Timeline
6.4. Roadmap
6.5. Ticket
7. FAQ
7.1. TracError: Cannot load Python bindings for
MySQL
8. Apache Bloodhound
124. Redmine
1. CentOS &3t
2. Redmine 1517
3. #&fH
3.1. workflow
125. INBEETHE
1. 88



2. TUTOS

XIV. SR{4hig A<=l
126. Git - Fast Version Control System

1. Repositories B EEE

1.1.
1.2.

1.3.

1.4.
1.5.

initial setup
7e RS
V& 4
IR 2

checkout master

checkout 9%

BT checkout % [EIEFKAIH

checkout FRE X2 X

{$F ours 5 theirs fiRR)HZ
ERIRIE D SRITEE AT X

git-add - Add file contents to the index
Creating and Commiting

git-commit - Record changes to the repository

. Status

git-status - Show the working tree status

. Diff

--name-only {X B R X4

. Push
. Pull

R X

\E’FQIE

2.1.

2.2.
2.3.
2.4.
2.5.
2.6.

BRI Z
BIE D2

MIBR D 32
iR >
EWMRDTX

git-show-branch - Show branches and their

commits

3. git log



3.1. hash-object
3.2. —1T&/R --oneline
3.3. EAXMAEICK
3.4. &1t
. reflog
IR B
5.1. EFnieibit
ERniE it
5.2. RINZizBE
5.3. {824 origin
5.4. fIFF origin
55. BEHE
Setting up a git server
6. git show - Show various types of objects

6.1. EREEMSTHNXHERE

o~

7. 8HDX
71. 8HDX
7.2. rebase
7.3. BH D ZRIFR AR
7.4. 2153

7.5. aFBEIMNMH
7.6. Git §H45E commits F|B— 19X
8. b3t
8.1. LEE SHA
8.2. X LEE
9. Submodule F1&E 1R
9.1. RINRLR
9.2. checkout F1&1R
9.3. MilfRFA=LR
10. Git Large File Storage
10.1. &3 LFS X #5
10.2. LFS lock
11. git config
11.1. git config
.2 E&FRE
11.3. REELE



11.4. BRECEI
115 BEERINDZ
11.6. GPGEH
11.7. core.sshCommand
11.8. fatal: The remote end hung up unexpectedly
11.9. 21 SSL &
11.10. BLE BB S H X4
11.11. .gitignore
11.12. .gitattributes
SVN Keywords
IRE X MHHRIT R
11.13. B ERhRE %
12. git-rev-parse - Pick out and massage parameters
12.1. FR1GHAEMHRRID
13. git-daemon A5523
13.1. git-daemon - A really simple server for git
repositories
13.2. git-daemon-sysvinit
13.3. inet.conf / xinetd A E 5N
13.4. git-daemon-run
13.5. Testing
14. git-svn - Bidirectional operation between a single
Subversion branch and git
15. Web Tools
15.1. viewgit
16. gitolite - SSH-based gatekeeper for git repositories
16.1. gitolite-admin
gitolite.conf
staff
repo
17. FAQ
17.1. SHERF—RIESUIRIH
17.2. SHEEERT X EMEE0E R4
17.3. {HEHERMEY, MERTERE—XER
17.4. EHIRR
17.5. MBI BN XHRIZ



17.6. BA D XHED
17.7. 87TE—MILEH
17.8. fatal: Not possible to fast-forward, aborting.
17.9. receive.denyCurrentBranch
17.10. BHAIAE AR 7
1711, #EIEXRNDZ
127. Subversion
1. Invoking the Server
1.1. Installing
Ubuntu
CentOS 5
classic Unix-like xinetd daemon
WebDav
INE B & 451
CentOS 6
1.2. standalone “daemon” process
starting subversion for debian/ubuntu
starting subversion daemon script for
CentOS/Radhat
1.3. classic Unix-like inetd daemon
1.4. hooks
post-commit
1.5. WebDav
davfs2 - mount a WebDAV resource as a
regular file system
2. repository &8
2.1. create repository
2.2. user admin
2.3. authz
2.4. dump
3. {f€FSubversion
3.1. Initialized empty subversion repository for
project
3.2. ignore
3.3. XEFEm®
3.4. lock AN/ unlock &%



3.5. import
3.6. export 15 EhRZA
3.7. BITRAKEF
3.8. IRE|HRRA
4. branch
4.1. create
4.2. remove
4.3. switch
4.4. merge
4.5. relocate
5. FAQ
5.1. BRI
5.2. B5FINB BRIATE . svnE %
5.3. color diff
5.4. cvs2svn
5.5. Macromedia Dreamweaver MX 2004 +
WebDAV +Subversion
56. I EERFPB5%8
128. cvs - Concurrent Versions System
1. installation
1.1. chroot
cvs login | logout
cvs import
cvs checkout
Cvs update
cvs add
cvs status
cvs commit
. CVS remove
10. cvs log
11. cvs annotate
12. cvs diff
13. rename file
14. revision
15. cvs export
16. cvs release
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17. branch
17.1. milestone
17.2. patch branch
18. keywords
129. EH®m<
1. SREXPHEHE
XV. Configuration Management(fi & E1%)
130. Ansible - SSH-based configuration management,
deployment, and task execution system
1. install
2. Getting Started
3. ansible - run a command somewhere else
3.1. host-pattern
3.2. -a MODULE_ARGS, --args=MODULE_ARGS
module arguments
3.3. -i INVENTORY, --inventory-file=INVENTORY
specify inventory host file
(default=/etc/ansible/hosts)
3.4. -m MODULE_NAME, --module-
name=MODULE_NAME module name to execute
(default=command)
3.5. -s, --sudo run operations with sudo
(nopasswd)
3.6. -u REMOTE_USER, --user=REMOTE_USER
connect as this user (default=root)
3.7. (£ LAl
4. ansible-doc - Show Ansible module documentation
5. ansible-playbook - run an ansible playbook
51. BEXMHRE
131. Capistrano
132. Puppet
1. Installing Puppet CentOS 6.3
2. Puppet £
2.1. Agent 7=
2.2. Master fR5588
3. test



3.1. Master
3.2. Agent
4. BEE
4.1. /etc/sysconfig/puppet
4.2. letc/puppet/fileserver.conf
5. manifests
5.1. node
5.2. group, user FEF &R
group
user
5.3. file
ensure
source
owner, group, mode
5.4. package
5.5. service
5.6. exec
5.7. cron
6. modules
7. firewall ic &
8. debug
8.1. master
8.2. node
9. FAQ
9.1. err: Could not request certificate: No route to
host - connect(2)
9.2. No help available unless you have
RDoc::usage installed
133. SaltStack
1. Z¢%% Salt Stack
1.1, RS in%a
1.2. EFImEE
1.3. B AIERCE
1.4. key B1E
1.5. Wik
1.6. Demo



2. salt-key - Salt key is used to manage Salt
authentication keys
3. salt ap <
3.1. cmd
cmd.run
cmd.script
3.2. pkg.install
3.3. network.interfaces
3.4. salt example
4. /etc/salt/master
4.1. File Server settings
4.2. Pillar settings
4.3. Node Groups
4.4. File Server Backend
5. sls Bl 7S
5.1. pkg
5.2. service
6. FAQ
6.1. Git fileserver backend is enabled in
configuration but could not be loaded, is git-python
installed
134. Chef
1. 2345 Chef
1.1. CentOS
135. Cobbler
136. Cfengine
137. func
138. (R)?ex Deployment & Configuration Management
139. ETWebHI RS BRI
1. Webmin
1.1. webalizer
2. ajenti
XVI. Efi2ZE (Graphics)
140. Gnuplot
1. &2 Gnuplot
1.1. CentOS 15



141.

O 0

Graphviz - Graph Visualization Software
1.

o~ wN

1.2. Ubuntu At
1.3. /X Gnuplot 2 & ATF
terminal
output
title/xlabel/ylabel
Xrange/yrange
5.1. BB HSEE
5.2. HERHHSCE

. Xdata

6.1. Date/Time

. plot

7.1. using

. PHPIot
. FAQ
9.1. Could not find/open font when opening font
"arial", using internal non-scalable font

9.2. TEEi%

Installation
1.1. Apt-get
1.2. Yum

2. The DOT Language

2.1. dot
il

2.2. twopi

2.3. gprof

3. Node, Edge and Graph Attributes

3.1. Color Names
3.2. Node Shapes
3.3. Bk

4. Example

41. E-R
4.2. Network
4 .3. workflow

142. RRDTool

1.

install



rrdtool demo example
title
start / end
height / width
upper-limit / lower-limit
vertical-label
Data Source
. Round Robin Archives
0. AREA, LINE and STACK
10.1. LINE
10.2. AREA
10.3. STACK
10.4. GPRINT
11. Example
11.1. Memory
11.2. example 1
11.3. example 1
143. OpenBR
144. OCR - Optical Character Recognition
1. Tesseract
2. cuneiform - multi-language OCR system
145. Open-Source tool in Java to draw UML Diagram
146. Asymptote: The Vector Graphics Language
1. UML
147. MetaPost
148. OpenStreetMap
1. OpenlLayers
2. Leaflet
149. Baidu Map
1. BMap.Circle
XVIl. ZFRFELME (Multimedia)
150. Audio
1. lame
151. Video
1. OpenShot
2. cinelerra-cv
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3. FFmpeg
3.1. T

3.2. MR T R
m4v to mov
3.3. IRENANIT RS O
3.4. ANFE
3.5. BE VLR
mp3 % wav
wav ¥ mp3
wav to pcm
pcm to wav
it = BwaviEmp3
it = IBpcmitway
AMR
152. E{&4ME8 (Graphics)
1. GraphicsMagick
1.1, 2%
CentOS &%
RIFRL
Mac
2. 177IEGRER
1.3. mogrify
1.4. convert
BV R
BB/ R~F
EEGRRE
density
GIF M EY
(U FELOTIESLES
1.5. montage
1.6. R
1.7. ERE®
2. ImageMagick
2.1. install
2.2. convert


clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#index
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#install
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#idm302058270192
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#idm302058268960
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#idm302058267520
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#idm302058266080
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#mogrify
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#convert
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#idm302058260528
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#resize
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#quality
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#density
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#idm302057541760
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#idm302057540064
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#montage
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#idm302057535456
clbr://internal.invalid/book/OEBPS/multimedia/images/graphicsmagick/ch152.xhtml#idm302057532976

=% MRIBI
resize
BlgREEE
PDF to PNG
2.3. EEXFFIRTIR
3. Photivo
4. How to add metadata to digital pictures from the
command line
1583. Music score
1. Synthesizer
1.1. ZynAddSubFX
2. Drums
2.1. Hydrogen
3. LilyPond
3.1. Example
PNG/PDF/PS
Latex
. MuseScore
. ardour
LMMS
Qsynth
Rosegarden
. TerminatorX
10. Pulseaudio
154. Stream
1. broadcast streaming
1.1. gnump3d - A streaming server for MP3 and
OGG files
1.2. icecast2 - Ogg Vorbis and MP3 streaming
media server

©oND O A

installation from source
1.3. shoutcast
1.4. PeerCast
2. WebRTC
156. AW


clbr://internal.invalid/book/OEBPS/multimedia/stream/stream/ch154.xhtml#index
clbr://internal.invalid/book/OEBPS/multimedia/stream/stream/ch154.xhtml#gnump3d
clbr://internal.invalid/book/OEBPS/multimedia/stream/stream/ch154.xhtml#gnump3d
clbr://internal.invalid/book/OEBPS/multimedia/stream/stream/ch154.xhtml#icecast2
clbr://internal.invalid/book/OEBPS/multimedia/stream/stream/ch154.xhtml#icecast2
clbr://internal.invalid/book/OEBPS/multimedia/stream/stream/ch154.xhtml#idm302057469744
clbr://internal.invalid/book/OEBPS/multimedia/stream/stream/ch154.xhtml#idm302057461376
clbr://internal.invalid/book/OEBPS/multimedia/stream/stream/ch154.xhtml#shoutcast
clbr://internal.invalid/book/OEBPS/multimedia/stream/stream/ch154.xhtml#peercast

1. SREXPHEHE
XVIII. Voice over IP
157. Gnu Gatekeeper
1. Gnu Gatekeeper Install
2. Gnu Gatekeeper Configure
3. Gnu Gatekeeper Test
Part | - Microsoft Windows NetMeeting
Part Il - ohphone
158. OpenSIPS
1. 2% OpenSIPS
centos 6.5 BRI
£ yum.opensips.org JRZ& 3
R
2. BIEEERE
DBTEXT
MySQL
PGSQL
Berkeley DB
3. M opensips
159. PBX
1. Asterisk (OpenSource Linux PBX that supports both
SIP and H.323)
2. FreeSWITCH
3. Yate - Yet Another Telephony Engine (includes SIP
to H.323 translation)
160. VOCAL (includes a SIP to H.323 translator)
161. SIP/H.323 B F i
1. linphone
2. Yate Client
XIX. 8FIEH, W5 G
162. UUID (Universally Unique Identifier)
1. GUID
2. Subversion
3. PHP UUID
4. JAVA UUID
5. PERL UUID



6. Python UUID
7. MySQL uuid()
8. linux command uuid
163. Encode & Decode
1. MIME (BASE64) L&t
1.1. Linux Command base64
1.2. PHP Base64
base64_encode
base64_decode
1.3. Python Base64
1.4. perl base64
1.5. Java Base64
Java 7
Java 8
1.6. C/C++ Baseb64
2. Uuencode
2.1. PHP uuencode
3. Quoted-Printable
3.1. C Quoted-Printable
3.2. Java Quoted-Printable
3.3. Python Quoted-Printable
4. Base58
4.1. php
4.2. Java Base58
164. Message Digest ($1FHHE)
1. MD5%& &5
1.1. md5sum
1.2. PHP md5()
1.3. MySQL md5()
1.4. Java MD5
JDK 1.2
JDK 1.5
JDK 1.8
1.5. perl md5
2. SHA £81
2.1. shalsum



2.2. PHP sha1()
2.3. Java SHA
SHA
SHA-256
2.4. Perl
3. CRC32
3.1. PHP CRC32
3.2. Java CRC32
4. F=RKTH
4.1. htpasswd
CRYPT
MD5
SHA
4.2. htdigest
4.3. md5sum
4.4, shalsum
165. DES crypt() &
1. C crypt()
2. PHP crypt()
3. perl crypt
4. mysql crypt
5. Java crypt
5.1. Java 8 DES
6. grub-md5-crypt - Encrypt a password in MD5 format.
166. AES
1. Java
1.1. AES/ECB/PKCS5Padding
1.2. AES/CBC/PKCS5PADDING
2. PHP
2.1. AES/ECB/PKCS5Padding

167. GnuPG
1. 2% GnuPG
1.1. CentOS 8 Stream
1.2. Ubuntu
1.3. macOS



2. BIEEZ4A
2.1. SIE R AFIEE S HART (8]
2.2. RIFRBIZE AN
EE5%H
M EH A
i bR 25 £A
ZiRBIN/SE
6.1. SHZEH
SHMB AT
SHAAREEXMH
SEF %A
6.2. S ANE1HA
6.3. S AFIEEA
6.4. ZiAT%
7. %4
8. & /MRE X1
8.1. MN&E X4
8.2. fR%
8.3. IEERFID
8.4. ZER+INZ
9. {8 E A
9.1. EREER
9.2. ¥H
9.3. NIAEEEE
10. INZEFf MySQL
10.1. IR ZARY
10.2. IEEED
10.3. FUEERR
11. FAQ
11.1. $§7 passphrase
11.2. [HhRZS 1.4.11
GnuPG
Creating a key (BllZkey)
--list-keys 3| EZERIIES
Exporting keys (5 dikey)
--export export keys

2



-0, --output use as output file
Importing keys (5 A\key)
Revoke a key (fmiHkey)
12. GnuPG For Windows
12.1. AR
12.2. 7 Z 4
12.3. WiFEF
12.4. EMail-Security
13. Smart Card
14. PGP
15. OpenPGP
168. OpenSSL
1. openss| A LS
1.1. version
1.2. WA NZEERIRE
1.3. req
1.4. x509
1.5. ca
6. crl
7. pkcs12
.8. passwd
9. digest
list-message-digest-commands
md>5
sha1
1.10. enc
list-cipher-commands
base64
des
aes
1. rsa
.12. dsa
.13. rc4
14. -config 8 E B & X4
15. -subj IEES
.16. rand

— )t )t et ok



1.17. EFRRFARRIZERS
1.18. ciphers
2. web fR352% sslilEH
2.1. Nginx
Nginx + Tomcat (HTTP2)
3. s_server /s_client
3.1. SSL POP3 / SMTP / IMAP
3.2. server / client X&)
3.3. WEBIFEE X FFIEER cipher
3.4. HTTP SSLiF#H
ey
SERIEP
}E7E servername
4. smime
5. Outlook smime x509 if$
51. REHEBIZFEBZRILED
5.2. WEERFE
UEPIRE
& CAIUEP
mAREFPIEH
mEEEANIES
6. IEPiER
6.1. CAIFH
6.2. SIBCAIEPEREIA—F
6.3. x5095% 3% Hypfx
6.4. PEM#& 3\ HIca.keyiE 1z JyMicrosoft ] AR Al AY
pvkig =,
6.5. PKCS#12 E| PEM B%Ei%
6.6. M PEX 180X PR ERFATAS TV (key)
6.7. #&i% pem ZIF! spc
6.8. PEM Zl| PKCS#12 pyitia
6.9. How to Convert PFX Certificate to PEM
Format for SOAP
6.10. DERX {4 (.crt .cer .der) #APEMIZT X
6.11. JKS % X509
6.12. jks to pem



7. HIEP TR
8. OpenSSL FF & E
8.1. DES encryption with OpenSSL
169. BIEES INE
1. MySQL INZ R X
1.1. AES_ENCRYPT /AES_DECRYPT
1.2. J@IIPHP mcrypt BREUINZ AR My SQLERIEE
170. Java - keytool
1. BIEEUEH
2. Private key generation
3. Public Key Certificate (optional)
4. import your signed certificate
5. Import the certificate and attach it to your server key
pair
6. Key pair verification
171. .Net makecert
1. JA1EX.5091F B
172. Secure Tunnel
1. OpenSSH Tunnel
1.1. SOCKS v5 Tunnel
2. SSL Tunnel
2.1. @I SSLifPOP, IMAP, SMTP
3. DeleGate
173. B D XS5 XHRFEMNE
1. Microsoft X4+ A 4025
1.1. Microsoft Encrypting File System (EFS)
1.2. BitLocker
174. Office
1. Calc
1.1. RE
175. OpenStego - Bl§ 347K ENHN
176. HRMHIRX
1. Subject Unicode
2. TO/CC/BCC
3. IEX
4. POP Sniffer



5. PHP mail()
177. Smart card(&8EF)
1. OpenSC - tools and libraries for smart cards
1.1. %% OpenSC
2. openct-tool - OpenCT smart card utility
3. ccid - Generic USB CCID smart card reader driver
4. usbutils: Linux USB utilities
5. USB Token
5.1. Open[F]irst
5.2. [S]oPin IIFETE 5
5.3. LED XT3zl
5.4. [L]ist
5.5. File[Mlenu {4528
[Llist 7l B %5 X%
BxEE
BIEE %
C[h]Dir XN B
filfR B 5% DelDIi]r
X4 EHE
Create[Flile BlIZ& {4
[Olpen TH X4
Dle]leteFile BR324
Create[A]pp BIZZGUID
5.6. Set[ulpMenu 1K B E

{Z4pin

[TlokenName f&E4 Token® =
[Clleanup

[U]lockPIN

[A]ccessSettings
[InitToken #IA1L

5.7. Linux ePass

178. Credentials Organization
1. VeriSign

1.1. iTrusChina

1.2. Thawte

1.3. Geotrust



2. UserTrust
3. IEAE M CALL
3.1. WoSign®. I'm Verified®, WoTrust®, jKiE®
4. SSL FOR FREE
5. Let’s Encrypt
XX. X Window
179. install x window
1. xinput - utility to configure and test X input devices
180. X Setup
1. BUHA/E s EE
2. Automatic login
3. disable x window
181. Fonts 4
1. fc- |ISt FAREEWGS
1. EFMAFR
1.2. BEPXFIR
2. BRFINFIE
3. LRFIK
4. fonts {1
182. X Terminal
1. tsclient - Terminal Server Client supporting XDMCP,
VNC and RDP
1.1. VNC
1.2. xdmcep
2. vinagre - a remote desktop viewer for the GNOME
Desktop
3. rdesktop - A Remote Desktop Protocol client
3.1. -g: desktop geometry (WxH)
3.2. -f: full-screen mode
3.3. -A: enable SeamlessRDP mode
3.4. -z: enable rdp compression
3.5. -r: enable specified device redirection (this
flag can be repeated)
4. tigervnc
5. TightVNC
183. Unity



1. Enable/Disable Auto Hide For Unity 2-D Launcher In
Ubuntu 11.10
184. X Window System
1. Fluxbox
2. LXDE
3. Xfce
4. Xming X Server for Windows
185. X Application Software
1. ubuntu-restricted-extras
2. Keyboard Input Methods(%i %)
3. M2z
3.1. Firefox
Error code:
NS_ERROR_NET_INADEQUATE_SECURIT
Y
3.2. Chromium Web Browser
Download Software
PAC Manager
LibreOffice
VYM (View Your Mind)
greenshot
. Window Switch
10. gparted
186. Office
1. Calc
1.1. RE
187. IBM WebSphere
1. WebSphere Commerce Engerprise 7.0
2. Updatelnstaller (AppServer, Plugins, IBMIHS)
2.1. WAS
2.2. Plugins
2.3. IHS
2.4. backup
3. Updatelnstaller (CommerceServer70)
4. WebSphere Commerce Engerprise 7.0 Feature Pack
2.i1S0
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5. creating a WebSphere Commerce instance
6. enableFeature
6.1. foundation
6.2. management-center
6.3. store-enhancements
6.4. checkEnablementStatus
6.5. check version
7. Start IBMIHS and AppServer
7.1. IBMIHS
7.2. AppServer
7.3. Starting and stopping the WebSphere Commerce
Information Center
7.4. B0
8. Initialization store
XXI. SBC - Single-board computers
188. Raspberry Pi
1. BETH
1.1. rpi-update
2. WiFi ic &

2.1. MRS

2.2. WIFI B2 &

2.3. WiFi AR Bc &
=TI
ficZ DHCP
fic & dnsmasq
B & hostapd
BHSEA
BEh#s
iR

3. Android 9 Pie
XXIl. Home Assistant
189. Home Assistant
1. &ZZ% Home Assistant

1.1. Docker Z23&

1.2. Debian

1.3. Ubuntu



1.4. 74
2. BB
3. Home Assistant Community Store
31 EERE
3.2. &%l Github JoiATHIEJRYIEILE AL E
33. FILE
3.4. Node-Red
3.5. Xiaomi Miot Auto
4. ha @<
4.1, BERRZA
4.2. network
4.3. {228 DNS
4.4. supervisor E1E
4.5. core
4.6. jobs
5. FAQ
5.1. Media change: please insert the disc labeled
190. Node-Red
1. function
11 RITHE
2. A%
3. {40
191. MQTT
1. REER MQTT ML ARSS 23
2. mosquitto: Open Source MQTT v5/v3.1.x Broker
2.1. &
2.2. B &
2.3. Docker AT\ &3
3. Python FF&1&]
4. MQTT EFUBEC
5. Retain
6. QoS
192. ChatGPT %[0
1. ChatGPT Web i H
2. ChatGPT 1
193. GPS



1. GPS &1k
2. GPS ¥
3. & gpsd
4. traccar
194. FAQ
1. B SSHS ZHI e T EEE %
A. B3R
1. WEAA PSR
SENHE
Red Hat i@
National Vulnerability Database (NVD)
Common Vulnerabilities and Exposures
Red Hat Bug*F&
Redhat Doc
. System reduce

B. hEic%

©NOOAWN

1.1. RB#[EFDXTTIE

1.2. Linux desktop partition

20.1. X BRFAN
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1 Introduction

M FLinuxIBIFE DS

IiLinux&zreboot (EFiE5)) XEwindowsIiRIF I IR

Linux RE# FERIRMAEBEHreboot, shutdown, halt,poweroffap

2L, Linux RSN AR E—RER

reload, reconfigure, restart/start/stop. . . NEELZERUNEERS G
£ rebootEH5|FITEA

ZELINUXRZESIGHUPESHREX NRIFTE & X4, B LR FZF R freloadZ#,

RE] AR HFE RIEHUPE S , iILERIFIECE X4, A Hrestart @t
pkill,killall,kill #ALAKIEHUP{ESHEIE0: pkill -HUP httpd

1. Rocky Linux

CentOS 8 CentOS
1.1. U

U

Neo-iMac:~ neo$ diskutil list
/dev/diskO (internal, physical):

#: TYPE NAME SIZE
IDENTIFIER

0: GUID_partition_scheme *28.0
GB diskO

1: EFI EFI 314.6
MB diskOs1

2: Apple_APFS Container disk2 27.7

GB disk0s2

/dev/diskl (internal, physical):
#: TYPE NAME SIZE
IDENTIFIER




0: GUID_partition_scheme *1.0 TB
diskl

1: EFI EFI 209.7
MB disklsi

2: Apple_APFS Container disk2 1000.0
GB diskls2
/dev/disk2 (synthesized):

#: TYPE NAME SI1ZE
IDENTIFIER

0: APFS Container Scheme - +1.0 TB
disk2

Physical Stores disk0s2,

diskls2

1: APFS Volume Macintosh HD - ZXiE 148.6
GB disk2sl

2: APFS Volume Preboot 269.0
MB disk2s2

3: APFS Volume Recovery 1.1 GB
disk2s3

4: APFS Volume VM 2.2 GB
disk2s4

5: APFS Volume Macintosh HD 15.7
GB disk2s5

6: APFS Snapshot com.apple.os.update-... 15.7
GB disk2s5sl

7: APFS Volume Data 2.1 GB
disk2s7
/dev/disk3 (external, physical):

#: TYPE NAME SIZE
IDENTIFIER

0: *30.8
GB disk3

/dev/disk3 U ISO

Neo-iMac:Data neo$ Is
Rocky-8.5-x86_64-minimal . iso




Neo-iMac:Data neo$ sudo dd if=Rocky-8.5-x86_64-minimal.iso
of=/dev/rdisk3 bs=100m
Password:

sudo dd 1f=Rocky-9.0-x86 64-minimal.iso of=/dev/rdisk4 bs=100m

Rocky Linux CentOS 8

1.2. Rocky-9.0-x86_64-minimal.iso

cp /etc/dnf/dnf.conf{, .original}
echo "'fastestmirror=true' >> /etc/dnf/dnf.conf
dnt makecache

Extra Packages for Enterprise Linux repository configuration

dnf -y upgrade
dnf -y install epel-release

dnf install -y bzip2 tree psmisc \



elnet wget rsync vim-enhanced \
net-tools bind-utils

macOS Failed to
set locale, defaulting to C.UTF-8

dnft install -y langpacks-en glibc-langpack-en
localectl set-locale LANG=en_ US.UTF-8

cat >> /etc/environment <<EOF
LC_ALL=en_US_UTF-8
LANG=en_US.UTF-8

LC CTYPE=UTF-8

EOF

cat >> /etc/profile.d/history.sh <<EOF

# Administrator specific aliases and functions for system
security

export HISTSIZE=10000

export HISTFILES1ZE=10000

export HISTTIMEFORMAT=""%Y-%m-%d %H:%M:%S "

export TIME_STYLE=long-iso

EOF

source /etc/profile.d/history.sh

sysctl

cat >> /etc/sysctl.conf <<EOF



# add by netkiller

net.ipv4.ip_local _port_range = 10000 65500
net.core.somaxconn = 1024
vm.max_map_count = 262144

# TCP BBR

net.core.default_qdisc=fq

net. ipv4.tcp_congestion_control=bbr
EOF

sysctl -p

ulimit

cat > /etc/security/limits.d/20-nofile.conf <<EOF

root soft nofile 65535
root hard nofile 65535

docker soft nofile 65535
docker hard nofile 65535

EOF

timedatectl set-timezone Asia/Shanghai

chronyd



dnf install -y chrony
systemctl enable chronyd
systemctl start chronyd

zmodem macOS  Terminal.app

dnf install -y lrzsz

SSH

cp /etc/ssh/sshd_config{, .original}

vim /etc/ssh/sshd_config <<EOF > /dev/null 2>&1
:43,43s/PermitRootLogin yes/PermitRootLogin no/
:84,84s/GSSAPIAuthentication yes/GSSAPIAuthentication no/
:99,99s/#AllowTcpForwarding yes/AllowTcpForwarding no/
:106,106/X11Forwarding yes/X1l1Forwarding no/
:116,116s/#TCPKeepAlive yes/TCPKeepAlive yes/
:121,121s/#UseDNS no/UseDNS no/

zwq

EOF

root sudo

sudo
root

operator



usermod -s /bin/bash -aG wheel operator
PASSWORD=$(cat /dev/urandom | tr -dc [:alnum:] | head -c 32)

echo operator:${PASSWORD} | chpasswd
echo "operator password: ${PASSWORD}"

/usr/local/sbin:/usr/local/bin Defaults secure_path =
/sbin:/bin:/usr/sbin:/usr/bin sudo {usr/local/sbin:/usr/local/bin

sed -1 ''s/#PermitRootLogin yes/PermitRootLogin no/"
/etc/ssh/sshd_config

systemctl restart sshd

cp /etc/sudoers{, .original}

sed -i "88s#$#:/usr/local/sbin:/usr/local/bin#" /etc/sudoers

visudo -c




2. AlmaLinux

2.1. U

AlmaLinux-9-latest-x86 64-dvd.iso

iMac:Downloads neo$ sudo dd if=AlmaLinux-9-latest-x86 64-
dvd.iso of=/dev/rdisk2 bs=100m

2.2. AlmaLinux 9.0

dnf -y upgrade
dnf -y install epel-release

dnf install -y bzip2 tree psmisc \
telnet wget rsync vim-enhanced \
net-tools bind-utils

cat >> /etc/environment <<EOF
LC ALL=en_ US.UTF-8
LANG=en_US.UTF-8

LC CTYPE=UTF-8

EOF




cat >> /etc/profile.d/history.sh <<EOF

# Administrator specific aliases and functions for system
security

export HISTSIZE=10000

export HISTFILESIZE=10000

export HISTTIMEFORMAT=""%Y-%m-%d %H:%M:%S **

export TIME_STYLE=long-iso

EOF

source /etc/profile.d/history.sh

sysctl

cat >> /etc/sysctl.conf <<EOF

# add by netkiller
net.ipv4.ip_local _port range = 1025 65500
net.core.somaxconn = 1024

# TCP BBR
net.core.default_qdisc=fq
net. ipv4.tcp_congestion_control=bbr

Fs.inotify.max_user_instances=65535
Fs.inotify.max_user_watches=5088930
EOF

sysctl -p

ulimit

cat > /etc/security/limits.d/20-nofile.conf <<EOF

* soft nofile 655350




*~ hard nofile 655350

EOF

cp /etc/selinux/config{, .original}
sed -1 "'s/SELINUX=enforcing/SELINUX=disabled/"
/etc/selinux/config

setenforce Permissive

systemctl disable firewalld
systemctl stop firewalld

dnft install -y chrony
systemctl start chronyd

2.3. Minimal XWindows

dnf update -y

dnf grouplist




dnf groupinstall -y "Server with GUI"

KVM

dnf groupinstall -y "Virtualization Host"
dnf install -y virt-manager

[root@localhost
[root@localhost

[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost

~#
~#

~]#
...]#
...]#
...]#
~]#

systemctl enable libvirtd
systemctl start libvirtd

dnf install -y bridge-utils

brctl
brctl
brectl
brctl

addbr brO

addif br0O enp3s0
stp br0O on

show

nmtui

brO

IP DNS

[root@localhost

~1# nmtui




3. Debian / Ubuntu

Ubuntu Server Edition http://www.ubuntu.com/

Debian https://www.debian.org/index.zh-cn.html

3.1. Debian 12

debian-12.0.0-amd64-netinst.iso

neo@MacBook-Pro-M2 ~/Downloads> Is debian-12.0.0-amd64-
netinst.iso
debian-12.0.0-amd64-netinst.1so

neo@MacBook-Pro-M2 ~/Downloads> sudo dd if=debian-12.0.0-amd64-
netinst.iso of=/dev/rdisk4 bs=16M status=progress oflag=sync
Password:

771751936 bytes (772 MB, 736 MiB) transferred 93.628s, 8243
kB/s
46+1 records iIn
46+1 records out
773849088 bytes transferred in 93.869599 secs (8243873
bytes/sec)

debian-12.0.0-amd64-DVD-1.iso DVD

neo@MacBook-Pro-M2 ~/Downloads> Is debian-12.0.0-amd64-DVD-
1.iso
debian-12.0.0-amd64-DVD-1.iso

neo@MacBook-Pro-M2 ~/Downloads> sudo dd if=debian-12.0.0-amd64-
DVD-1.1s0o of=/dev/rdisk4 bs=16M status=progress oflag=sync
Password:



http://www.ubuntu.com/
https://www.debian.org/index.zh-cn.html

3925868544 bytes (3926 MB, 3744 MiB) transferred 353.296s, 11
MB/s
234+1 records in
234+1 records out
3931095040 bytes transferred in 353.732449 secs (11113188
bytes/sec)

apt install -y curl vim

3.2.

cat >> /etc/profile.d/history.sh <<EOF

# Administrator specific aliases and functions for system
security

# Add by netkiller

export HISTSIZE=10000

export HISTFILES1ZE=10000

export HISTTIMEFORMAT=""%Y-%m-%d %H:%M:%S **

export TIME_STYLE=long-iso

EOF

source /etc/profile.d/history.sh

3.3. SELinux

cat >> /etc/selinux/config <<EOF
# Add by netkiller
SELINUX=disabled




EOF

setenforce Permissive

BT
RESENMMNINnuXR Fselinux#EFEIE T, FIAAREXF selinux

3.4. sysctl / ulimit

sysctl

cat >> /etc/sysctl.conf <<EOF

# Netkiller

net.ipv4._ip_local_port_range = 1025 65500
net.ipv4.tcp_tw reuse = 1
net.ipv4.tcp_keepalive time = 1800
net.core.netdev_max_backlog=3000
net.ipv4.tcp_max_syn backlog = 1024
net.ipv4.tcp_max_tw_buckets = 4096
net.core.somaxconn = 1024

# TCP BBR

net.core.default _qdisc=fq
net.ipv4.tcp_congestion_control=bbr
EOF

#net.ipv4d.tcp_syncookies = 1
#net.1pv4._tcp_fin_timeout = 60

sysctl -p

N
WREMECZEHBIREE



--------------------------------------------------------------------------------------------------------------------------

i # see details in
ihttps://help-aliyun-com/knowledge_detaiI/39428-htm|
i net.ipv4.conf.all._rp_filter = 0

i net.ipv4.conf.default.rp_filter = 0

i net_ipv4.conf.default.arp_announce = 2

i net.ipv4.conf.lo.arp_announce = 2

i net_ipv4.conf.all._arp_announce = 2

| # see details in

i https://help.aliyun.com/knowledge_detail/41334_html
i net.ipv4.tcp_max_tw_buckets = 5000

i net.ipv4.tcp_syncookies = 1

i net.ipv4.tcp_max_syn_backlog = 1024

i net.1pv4.tcp_synack retries = 2
Enet-ipv4-tcp_slow;start_after_idIe =0

__________________________________________________________________________________________________________________________

ulimit

cat > /etc/security/limits.d/20-nofile.conf <<EOF

www soft nofile 65535
www hard nofile 65535

nginx soft nofile 65535
nginx hard nofile 65535

mysqgl soft nofile 65535
mysql hard nofile 65535

redis soft nofile 65535
redis hard nofile 65535

rabbitmgq soft nofile 40960
rabbitmg hard nofile 40960

hadoop soft nofile 65535
hadoop hard nofile 65535




EOF

Rm

MREMER, FFERE

root@netkiller:~# cat /etc/security/limits.conf | tail -n 6

# End of File

root soft nofile 65535
root hard nofile 65535
* soft nofile 65535

* hard nofile 65535

Redis

cat >> /etc/sysctl.conf <<EOF

# Redis
net.core.somaxconn = 1024
vm.overcommit_memory=1
EOF

MongoDB

cat <<"EOF">> /etc/rc.local

if test -f /sys/kernel/mm/transparent_hugepage/enabled; then
echo never >

/sys/kernel/mm/transparent_hugepage/enabled

Fi




iT test -T /sys/kernel/mm/transparent_hugepage/defrag; then
echo never > /sys/kernel/mm/transparent_hugepage/defrag

Fi

EOF

3.5.

cat /etc/timezone

root@netkiller:~# timedatectl set-local-rtc O
root@netkiller:~# timedatectl
Local time: Tue 2021-08-17 10:32:27 CST
Universal time: Tue 2021-08-17 02:32:27 UTC
RTC time: Tue 2021-08-17 02:32:27
Time zone: Asia/Shanghai (CST, +0800)
Network time on: yes
NTP synchronized: yes
RTC in local TZ: no

Network time on: yes  NTP synchronized: yes
systemd-timesyncd.service

root@netkiller:~# systemctl start systemd-timesyncd.service

root@netkiller:~# systemctl status systemd-timesyncd.service

e systemd-timesyncd.service - Network Time Synchronization
Loaded: loaded (/lib/systemd/system/systemd-

timesyncd.service; enabled; vendor preset: enabled)




Drop-In: /lib/systemd/system/systemd-timesyncd.service.d
Ldisable-with-time-daemon.conf

Active: inactive (dead)
Condition: start condition failed at Tue 2021-08-17 10:29:36

CST; 14min ago
Docs: man:systemd-timesyncd.service(8)

Aug 17 10:29:36 netkiller systemd[1]: Stopped Network Time
Synchronization.

systemd-timesyncd.service

root@netkiller:~# cat /lib/systemd/system/systemd-
timesyncd.service.d/disable-with-time-daemon.conf

[Unit]

# don"t run timesyncd if we have another NTP daemon installed
ConditionFilelsExecutable=!/usr/sbin/ntpd
ConditionFilelsExecutable=!/usr/sbin/openntpd
ConditionFilelsExecutable=!/usr/sbin/chronyd
ConditionFilelsExecutable=!/usr/sbin/VBoxService

ConditionFilelsExecutable
chronyd

root@netkiller:~# whereis chronyd
chronyd: /Zusr/sbin/chronyd /Zusr/share/man/man8/chronyd.8.9gz

root@netkiller:~# systemctl status chrony

e chrony.service - LSB: Controls chronyd NTP time daemon
Loaded: loaded (Zetc/init.d/chrony; bad; vendor preset:
enabled)

Active: active (running) since Mon 2021-08-16 19:05:31 CST;

15h ago
Docs: man:systemd-sysv-generator(8)




CGroup: /system.slice/chrony.service
L1222 /usr/sbin/chronyd

Aug 16 19:05:29 netkiller systemd[1]: Starting LSB: Controls
chronyd NTP time daemon...

Aug 16 19:05:29 netkiller chronyd[1222]: chronyd version 2.1.1
starting (+CMDMON +NTP +REFCLOCK +RTC +PRIVDROP -DEBUG
+ASYNCDNS +1PV6 +SECHASH)

Aug 16 19:05:29 netkiller chronyd[1222]: Frequency -14.398 +/-
0.452 ppm read from /var/lib/chrony/drift

Aug 16 19:05:31 netkiller chrony[1201]: Password: chronyd is
running and online.

Aug 16 19:05:31 netkiller systemd[1]: Started LSB: Controls
chronyd NTP time daemon.

Aug 16 19:05:39 netkiller chronyd[1222]: Selected source
100.100.61.88

chronyd systemd-timesyncd.service  chronyd
systemd-timesyncd.service

3.6. rc.local

[etc/rc.local

Rm
RERAAELZFHTIZEITARE

root@netkiller:~# cat /etc/rc.local
#1/bin/sh -e

i
# rc.local
i
# This script i1Is executed at the end of each multiuser
runlevel.

# Make sure that the script will "exit 0" on success or any
other

# value on error.

i




# In order to enable or disable this script just change the
execution

# bits.

i
# By default this script does nothing.

exit O

exit 0 linux
rc.local

root@netkiller:~# sed -1 "$d" /Zetc/rc.local

root@netkiller:~# cat /etc/rc.local
#1/bin/sh -e

#
# rc.local
#
# This script is executed at the end of each multiuser
runlevel.

# Make sure that the script will "exit 0" on success or any
other

# value on error.

#
# In order to enable or disable this script just change the
execution

# bits.

#
# By default this script does nothing.




rc-local.service

cat >> /lib/systemd/system/rc-local .service <<EOF

[Install]
WantedBy=multi-user.target
EOF

[root@testing ~]# chmod +x /Zetc/rc.local

[root@testing ~]# systemctl enable rc-local
Created symlink /Zetc/systemd/system/multi-user.target.wants/rc-
local .service - /usr/lib/systemd/system/rc-local .service.

[root@testing ~]# systemctl start rc-local

[root@testing ~]# systemctl status rc-local
e rc-local.service - /etc/rc.d/rc.local Compatibility

Loaded: loaded (Yusr/lib/systemd/system/rc-local.service;
enabled; vendor preset: disabled)

Active: active (exited) since Mon 2021-08-16 12:57:16 CST;
2s ago

Docs: man:systemd-rc-local-generator(8)

Process: 532000 ExecStart=/etc/rc.d/rc.local start

(code=exited, status=0/SUCCESS)

Aug 16 12:57:16 testing systemd[1]: Starting /Zetc/rc.d/rc.local
Compatibility...

Aug 16 12:57:16 testing systemd[1l]: Started /etc/rc.d/rc.local
Compatibility.

3.7.



root@production:~# ufw disable
Firewall stopped and disabled on system startup

3.8.

sudo sed -1 "s/deb.debian.org/mirrors.ustc.edu.cn/g-
/etc/apt/sources. list




4. CentOS 8 Stream

Centos 8 % Hif I I A B 3l LR
CentOS A WA EATHR
* CentOS stream: JRZE AT Linux AT, 38T LI B
. (EZZﬁC%ZS% KAl RHEL 8 WU E#R1E R SE, REUE PG m] LU HF
BB R S5 0
4.1. U #4223 CentOS Stream

F# 1SO LR & B H A bootFlidvdl, boot J2& 45222, 1
DVD1# 448G, {hitikiyF Ei%A DVDOY#:, EiEDVDYE#ZD5
HEATG, ABEL LS, HHUE.

FISOCERER BIUEH . Jrikn T

neo@VacBook-Pro-Neo ~/Downloads % sudo dd if=CentOS-Stream-
xX86 64-dvdl.iso of=/dev/disk2 bs=1m

Password:

dd: /dev/disk2: end of device

7581+0 records in

7580+1 records out

7948210176 bytes transferred in 1500.898226 secs (5295636
bytes/sec)

HF LA REREUE, REAUSBEER43+8GB TFF.

] dd iy 44 1SO 5 NUSLIE . il IS 3l it 7T L2224
Ig

IR NGRS, AT DLAE N BE5 T 3 1SO S



neo@MacBook-Pro-Neo ~ % wget -c

Stream-8-x86 64-20210706-dvdl. iso

http://mirrors.163.com/centos/8-stream/1sos/x86_64/Cent0S-

4.2. macOS HifE U £ F5 ah 4 fe g

A 5 B B8 B A

#E U S iy, X B /dev/disk2

neo@MacBook-Pro-Neo ~ % diskutil
/dev/diskO (internal, physical):

#: TYPE
IDENTIFIER

0: GUID_partition_scheme
GB  diskO

1: EFI
MB diskOs1

2: Apple_APFS

GB disk0s2

/dev/diskl (synthesized):

#: TYPE
IDENTIFIER

0: APFS Container Scheme
GB diskl

1: APFS Volume
GB disklsl

2: APFS Volume
MB diskls?2

3: APFS Volume
MB diskls3

4: APFS Volume
diskls4

5: APFS Volume

GB diskls5

list

NAME

EFI

Container diskl

NAME

Physical Store disk0s2
Macintosh HD - Data

Preboot
Recovery
VM

Macintosh HD

SI1ZE

*251.0

209.7

250.8

SI1ZE

+250.8

209.8

685.0

620.1

6.4 GB

15.4




6: APFS Snapshot com.apple.os.update-... 15.4
GB diskls5sl

/dev/disk2 (external, physical):

#: TYPE NAME SI1ZE
IDENTIFIER

0: *30.8
GB disk2

HIVEUSL IS 3h#% ., TERR | K /devidisk2 B /dev/rdisk2 B\ i & 4
PR, rdisk J& rawdisk.

neo@MacBook-Pro-Neo ~ % sudo dd 1f=Cent0S-Stream-8-x86_ 64-
20210706-dvdl.iso of=/dev/rdisk2 bs=100m

Password:
1.1.
volume slze
/boot/efi 500M
/boot 1G
/ 50G
/opt NG
Wf FF MR IR B By APl s B BT
S EORIRER RS B ARG . AR LA T
(swap) M, 16G NAEAR#5r X B LLZg memory * 2, 32G 43 32G
2], B 32G BANFE S L4 T

1.2. Linux desktop partition
volume|  size
/boot  |300M
/ 30G
/var  |50G




/home |remainder
swap |memory * 2

4.3 HIREBE R RS

cp /etc/dnf/dnf.conf{, .original}
echo ""fastestmirror=True'" >> /etc/dnf/dnf.conf
dnf makecache

Extra Packages for Enterprise Linux repository configuration

dnf -y upgrade
dnf -y install epel-release

ERLEH A T H

pii

dnf install -y bzip2 tree psmisc \
telnet wget rsync vim-enhanced \
net-tools bind-utils

WEL AR (XX macOS B AEF) , i&nf LY Failed to
set locale, defaulting to C.UTF-8 i)/

dnft install -y langpacks-en glibc-langpack-en
localectl set-locale LANG=en_ US.UTF-8

cat >> /etc/environment <<EOF




LC_ALL=en_US.UTF-8
LANG=en_US.UTF-8
LC_CTYPE=UTF-8

EOF

BB SACRARI, AT LU B A A& BT I )

cat >> /etc/profile.d/history.sh <<EOF

# Administrator specific aliases and functions for system
security

export HISTSIZE=10000

export HISTFILESI1ZE=10000

export HISTTIMEFORMAT=""%Y-%m-%d %H:%M:%S "

export TIME_STYLE=long-iso

EOF

source /etc/profile.d/history.sh

P SELINUX

cp /etc/selinux/config{, .original}
sed -1 "'s/SELINUX=enforcing/SELINUX=disabled/"
/etc/selinux/config

setenforce Permissive

sysctl fifk

cat >> /etc/sysctl.conf <<EOF

# Netkiller




net.ipv4.ip_local _port range = 1025 65500
net.ipv4.tcp_tw _reuse = 1
net.ipv4.tcp_keepalive _time = 1800
net.core.netdev_max_ backlog=3000
net.ipv4.tcp_max_syn_backlog = 1024
net.ipv4.tcp_max_tw _buckets = 4096
net.core.somaxconn = 1024

# TCP BBR

net.core.default_qdisc=fq

net. ipv4.tcp_congestion_control=bbr
EOF

#net. ipv4d.tcp_syncookies = 1
#net.ipv4d.tcp fin_timeout = 60

sysctl -p

ulimit fit1b

cat > /etc/security/limits.d/20-nofile.conf <<EOF

root soft nofile 65535
root hard nofile 65535

www soft nofile 65535
www hard nofile 65535

nginx soft nofile 65535
nginx hard nofile 65535

mysql soft nofile 65535
mysgl hard nofile 65535

redis soft nofile 65535
redis hard nofile 65535

rabbitmg soft nofile 40960
rabbitmg hard nofile 40960

hadoop soft nofile 65535




hadoop hard nofile 65535

EOF

WE X

timedatectl set-timezone Asia/Shanghai

LRET )[R A iR 5 A% . BERER S AR ST A% A I ][] 2

dnf install -y chrony
systemctl enable chronyd
systemctl start chronyd

zmodem Rk FAEFI N EScHE (1R macOS f) Terminal.app A7
i)

dnf install -y lrzsz

ik SSH

cp /etc/ssh/sshd_config{, .original}

vim /etc/ssh/sshd_config <<kEOF > /dev/null 2>&1
:43,43s/PermitRootLogin yes/PermitRootLogin no/
:84,84s/GSSAPI1Authentication yes/GSSAPIAuthentication no/
:99,99s/#Al lowTcpForwarding yes/AllowTcpForwarding no/




:106,106/X11Forwarding yes/X11Forwarding no/
:116,116s/#TCPKeepAlive yes/TCPKeepAlive yes/
:121,121s/#UseDNS no/UseDNS no/

Zwq

EOF

2% |- root & [ifi, FF )5 sudo

MEMEA P, BAIFEANSEA &R, AR5 sudo 2 i)
HAT root IR, AT HEHE—IHI, KBRRAEHEENET
operator XA B P AT AR K

usermod -s /bin/bash -aG wheel operator
PASSWORD=$(cat /dev/urandom | tr -dc [:alnum:] | head -c 32)

echo operator:${PASSWORD} | chpasswd
echo "operator password: ${PASSWORD}"

¥ lusr/local/sbin:/usr/local/bin %45 i\ #1] Defaults secure_path =
/sbin:/bin:/usr/sbin:/usr/bin, 75 Nsudo}k A2 /usr/local/sbin:/usr/local/bin

o B AT PHAT SO

sed -1 "'s/#PermitRootLogin yes/PermitRootLogin no/*
/etc/ssh/sshd_config

systemctl restart sshd

cp /etc/sudoers{, .original}

sed -i "88s#$#:/usr/local/sbin:/usr/local/bin#"™ /etc/sudoers

visudo -c




4.4. j5 H rc.local

Jetc/re.local 2— N FFVL)E sh A

[root@testing ~]# cat /etc/rc.local

#1/bin/bash

# THIS FILE 1S ADDED FOR COMPATIBILITY PURPOSES
#
# It 1s highly advisable to create own systemd services or udev
rules

# to run scripts during boot instead of using this file.

i
# In contrast to previous versions due to parallel execution
during boot

# this script will NOT be run after all other services.

#
# Please note that you must run “"chmod +x /Zetc/rc.d/rc.local”
to ensure

# that this script will be executed during boot.

touch /var/lock/subsys/local

N

REZRZELFATZEITHR, ANRIEHFNERLE, HW node IR
pm2 F1 Python 3IAY supervisor, UK Linux RLBEHAR Systemd,

CentOS 8 Stream 41 SR A/RAEAE A re.local T Z2lcun T fic &

cat >> /usr/lib/systemd/system/rc-local.service <<EOF

[Install]
WantedBy=multi-user.target
EOF




[root@testing ~]# chmod +x /etc/rc.d/rc.local

[root@testing ~]# systemctl enable rc-local
Created symlink /etc/systemd/system/multi-user.target.wants/rc-
local .service - /usr/lib/systemd/system/rc-local.service.

[root@testing ~]# systemctl start rc-local

[root@testing ~]# systemctl status rc-local
e rc-local.service - /etc/rc.d/rc.local Compatibility

Loaded: loaded (Yusr/lib/systemd/system/rc-local.service;
enabled; vendor preset: disabled)

Active: active (exited) since Mon 2021-08-16 12:57:16 CST;
2s ago

Docs: man:systemd-rc-local-generator(8)

Process: 532000 ExecStart=/etc/rc.d/rc.local start

(code=exited, status=0/SUCCESS)

Aug 16 12:57:16 testing systemd|[1]: Starting /etc/rc.d/rc.local
Compatibility...

Aug 16 12:57:16 testing systemd[1l]: Started /etc/rc.d/rc.local
Compatibility.

4.5. FIE PG K5

firewalld ~25&4 IDC {#f], IDC 1% HFE INPUT B0, Hk
= OUTPUT i), By PLFA 13 Bl iptables % nftable

systemctl stop firewalld

dnf remove -y firewalld
dnf install iptables-services -y

systemctl start iptables
syst