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5. manifests
5.1. node
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Netkiller Github 250
1000

Preserving open source software for future generations

The world is powered by open source software. It is a hidden cornerstone of modern
civilization, and the shared heritage of all humanity.

The GitHub Arctic Code Vault is a data repository preserved in the Arctic World Archive
(AWA), a very-long-term archival facility 250 meters deep in the permafrost of an Arctic
mountain.

We are collaborating with the Bodleian Library in Oxford, the Bibliotheca Alexandrina in
Egypt, and Stanford Libraries in California to store copies of 17,000 of GitHub’s most popular

and most-depended-upon projects—open source’s “greatest hits” —in their archives, in
museum-quality cases, to preserve them for future generations.

https://archiveprogram.github.com/arctic-vault/
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Nickname: netkiller | English name: Neo chen | Nippon name: % A
T iE S (FR) | Korean name: % % % | Thailand name: HEAIWNL2 |
Vietnam: Tran Canh Phong

Callsign: BGTNYT | QTH: ZONE CQ24 ITU44 ShenZhen, China
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19964F 55— R £ UNIX$/E 248, BSD UNIX, Microsoft
Xinux(# % # H 5 HEUnix, FHEMANZE)
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3. QTR A LA

Netkiller (epub,kindle,chm,pdf)
EPUB
https://github.com/netkiller/netkiller.github.io/tree/master/download/epub

MOBI
https://github.com/netkiller/netkiller.github.io/tree/master/download/mobi

PDF
https://github.com/netkiller/netkiller.github.io/tree/master/download/pdf

CHM
https://github.com/netkiller/netkiller.github.io/tree/master/download/chm

GIT
https://github.com/netkiller/netkiller.github.com.git

$ git clone https://github.com/netkiller/netkiller.github.com.git

vl 3k

wget -m http://www.netkiller.cn/index.html

get -m wget -m http://www.netkiller.cn/linux/index.html



https://github.com/netkiller/netkiller.github.io/tree/master/download/epub
https://github.com/netkiller/netkiller.github.io/tree/master/download/mobi
https://github.com/netkiller/netkiller.github.io/tree/master/download/pdf
https://github.com/netkiller/netkiller.github.io/tree/master/download/chm
https://github.com/netkiller/netkiller.github.com.git

Yum
AR BT, RPMAL, DEBU, INAFEAITRE, HHRARK
YUM FELR 225115

# cat >> /etc/yum.repos.d/netkiller.repo <<EOF
[netkiller]

name=Netkiller Free Books
baseurl=http://netkiller.sourceforge.net/pub/repo/
enabled=1

gpgcheck=0

gpgkey=

EOF

A

# yum search netkiller

netkiller-centos.x86_64 : Netkiller centos Cookbook
netkiller-cryptography.x86 64 : Netkiller cryptography
Cookbook

netkiller-docbook.x86 64 : Netkiller docbook Cookbook
netkiller-linux.x86 64 : Netkiller linux Cookbook
netkiller-mysql .x86_64 : Netkiller mysql Cookbook
netkiller-php.x86_64 : Netkiller php Cookbook
netkiller-postgresql .x86_64 : Netkiller postgresql Cookbook
netkiller-python.x86_64 : Netkiller python Cookbook
netkiller-version.x86 64 : Netkiller version Cookbook



http://netkiller.sourceforge.net/pub/repo/

4l

yum

install netkiller-docbook




4. ¥T% (Donations)

If you like this documents, please make a donation to support the
authors' efforts. Thank you!

o i nE, =, WEREEITR.

W17 (Bank)
A 447 (China Merchants Bank)
TFrP 44 Bl
k5 : 9555500000007459

#iE (Wechat)

XAFE (Alipay)

PayPal Donations

https://www.paypal.me/netkiller



https://www.paypal.me/netkiller

5. K& i
3k http://www.netkiller.cn/
£ F http:/netkiller.github.io/

R MG http://netkiller.sourceforge .net/

KA
Mobile: +86 13113668890

Email: netkiller@msn.com
QQFEF: 128659835 1T ¥~
QQ: 13721218

ICQ: 101888222

T T AN A P ) !

1% Blogger
HNSF-EF2 https://zhuanlan zhihu.com/netkiller
LinkedIn: http://cn.linkedin.com/in/netkiller

OSChina: http://my.oschina.net/neochen/

Facebook: https://www.facebook.com/bg7nyt



http://www.netkiller.cn/
http://netkiller.github.io/
http://netkiller.sourceforge.net/
https://zhuanlan.zhihu.com/netkiller
http://cn.linkedin.com/in/netkiller
http://my.oschina.net/neochen/
https://www.facebook.com/bg7nyt

Flickr: http://www flickr.com/photos/bg7nyt/

Disqus: http://disqus.com/netkiller/

solidot: http://solidot.org/~netkiller/
SegmentFault: https://segmentfault.com/u/netkiller
Reddit: https://www.reddit.com/user/netkiller/
Digg: http://www.digg.com/netkiller

Twitter: http://twitter.com/bg/nyt

weibo: http://weibo.com/bg7nyt

Xbox club

Ff xbox | HIIDJE netkiller xbox, Ff & T —/ME IRE
netkiller ¥GW AT o

Radio
CQ CQ CQ DE BG7NYT:

UNSRSX e SCRERARAT B B iR 45 35K QSLK A, grz.cn or

grz.com or hamcall .net
Personal Amateur Radiostations of P.R.China
ZONE CQ24 ITU44 ShenZhen, China
Best Regards, VY 73! OP. BGTNYT

P A2 DMR 438.460 -8 Color 12 Slot 2 Group 46001



http://www.flickr.com/photos/bg7nyt/
http://disqus.com/netkiller/
http://solidot.org/~netkiller/
https://segmentfault.com/u/netkiller
https://www.reddit.com/user/netkiller/
http://www.digg.com/netkiller
http://twitter.com/bg7nyt
http://weibo.com/bg7nyt
http://www.qrz.cn/call/?callsign=bg7nyt
http://www.qrz.com/callsign?callsign=bg7nyt
http://hamcall.net/call?callsign=bg7nyt

SFUR 28 CAFM 439.360 -5 DN/VW

MMDVM Hotspot:
Callsign: BG7TNYT QTH: Shenzhen, China
YSF: YSF80337 - CN China 1 - W24166/TG46001

DMR: BM_China_46001 - DMR Radio ID: 4600441
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Junior

WAN/LAN:

- ADSL: PPPoE

- WiFi1 Router

- Cisco Switch 29xx, 35xx, 75xx; Router 28xx; VLAN
- IP Address A/B/C and netmask; Mac Address

- Route table

- Gateway / Proxy

- DHCP Wins DNS

- Firewall

Hardware:

- DDR 1,111,111

- PCI-E

- USB / 1394

- IDE hRA, XFZDMRE, Tk

- STAT WA, ZHFEZOMER, Tk

- Scsi hRA, ZIFZDOMER, FR

- RAID Adapter hRE5ZERITRE, 5151372, +4Ehotswap, HHFEHER,
EF£BIFERAID 0,1,5,10,50 EfIZEARE

- B10S,SCSI,RAID BE{4FH

Operation System:
- Window

TS R E SR ER
11S fRS52%
Exchange Bo&

- Linux

* X X

Network Application:
- Active Directory

HTTP/HTTPS, FTP, SMTP, POP, IMAP, NNTP
- SNMP ¥
- DNS E2E
- DHCP E2&




Security
- System Security
- Network Security

Phone System
- Call Center
- EERE

s EE
- e
- MiE

(EEETE
- REMBVEZE
- IPHRERTIR

Senior Network Engineer &2k W 2% T2

Route
OSPF.RIP

NAT

Firewall/Switch

VLAN
BEH 51 2 K1l

VUAc 2l , 80T B9 — S BERE SRR o
JERRRC BLX AR 55 4

—f Linux ]9 % LA F . SIS 5IEERE T
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Junior
i S AR
Linux JEAfH

Directory & File
- cp,mv,rm,cat
- vim, emacs

Monitor
- top, ps, vmstat, free

Permission
- User and Group Adminstrator
- Owner and Access permissions

Partition & File System

- EXT3,EXT4, XFS,ZFS,JFS,Btrfs
- label ,format,repair, fdisk

- mount, umount

Network

- interface, ip address, netmask, gateway

- ifconfig, 1p, route, netstat, ping, nslookup,
dig, tcpdump

- iIptables, tc

Service
- 1netd, xinetd
- init level rc.local, rc.d, rcX.d

Application
- Apache, PHP, MySQL, Resin, Tomcat, Jboss




- Samba, Vsftpd, proftpd, pureftpd
- openvpn, openssl, openssh

Shell

- awk, sed, grep, find,
- Bash,Tcsh,Ksh,Zsh

- Lists of Commands

* 5. &, &, ||
- Pipelines
1., &

- Redirections Standard Input/Output and Standard
Error
* > 05>, <, <<, 2>681

- Special Parameters * @ # ? - $ 1 0 -

Python or Perl

- argv,argc,

- threading, fork

- analyze access.log

iS5 a5 S Bt

raid 5 B

@it RAID O, 1, 5, 6, 10, 50?
RAID 0, 1, 5, 6 AAFREJLRIER?
RAID 10, 50 AIFREJLRER?
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HTML & Javascript
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1. GitLab Z2 3 5Pl &

https://github.com/gitlabhq

GitLabJ&—# | Ruby on Rails JF &R EMHFRFF . LB —4
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http://www.netkiller.cn/project/project/gitlab/index.html
https://github.com/gitlabhq

1.1. Almalinux 9.0
H i gitlab B AN TR, TRBF L%

Gitlab Runner

[root@netkiller gitlab]# curl -L --output
/usr/local/bin/gitlab-runner "https://gitlab-runner-
downloads.s3.amazonaws.com/latest/binaries/gitlab-runner-linux-
amd64**

[root@netkiller gitlab]# chmod +x Zusr/local/bin/gitlab-runner
[root@netkiller gitlab]# useradd --comment “GitLab Runner® --
create-home gitlab-runner --shell /bin/bash

[root@netkiller gitlab]# sudo chmod 666 /var/run/docker.sock
[root@netkiller gitlab]# usermod -aG docker gitlab-runner
[root@cloud gitlab]# gitlab-runner install --user=gitlab-runner
--working-directory=/home/gitlab-runner

Runtime platform arch=amd64
os=li1nux pi1d=66582 revision=32fcl585 version=15.2.1

[root@cloud gitlab]# systemctl enable gitlab-runner
[root@cloud gitlab]# systemctl start gitlab-runner
[root@cloud gitlab]# systemctl status gitlab-runner
e gitlab-runner.service - GitLab Runner

Loaded: loaded (/etc/systemd/system/gitlab-runner.service;
enabled; vendor preset: disabled)

Active: active (running) since Wed 2022-08-10 19:42:39
CST; 6s ago

Main PID: 66679 (gitlab-runner)
Tasks: 12 (limit: 203532)
Memory: 11.3M
CPU: 49ms
CGroup: /system.slice/gitlab-runner.service
L-66679 /usr/local/bin/gitlab-runner run --

working-directory /home/gitlab-runner --config Zetc/gitlab-
runner/config.toml --service gitlab-runner --user gitlab-runner

1.2. CentOS 8 Stream Gitlab



dnf install langpacks-en glibc-all-langpacks -y
localectl set-locale LANG=en US.UTF-8

sudo systemctl status firewalld
sudo firewall-cmd --permanent --add-service=http
sudo firewall-cmd --permanent --add-service=https
sudo systemctl reload firewalld

sudo dnf install postfix

sudo systemctl enable postfix
sudo systemctl start postfix

curl -s
https://packages.gitlab.com/install/repositories/gitlab/gitlab-
ce/script.rpm.sh | bash
EXTERNAL_URL="http://gitlab.example.com"

export LC_ALL=en_US.UTF-8

export LANG=en_US._UTF-8

export LC_CTYPE=UTF-8

dnf install -y gitlab-ce

cp /etc/gitlab/gitlab.rb{, .original}

gitlab-ctl reconfigure

& & root HHHY

[root@localhost ~]# cat /etc/gitlab/initial_root password

# WARNING: This value is valid only in the following conditions
# 1. If provided manually (either via
“GITLAB_ROOT_PASSWORD™ environment variable or via
“gitlab_rails["initial_root_password®"]" setting in “gitlab.rb",
it was provided before database was seeded for the first time
(usually, the fTirst reconfigure run).




# 2. Password hasn"t been changed manually, either via
Ul or via command line.

#
i IT the password shown here doesn®"t work, you must
reset the admin password following
https://docs.gitlab.com/ee/security/reset _user_password.html#re
set-your-root-password.

Password: dpzQFzltaqOBhAwDnugMf6MCFbvI1tXDvC+RcuN9R+wg=

# NOTE: This file will be automatically deleted in the first
reconfigure run after 24 hours.

GitLab Runner
curl -sL
"https://packages.gitlab.com/install/repositories/runner/gitlab
-runner/script.rpm.sh” | sudo bash

dnf install gitlab-runner

Bt ' A Jetc/gitlab-runner/config.toml

[root@localhost ~]# systemctl restart gitlab-runner

1.3. Docker Gitlab

Docker 2 A/NR L, ABERE 22 5T, BRIOh 22 i [ B4 98
fE EFEIE M

Docker iz47



export GITLAB _HOME=/srv/gitlab

sudo docker run --detach \
--hostname gitlab.example.com \
-—-publish 443:443 --publish 80:80 --publish 22:22 \
--name gitlab \
--restart always \
--volume $GITLAB_HOME/config:/etc/gitlab \
--volume $GITLAB HOME/logs:/var/log/gitlab \
--volume $GITLAB_HOME/data:/var/opt/gitlab \
gitlab/gitlab-ce: latest

FCEXSSburl, dA 8 ip, 2> WIREDT AR AT

vim /mnt/gitlab/etc/gitlab.rb
i Il— NECE
external_url "http://127.0.0.1" ({REVERASLE ipihil)

[LOhER: 7]

vim /mnt/gitlab/etc/gitlab.rb

gitlab_rails["smtp_enable®] = true

gitlab_rails["smtp_address®] = "smtp.qg.com™

gitlab_rails[“smtp _port®] = 465

gitlab_rails["smtp_user _name"] = "13721218@qgq.com" (BB S
HIQQHRAE)

gitlab_rails["smtp _password®™] = ""XXxXxx"
gitlab_rails["smtp_domain®] = "'smtp.qq.com"
gitlab_rails["smtp_authentication®] = "login”
gitlab_rairls|["smtp_enable starttls_auto®"] = true




gitlab_rails["smtp_tls"] = true
gitlab_rails["gitlab_email from"] = "13721218@qg.-.com™ (& H
CHIQQMRFE, BS5smtp_user_name—3X)

HUHT A shgitlab

docker restart gitlab-ce
sudo docker logs -T gitlab

B fete/gitlab/gitlab.rb Bt & SCHF

docker exec -it gitlab editor /etc/gitlab/gitlab.rb
gitlab | docker restart gitlab

Docker compose 23 Gitlab

18 B FENLTFIL 80/443 g [

systemctl status firewalld
Firewall-cmd --permanent --add-service=http
Firewall-cmd --permanent --add-service=https
systemctl reload firewalld

QI TAEH %

[root@localhost ~]# mkdir -p Zopt/gitlab/{config,data, logs}



[root@localhost ~]# cd /Zopt/gitlab/

23 gitlab

[root@localhost gitlab]# vim docker-compose.yaml
version: "3.9°
services:
gitlab:
image: “gitlab/gitlab-ce:latest”
container_name: “‘gitlab"
restart: unless-stopped
privileged: true
hostname: "gitlab.example.com®
environment:
TZ: “Asia/Shanghai”
GITLAB_OMNIBUS_CONFIG: |
external _url "https://gitlab.example.com”
gitlab_rails["time_zone"] = “Asia/Shanghai”
gitlab_rails["smtp_enable®] = true
gitlab_rails["smtp_address®™] = "smtp.netkiller.cn"
gitlab_rails["smtp_port®] = 465
gitlab_rails["smtp _user_name®"] =
"netkiller@netkiller.cn"

gitlab_rails["smtp_password®™] = "*****x*
gitlab_rails["smtp_domain®] = "netkiller.cn”
gitlab_rails["smtp_authentication®] = "login”

gitlab_rails["smtp_enable_starttls _auto"] = true
gitlab_rails["smtp_tls"] = true
gitlab_rails["gitlab_email _from®] =
"netkiller@netkiller.cn”
gitlab_rails["gitlab_shell _ssh _port®] = 22
ports:
- "80:80"
- "443:443"
- "23:22"
volumes:
- /opt/gitlab/config:/etc/gitlab
- /opt/gitlab/logs:/var/log/gitlab
- /opt/gitlab/data:/var/opt/gitlab




JR 3]

[root@gitlab gitlab]# docker compose up

f] 11.1. Docker %2 GitLab 7 5 &k &5

Neo-iMac:docker neo$ docker ps

CONTAINER 1D IMAGE COMMAND
CREATED STATUS PORTS
NAMES

a762c0c8c950 gitlab/gitlab-ce: latest ""/assets/wrapper"
14 minutes ago Up 14 minutes (healthy) 0.0.0.0:80->80/tcp,
22/tcp, 0.0.0.0:443->443/tcp gitlab

433a04f60108  sonarqube:community "/opt/sonarqube/bin/..""
10 days ago Up 15 minutes 0.0.0.0:9000-
>9000/tcp sonarqube

ea753b0905fF7 postgres: latest "docker-entrypoint.s.."
10 days ago Up 15 minutes 5432/tcp

postgresql

Neo-iMac:docker neo$ docker exec -it gitlab cat
/etc/gitlab/initial_root password

# WARNING: This value is valid only in the following conditions
# 1. If provided manually (either via
“GITLAB_ROOT_PASSWORD™ environment variable or via
“gitlab_rails["initial_root_password®"]  setting in “gitlab.rb",
it was provided before database was seeded for the first time
(usually, the fTirst reconfigure run).

# 2. Password hasn"t been changed manually, either via
Ul or via command line.

i

# IT the password shown here doesn®"t work, you must

reset the admin password following
https://docs.gitlab.com/ee/security/reset_user_password.html#re
set-your-root-password.




Password: LnfGjN5ySHSyTev8VSqCNFnaOm43130F6FTUBQThoSQ=

# NOTE: This file will be automatically deleted In the first
reconfigure run after 24 hours.

Docker Compose 3% gitlab-runner

WEBCE S, HIKECETR BT XA

cat > /srv/gitlab-runner/config.toml << EOF
concurrent = 1
check interval = 0

[session_server]
session_timeout = 1800

[[runners]]
name = "'microservice"
url = "https://gitlab.netkiller.cn/"
token = "'cSB87csLVQnP-JFiU3rx"
executor = "shell”
[runners.custom_build _dir]
[runners.cache]
[runners.cache.s3]
[runners.cache.gcs]
[runners.cache.azure]
EOF

224 gitlab-runner

--------------------------------------------------------------------------------------------------------------------------

iversion: "3.9"
i services:
. gitlab-runner:




container_name: "‘gitlab-runner”
image: gitlab/gitlab-runner:alpine
restart: unless-stopped
depends_on:
- gitlab
privileged: true
volumes:
- /srv/gitlab-runner:/etc/gitlab-runner
- /var/run/docker.sock:/var/run/docker.sock
- /bin/docker:/bin/docker

__________________________________________________________________________________________________________________________

J3 3l Gitlab runner

[root@netkiller gitlab]# docker compose up -d

1M gitlab-runner #| Gitlab

docker exec -it gitlab-runner gitlab-runner register
docker exec -1t gitlab-runner gitlab-runner registe--url
https://gitlab.netkiller.cn/ --registration-token
GR13489417SgFtcXMtuyPSgNNn9TCoCo

5] 11.2. Docker %83 gitlab-runner FHER

[root@localhost gitlab]# docker-compose exec gitlab-runner
gitlab-runner register

Runtime platform arch=amd64
os=linux pid=77 revision=8b63c432 version=14.3.1

Running In system-mode.

Enter the GitLab instance URL (for example,




https://gitlab.com/):

http://192.168.30.12/

Enter the registration token:

suDmui1YsdYoEvhX1ppBy

Enter a description for the runner:

[1d9ca588f551]: development

Enter tags for the runner (comma-separated):

shell

Registering runner... succeeded

runner=subDmuiYs

Enter an executor: shell, ssh, docker+machine, docker-
ssh+machine, custom, parallels, virtualbox, kubernetes, docker,
docker-ssh:

shell

Runner registered successfully. Feel free to start it, but if
it"s running already the config should be automatically
reloaded!

[root@localhost gitlab]#

1.4. Yum GitLab

yum localinstall -y https://downloads-
packages.s3.amazonaws.com/centos-6.6/7/gitlab-ce-
7.10.0~omnibus.2-1.x86_64.rpm

gitlab-ctl reconfigure

cp /etc/gitlab/gitlab.rb{, .original}

121l GitLab JIg 4%

# gitlab-ctl stop

ok: down: logrotate: 1ls, normally up
ok: down: nginx: 0Os, normally up

ok: down: postgresgl: Os, normally up
ok: down: redis: Os, normally up

ok: down: sidekiqg: 1s, normally up




ok: down: unicorn: 0Os, normally up

Ja 8 GitLab k5%

# gitlab-ctl start

ok: run: logrotate: (pid 3908) Os
ok: run: nginx: (pid 3911) 1s

ok: run: postgresql: (pid 3921) Os
ok: run: redis: (pid 3929) 1s

ok: run: sidekiq: (pid 3933) Os
ok: run: unicorn: (pid 3936) 1s

fill & gitlab

# vim /etc/gitlab/gitlab.rb
external_url “http://gitlab._example.com*®

SMTPJ ‘&

gitlab_rairls["gitlab _email _enabled™] = true
gitlab_rails["gitlab_email _from®™] = "openunix@163.com*
gitlab_rails["gitlab_email _display name"] = "Neo*
gitlab_rails["gitlab_email_reply to"] = "noreply@example.com®

gitlab_rairls["smtp_enable®] = true
gitlab_rails["smtp_address®] = "smtp.163.com"
gitlab_rails[“smtp_user_name®"] = "openunix@163.com"
gitlab_rails[“smtp_password®] = "password™
gitlab_rails[“smtp_domain®] = "163.com"
gitlab_rails|["smtp_authentication®] = "login”

AR i B A AL BB o B i T # gitlab-ctl reconfigure

WEBEH 57



# Username: root
# Password: 5ivelLlfe

GitLab Runner

curl -L
https://packages.gitlab.com/install/repositories/runner/gitlab-
ci-multi-runner/script.rpm.sh | sudo bash

sudo yum install gitlab-ci-multi-runner

ZEN CI fic & vt
http://git.netkiller.cn/netkiller.cn/www.netkiller.cn/settings/ci_cd

Specific Runners {5 2| CI B URLAFih A Token

Specify the following URL during the Runner setup:
http://git.netkiller.cn/ci

Use the following registration token during setup:
wRo0z1Y_6CXpNh2JbxN_s

PAE B 2] GitLab Runner

# gitlab-ci-multi-runner register
Running iIn system-mode.

Please enter the gitlab-ci coordinator URL (e.g.
https://gitlab.com/):

http://git.netkiller.cn/ci

Please enter the gitlab-ci token for this runner:
WR0z1Y_6CXpNh2JbxN_s

Please enter the gitlab-ci description for this runner:
[1Z62yIn3rjjZ]: gitlab-ci-1

Please enter the gitlab-ci tags for this runner (comma
separated):

test




Whether to run untagged builds [true/false]:

[false]:

Registering runner... succeeded

runner=wRoz1lY_6

Please enter the executor: docker, docker-ssh, shell, ssh,
virtualbox, docker+machine, docker-ssh+machine, kubernetes,
parallels:

shell

Runner registered successfully. Feel free to start it, but if
it"s running already the config should be automatically
reloaded!

5] 2] Gitlab JT{RKi 7 £ Pending JRZ54E i Running JR75

F1-2% GitLab Runner

yum install gitlab-ci-multi-runner

1.5. SSL

Yt Jetc/gitlab/gitlab.rb S

external_url "https://git.netkiller.cn”

nginx[ "enable®] = true
nginx[“redirect_http_to https®] = true
nginx[“ssl_certificate™] =
""/etc/gitlab/ssl/git_netkiller.cn.crt”
nginx["ssl_certificate_key"] =
""/etc/gitlab/ssl/git_netkiller.cn._key"
nginx[“listen_https®] = true
nginx[“http2_enabled®] = true

1.6. Gitlab



gitlab-rake iy 4

PENR o

[root@localhost ~]# docker exec -it gitlab bash

HEEY

root@gitlab:~# gitlab-rake "gitlab:password:reset"

Enter username: neo

Enter password:

Confirm password:

Password successfully updated for user with username neo.

gitlab-runner iy 4

gitlab-runner register #Fff, IERXEELRI --non-interactive
gitlab-runner list #H B EE XA EEMRIEE N
gitlab-runner verify HIOE JEA

#EHTAECEIN

gitlab-runner unregister --all-runners

HER <L EH
gitlab-runner unregister --url http://gitlab.example.com/ --
token XXXXXXXX

HER R IREHE

gitlab-runner unregister --name test-runner




Gitlab iT#%, #hMKE

#An

[root@gitlab ~]# gitlab-rake gitlab:backup:create

B EYEPRAFAE /var/opt/gitlab/backups H %

[root@gitlab ~]# Is -1 /var/opt/gitlab/backups

—rW——————-— 1 git git 18946846720 Feb 17 14:14
1645078053 2022 02 17 14.7.2 gitlab_backup.tar
-rW-——————-— 1 git git 878822637 Feb 17 13:58
-rw-r--r-—- 1 git git 190 Feb 17 14:07
backup_information.yml

rW——————— 1 git git 1500 Feb 17 13:57
drwxr-xr-x 2 git git 29 Feb 17 13:57
-rW——————-— 1 git git 129802 Feb 17 13:58
-rW——————— 1 git git 2404907359 Feb 17 14:07
e VA — 1 git git 156 Feb 17 13:58
-rW——————-— 1 git git 16017027489 Feb 17 14:06
drwx----—- 3 git git 21 Feb 17 13:57
e VA —— 1 git git 147 Feb 17 13:58
terraform_state.tar.gz

-rw——————-— 1 git git 11061155 Feb 17 13:57

| grep “"Feb 17"

artifacts.tar.gz

builds.tar.gz
db

Ifs.tar.gz
packages.tar.gz
pages.tar.gz
registry.tar.gz
repositories

uploads.tar.gz

MR AT H %, o DLl B ete/gitlab/gitlab.rb it B 3L

PERE BN H 3%

gitlab_rails|"backup_path®] = "/var/opt/gitlab/backups"




B 5E 2 J5 18 B gitlab-ctl reconfigure iy 4> 1 2 fic & SCAF B wT
EE S ] B

[root@gitlab ~]# vim /Zetc/gitlab/gitlab.rb
gitlab_rails["backup_keep_time"] = 604800

QI EESS, A& gitlab

[root@gitlab ~]# crontab -e
0 2 * * * fopt/gitlab/bin/gitlab-rake gitlab:backup:create

WE

B 510 S8 i B /var/opt/gitlab/backups/ H g, 40
1645078053_2022_02_17_14.7.2_gitlab_backup.tar, 2KJEHFTHE fir s

[root@gitlab ~]# gitlab-rake gitlab:backup:restore
BACKUP=1645078053 2022 02 17 14.7.2

& A _gitlab_backup.tar J52%, HEL
1645078053 2022 02 17 1472



2. ¥l 4s4E Gitlab
Gitlab Z24¢ 522 i . Tl TR 2R B — 6 e ffe
2.1 BRAIERGAH I

CentOS 8/ Rockey 8.5 #JiG LA

dnf -y upgrade
dnf -y install epel-release

dnf install -y bzip2 tree psmisc \
telnet wget rsync vim-enhanced \
net-tools bind-utils

timedatectl set-timezone Asia/Shanghai
dnf install -y langpacks-en glibc-langpack-en
localectl set-locale LANG=en US.UTF-8

cat >> /etc/environment <<EOF
LC_ALL=en_US.UTF-8
LANG=en_US.UTF-8

LC CTYPE=UTF-8

EOF

cat >> /etc/profile.d/history.sh <<EOF

# Administrator specific aliases and functions for system security
export HISTS1ZE=10000

export HISTFILESIZE=10000

export HISTTIMEFORMAT=""%Y-%m-%d %H:%M:%S **

export TIME_STYLE=long-iso

EOF

source /etc/profile.d/history.sh

cp /etc/selinux/config{, .original}
sed -1 "'s/SELINUX=enforcing/SELINUX=disabled/" /etc/selinux/config
setenforce Permissive

cat >> /etc/sysctl.conf <<EOF

# Netkiller
net.ipv4.ip_local port range = 1025 65500
net.ipv4.tcp_tw reuse = 1




net.ipv4.tcp_keepalive_time = 1800
net.core.netdev_max_backlog=3000
net. ipv4.tcp _max_syn backlog = 1024
net. ipv4.tcp _max_tw_buckets = 4096
net.core.somaxconn = 1024

# TCP BBR

net.core.default _gdisc=fq
net.1pv4.tcp_congestion_control=bbr

EOF

sysctl -p

cat > /etc/security/limits.d/20-nofile.conf <<EOF

* soft nofile 65535
* hard nofile 65535

EOF

groupadd -g 80 www
adduser -o --uid 80 --gid 80 -G wheel -c "Web Application"™ www

gitlab-runner

curl -L
"‘https://packages.gitlab.com/install/repositories/runner/gitlab-
runner/script.rpm.sh”™ | sudo bash

dnf install -y gitlab-runner
cp /etc/gitlab-runner/config.toml{, .original}
systemctl enable gitlab-runner

Docker

dnf config-manager --add-
repo=https://download.docker.com/linux/centos/docker-ce.repo
dnf install -y docker-ce




systemctl enable docker
systemctl start docker

GID=%(egrep -o "docker:x:([0-9]+)" Zetc/group | egrep -0 "([0-9]+)")
adduser -u ${GID} -g ${GID} -G wheel -c "Container Administrator”
docker

usermod -aG docker www
usermod -aG docker gitlab-runner
usermod -aG www gitlab-runner

dnf remove -y python36
dnf install -y python39
pip3 install docker-compose netkiller-devops

Mirror
cat << EOF > /etc/docker/daemon. json
{
"registry-mirrors”: [
"https://docker.mirrors.ustc.edu.cn",
"https://registry.docker-cn.com™,
"https://registry.cn-hangzhou.al1yuncs.com",
"http://hub-mirror.c.163.com"
1
by
EOF
Java

dnf install -y java-1.8.0-openjdk java-1.8.0-openjdk-devel maven

BT 3.8.4 LA



cd /usr/local/src/

wget https://dlcdn.apache.org/maven/maven-3/3.8.4/binaries/apache-
maven-3.8_4-bin.tar.gz

tar zxf apache-maven-3.8.4-bin.tar.gz

mv apache-maven-3.8.4 /srv/

rm -f /srv/apache-maven

In -s /srv/apache-maven-3.8.4 /srv/apache-maven

alternatives --remove mvn /usr/share/maven/bin/mvn
alternatives --install Zusr/local/bin/mvn apache-maven-3.8.4
/srv/apache-maven-3.8.4/bin/mvn O

cp /srv/apache-maven/conf/settings.xml{, .original}

vim /srv/apache-maven/conf/settings.xml <<end > /dev/null 2>&1
:158,158d

:164,164s/$/ -->/

wg
end
mvn -V
Node
BRI\ L

dnf install -y nodejs
npm config set registry https://registry.npm.taobao.org
npm install -g cnpm

"B I 5 i

dnf remove -y nodejs

cd Zusr/local/src




wget https://nodejs.org/dist/v16.13.1/node-v16.13.1-11nux-x64.tar.xz
tar xf node-v16.13.1-1inux-x64.tar.xz

mv node-v16.13.1-1inux-x64 /srv/node-v16.13.1

rm -F /srv/node

In -s /srv/node-v16.13.1 /srv/node

alternatives --install /Zusr/local/bin/node node /srv/node/bin/node
100 \

--slave /Zusr/local/bin/npm npm /srv/node/bin/npm \

--slave /usr/local/bin/npx npx /srv/node/bin/npx \

--slave /Zusr/local/bin/corepack corepack /srv/node/bin/corepack

node -v

dnf remove -y nodejs

cd /usr/local/src

wget https://nodejs.org/dist/v17.2.0/node-v17.2.0-11nux-x64.tar.xz
tar xf node-v17.2.0-1inux-x64.tar.xz

mv node-v17.2.0-1inux-x64 /srv/node-v17.2.0

rm -F /srv/node

In -s /srv/node-v17.2.0 /srv/node

alternatives --install /usr/local/bin/node node /srv/node/bin/node
100 \

--slave /Zusr/local/bin/npm npm /srv/node/bin/npm \

--slave /Zusr/local/bin/npx npx /srv/node/bin/npx \

--slave /Zusr/local/bin/corepack corepack /srv/node/bin/corepack

node -v

2.2. glEH P

#iRrikGitlab, #k ANAdminarea, A Users, FEiX B Agitlabis
T

AR 111 Al A FRAE TG Gitlab #7451k



1. RATESLH P
2. Step 3.
a. Substep a.

b. Substep b.

2.3. ¥R
It Z AR R4

] DI ERRIE . BARM. U3, & RARFIGItlab Runner $if74%,
WARSZHA, mEgE—ANWHEH—TiE LR E

PIaafkGitlabdl, FEEEARME A 4" 4, fildnexample.com
T AR 5 H A BB R
1w FE 11.2. Gitlab #7454k - €334

1. &5 New Group $#Z4L#rd—AN4, AWM E—4, FrFRAEH
netkiller.cn Y& 420 % F5

You can create a group for several dependent projects.

Groups are the best way to manage projects and members,

2. & N\ netkiller.cn 4% J5 Bt Create group



New Group

Group path http://121.40.27.74/ netkiller.cn
Description Netkiller Group
% Choose File...  File name...

Group avatar
The maximum file size allowead is 200KB.

Visibility Level (2) ® B Private

The group and its projects can only be viewed by members.

O 10 internal
The group and any internal projects can be viewed by any logged in us

@ Q Public

The group and any public projects can be viewed without any authenti

* Agroup is a collection of several projects

* Members of a group may only view projects they have permission to acc
* Group project URLs are prefixed with the group namespace

s Existing projects may be moved into a group

Create group

3. B sE e

netkiller.cn This group Search & A

& Group @ Activity @ Milestones © lssues o = Merge Requests p & Members

Group 'netkiller.cn” was successfully created.

@netkiller.cn a
Metkiller Group

All Projects Filter by name Last updated m



A A+ TR B H
QPEIH , REF AT EeIEIE , &A%y — A3 H 4

www.example.com,images.example.com

A FEURLINT

http: http://192.168.0.1/example.com/www.example.com.git
ssh: git@192.168.0.1:example.com/www.example.com.git

H 2 11.3. Gitlab #7441k - £ 735 H
1. ¥4+ New Project 1] 315 H

Projects

Your Projects Starred Projects Explore Projects

Welcome to GitLab!

Self hosted Git management application.

You don't have access to any projects right now.

You can create up to 10 projects.

= New Project

You can create a group for several dependent projects.

Groups are the best way to manage projects and members.

2. ' N\ www.netkiller.cn 31 /5 117 Create project #4061 @15 H



New Project

Project path http://121.40.27.74/ netkiller.cn www.netkiller.cn
Import project from 0O GitHub ¥ Bitbucket W GitLab.com B Gitorious.org G Google Code ¥¥ Fogbugz git Any repo

Description (optional)

Visibility Level (7) ® & private
Project access must be granted explicitly to each user.

U internal

The project can be cloned by any logged in user.

@ pPublic

The project can be cloned without any authentication.

Create project

3. W H A e be

W

www.netkiller.cn &

7 Star 0

HTTP « http://git.netkiller.cn/netkiller.cn/www.netkl i + A Glob

2.4. Yliatehnss:

2% github B8

bug Something isn't working
documentation Improvements or additions to documentation
duplicate This issue or pull request already exists



enhancement New feature or request
good first issue Good for newcomers
help wanted Extra attention is needed
invalid This doesn't seem right

question Further information is requested
wontfix This will not be worked on

HEEXIANIRS, k. R, A%, 2K
2.5. FlupA 7332

ACAIRAT X AT IF & ZESubversion E A& 2, BAMMTE—N4r %,
FANBUug— N3, SERALSS 8852 bug)a A -2 FF 4 41 37 (development) P 5
MR, AR FE NI 2> 7 (testing) #2538 A R AH., R4 52 i, &JE
BN ETF(trunk). XJF Subverionf it 5 —A~ 43 ZH R — ¥ U1, SVNRRAS %
i GOE |

Git it 7Svn e R AR 4y S BHIhREE . 43 X AEGITRAIPLIE, [5 B
GITIA£24t T pull request ZhfE .

TAVEMME ot B ZDhReWe? HIERNMAF AT MES AR — 5
%, ¥ESHSORER P BCREE N, @it pull request 53F, [FBN &
I F2 Jfifd code review,

master: J&ETF, HAEFRINESIZHEERIENE, HeEdItRE
testingJ &A%

testing: a0 32, MHAFRRIAAR . e SZIARERBEE, HBEMIT L5
ZEFHRIG.

development: FFAEZM %, TeamPlFEEANR, ATLLEIE, WL
szpull request, A LLFE A2 AR

tag <& Release A<kt , JF &8 FE/LHEPA AR

3 SRR FR A B -

master: {3



testing: {R#
development: {4
1 F% 11.4. Gitlab 43 32 W i - B34y 32
1 ESE, siliZEM Commits #241, X5 &ily Branches #24H#E N\ 73 S 2

QP GitLab netkiller.cn / www.netkiller.cn ~ - Commits F A

Go to group Commits 1 Network Compare Branches 1 Tags o

Project Protected branches can be managed in project settings m N
Activity

master # protected
Files 4pedbaaf - Add new file - a day ago

Commits

2. i New branch g1 &4y %

New Branch

Branch name

testing

Create from
master

Existing branch name, ta

Create branch Cancel

¥E Branch name g N4 X 8%, KRG A Create branch 41 84 57
3. L

g
=1
I

:



You pushed to testing branch less than a minute ago Create Merge Req

testing www.netkiller.cn - Q Finc
Mame Last Update Last Commit Hi
[2) README.md aday ago Add new file
| README.md

HE A, 52 developmentsy 7 A 7
R4 30: BEN X, AAaniraif, SRR
SRR AL5. R4 %
1. master
testing
2. Step 2.
a.

b. Substep b.

2.6. TRE IRIE



3. Ui HEH

3.1 LHLRBERY
yj A

P B

o AL, FEEER
o “FHi#il, UI/UE

IF % 3k
%

o BAFIUH 2P
o TPRAK (RIEWH AT LI LI E )
o WMPREFFR, PRIEFFR, MIRIEF R

il
AR

o AR

o MK GRIEFHFATIHAY I H A2 E)
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I TREN (ZhRENL)
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Tk~ MRALEYE=AEBT TG &R

o Jk, MR, BLESREAMSE], MATHLIEHRR, HH
HiZ

o FRAMTERT, BEiT BRI IR B4 %+

o JTFEANBER B RRRF LA YERE . WARER g id s AR P4 DI
NS

o MEERHREMIRA ESERURAS . REgiF, T8, &7, Wik

o ARVFEHECR RS G s 4ERR RS

o EERRIEA LT MAFERNEFHE, Els T 58 LA A—
3

o BYAERRSTERE M TR, BCEEM, HESZINAERSIA TR IR
A%, HRE AR AR MRS R

PR A
SCEfA: PR, BT
R A Jihk
FaRMmt: Fx
BHEMAM: LY

3.2 W HE

i T AEIE IT & R B 2 202 N utoet N — AN E Y
s B AR AL

INERTZI R ISR H RERS SN — kB T, RA1EH
TRAC BHIIH , X2&—/ Mg E S8, haRemRmEE
HEMHAEE, REBEEHES, EERHEME, BT Python
&, N, FHTANEEFEHRA LT R 5—AIEE
15'E90% /) L ENY Redmine, Redmine ZIA%—HW}, (H 2R AE SR —IL
M. EF Github/Gitlab B, —uz Mo T84T B 452 H i 2] il 55
MIF 0], TRAC, Redmine, Confluence, Bugzilla, Jira, Mantis,
BugFree, BugZero...... 1248 R 8 AATTAPLET o


https://trac.edgewall.org/

FE TRAC H, {155 Ml Ticker BiF S SO <5, DiH ZIFE
Roadmap &, ETHYEE B E]ZE Timeline, BFRR N T 2 A0 Eb Ao, /&5,
A~ Milestone HLJH f&—4 Ticker, #RIRHAGIRUNNE ELE F4, KEAR
N, [ H WA O Roadmap 17, 453 ARESE T —I.

i H B AE BB AT, BRALEN T, TR R FHfis
K H 2 EFRTickerfUBSFHET, WEFHLE.

[ Roadmap ]

Timeline ----- o————- o————- o————- o————- o————- O————= >

KEM/R A, BURPER, RIS LS ME S BRITET
—UEEI SO TUH 2 Uit -

B SR I H SEHH BRIV 15 e AR vk AR 2R R, I
BHE RIS E K S R, MEEPE S AR B, T —2E
R— R f

FAVHE H 27 BV 385 5001 A AT 2 4 ) TR) R 10 & 415 ]

i H RNV Z BRI EN 2R, —BAREL, MAREREES
B, WA IR E Y AR LA 45 N R AR BE

HA 1R BURZ E AT H R pE5raE i, BI3ca i H gk, E2
ARHLUAREL, s EAZ Tt L2, MSREE. — BB, Wi,
Wi FACRIEL, Il R B 1 R
3.3 T/En

i H B Eaert AR



R4 & B Gitlab I AL TAER M IIGRE? Af4? IRZESEET?
AMYGitlab ¥4 , %K) Microsoft Project 3% 4F , Mft4 Microsoft
Office NMEULXFPI)RE?

IR — BV A . RZTFE20004F R BRI, 25— it
OA (hABEZNME) RGITE, BNAREZ AFITREM ™M, WM
ST, ARG, 2008 X T, OARH —AMntE, WiH— ik
THE =, OALF AR VB AR E TR —, ETZEX
RIVXIRPUARA AL -

OA A M ERHI A, SLaigid TR, FNAFHA HCH
AR, JoIRGE—hriE, AMERE P AIEAER P E K, WA SR
P, ARSI A R, AR IR ES:. &
P17 P se AR Ak 2 H A 1k R B R R I TR B AT B A T BRI

it

A K AREIX R, IBMALEL, Oracle AR . BIREAR
FEZIUEA ARG %, FIBALEE, RS ABEREXEN
X FAERARBIFTBN LG T

ERLECHHRE, atERaFIAC, RLuOtiHrRETHE
7%, BUREEREE, IITERARNFEGEZM. JLPARMEomn %
B4k, mefosiik B4t N2 X

TARGR BRI
1 BAE PR I T ARSI, 25 B/, 35 mOB 8T .
2. REEME, MN—ymim n—B, PEREALI
3R ATREA PR Ay X, il AL E T — R R Bk 2
C
4 EERAIES, HOBSR R RiEEs . BIRAR)E B
HERE TR AT #AE, S31E. RITR.

XA R AT ] A 2




FRAGRN -> FRAKER > KA TEL —> MRREIEL > MidAKE
fit —> PEMIAR

A EL AR ) £l AN XA R T 2

FFRAGEN | DEMAAR
FRBKER | M 2B K
RRERI TR HE | MU AR ] B HE

PR — T, BREREH, TAERM B s —B, &hPi
AT, AT R B BB =R R, B =B a s i
FEo Mt as HBLX PO ?

Fad ot ENREHERA S MWL, R FBEERMAL
ALy, —REEEEZIMHNSHEMER, BiEEE TSR,
JE# T o, E

F—REME, RIEHEH Y Roadmap, B LMRATERAM, BAHR
TR PR B XA B A, X TAE#R 2 AE Roadmap 2%
SEELFH, HI R AR

FRERE, W EMN Y, SHEHETREMIH,

LS HMA SR, AR A AR, AMrfEle . bk ZAnEsL
TEMU 42 fFamHgiise? fr bl 2 E .

3.4. Wi

Issues 13 i

Milestones HFE R



BEEF &l IR — A B, &S H AN B,
ZIE#ZE (Roadmap)

A5 111 i — i ) 1) e ZE Y9 3 — K Roadmap W0 E, RN LIIH &
IEH], AL IRATSEN, AR 4 K R A 4N Roadmap.

T A

M AR L2 T EREMMTER, dilE 7™ HRoadmap,
/l\i’%'%%ﬂiéﬁ Cizt 4, afilfig, fHamiEsea, WlJod i L
TR TAE.

BA I S A 2 #2 R Roadmap Y H RIF Y 0E B AT
SW2H {£:55 43 Br izl

—HI ] EE, T oRMESBUES BlIRET 2N, SRR
T, S BUES ERE L . AREMEEIE S ISR
fif o FeHY T EL SRS W2H T :

- What: ffiff-43?

- Why: MftafixdE? FH4BX? B4 AoEm?

- When: fFABMEM, 58 R 2 1G24 2

- Where: TEATAHI, FEA A TEREIN5E5%?

-g\pfhor R HiERTTHT? EEAE? SGTE R A BEM
i ;
- How: JEREM

- How much: jiA  (RRFHA KA ERS W K A )

55108

P



BYEAEST

245, BYEAESS

- What: Japifle 55 a3 B8H, ZWn—A1 5, I EaER A
e/ NEFEEL
- Why: Hujapilssas A —5, R MBMER 0 2 g k55 iz
17, WUZMRSS AP R, F5 BNy .
- When: ARFNFER, KR EL. ATTLIE HIH)
- Where: FEANUE, R2AVAZAL, EREEIZZHALE =A 0w .
- Who: XXXMAFMLKIE, XXXHHE FR, XXX FARBYCER
- How: Hf&jn/etc/hostsix BT
- api.example.com 127.0.0.1
- apil .example.com 192.168.2.5
- api2.example.com 192.168.2.6

RS

245, TFRAESS

- What: HEhnE F 5 0ERS

- Why:  HH]H M R DU A TOR e, sl i P adad AL as AN
PERERTF ) G, R B PH ORAR R IF L

- When: 2014-06-15 FFi5FF &, 2014-06-20 12:00 4%,

- Where: H M, BG5S AN AEEITZIIEE, -

- Who: 5k ZAFREIEMDAE BRI & . 20558 P, B RUNE
%, ERATFTANUIRES

-How: EREABERNGNTY, HALERE200E...

WAL S5



260, MRAESS

- What: il XXX L RE -

-;;Vhy: H AT XX XA AESAE ST IE 2120005, HIP WG NS, ZHis
2,

- When: HRERE 510: 00AM, M 58 i, A Fse didift,
HIEEZ.  (eabar PI5 B

- Where: fEAAAZRSCRHIARRY, Sid)a % 2| BBBERSL .

- Who: XXXMATFMAERLE , XXXATTHRMAERE, XXX 7550

- How: HARE AT, LA IE2005 ...

BEMEF

245, fEFHEST

- What: XXXJ= FAR4.

- Why: HREIXXXF e XXX i35 5 A % XXX H P R XXX,
- When: {52451 ) XXX g5 B ] XXX

- Where: AAA 4143115, BBBXIH.

- Who: XXX XX, XXXfE XX, XXX ik XX

- How: EUAEABAERIZTY, HALERE200F...

- How much: KZ4<XXX

35. TR



oXRaHAIE
/ Feature ' Development Testing I Staging m master “

EHURME

RREE
MR
BUG

H AR E
EEABIEIN
V VoV VARAY,

A NREFFAT I R I F B B AR oh 2R, BIINA, B, C=ATh
REFIE I %, e —A~9r3Z (development) A4 5/, BINREI &
13, CIhREHTBUG, ILITIEATHRE, BIRCHWAPTIH L2,

BT A, TR E AN —RABES 2, —RE
BRI, =253

55

E5r fR RO REMRRE . IS A I — MRS —MEF I
—ANIHEE, THEES DHREZ ORGP i ko HY BN A SUR RN
R o

A -> B -> C
\-> D -> E
\-—> F

[[liE=$7 823




FCEWBSRARIT LA, SH A, DML H].
AMETT R, R IBITIH B, RERUDINGEE R, WG RCE E
5, MgER, RREKEER, URNMHRE R ESFSFER.

HESICE I

1. FF & Fh¥i(development), HHYGERFF AIEE, A& BIAFR L=
iR, FoMENRF RER CWBEN L2 —BERNS M RE N
RISL, P fRZek A ok, itk ., Hlangds
FE, 247, RS, BEHLS, FMPO05%E.

2. M Bi(testing), T HEIMETFEMEL S IFHThaE, #E, =H
SRS M IEE PR, FlanER—8, FRIE BN T # D)
BE, LB sZmilite. FrARRAIFE —&Mar, e AIAsE,
RANTHEEHMRAN R H S, A EEE, Wte il 7 &

3. P A A 3AEE (staging) Stage/UAT I4£5%, Beta/Preview JH7N
WE, A = IR E I

4. Dhge M PRI (feature/hotfix) FrLhGE, BUGIEE 5%

EREAIEE, B ABIRSE, REMAFRE feature/otfix)
X T AR, DDREMRERBER IR B R, BRI
it 2 R R

HAWERA —BE, BEERRS . PImEdEE, 247, R
%, HEIEE...

bS53 >2
I 265y %
1. 1% 4y % Development [ [n] Ff- & N B
2. M43 =2 Testing [ [a] M3 N 53
3. RAFERWL 4> 37 Staging AAFERMC 4332, #AFR UAT Ta [ A 2% -
4. K P24y 37 Production, [ 8] B P
FENAFIHRETE AR UAT XANHTT, M Testing EL 4% FAE P2 IRER

o3 SERUAR



SrSCORAPHTE B, B IR, 2Rk 1% s SR RS, S
e A BN S

3 SHIAL FR T BE -

. master: (47, FREBBREG, RAEAIE, FATET R AR Rpush
2. staging: (RY". AREEMAK. SREAIE. JUAEE AR Rpush
3.testing: fRI, AREBEHURAES, WHEA BT LIA I merge
4.development: {37, FF& AR LUEKACHS, &3, push

5.tag bp%s: PR¥Y, XA Release A fijt

s %

Thaesr 32 (Feature) , fES5rRZ)5 . BATHREX Y. —A4r32, T
e RIS B development 7357, FATEAMRSINRED L. TF &AL
SFAEDNRE 7Y X LSS T A IR SE R AR S ARic g Il R4
LRI, A% 20 32 RS, 45 R 7 s BUGHIPending
(ki , H#E, FHE%E) .

K EE: FEYRED S, BATTIRZIF LM Ih6E, A1 T4
FRZ, WERET IR, AFPREIFEIIF R 30, HEINAS 3L,
B Ja THR B A

Feature 43 X #RE 98 :

1. 673 Issue PLH

2. M Development 1] Feature 43¢

3. 3K B Feature 43 37 55

4 ARG, R, MRS

5. &1 Feature 43 3% 3] Development 4337
6. <M Issue 8L 5t

CEE R

%A FHHrE




Development -> testing -> staging -> master (production)

(CEivis 3

M development 1% testing 43 37 & 3

git
git
git
git
git
git

checkout development

pull

checkout testing

pull

merge --no-ff "development"
push

testing 43 3¢ [A] master 43 % & IF

RPN testing A IR 52

git
git

fetch origin
checkout -b "testing" "origin/testing"

5

IR AT EtdTd, T ar &Y SR, Pi#Ua pull A
BEAT 2R

git
git

checkout "testing"
pull

YJ# 2| master 43 57




git fetch origin

git checkout "master"

git branch --show-current
git merge --no-ff "testing"

UERE PR S i S by

git push origin "master"

B T AN

M development %] testing

git checkout development

git pull

checkout testing

git checkout development public/doc/UserGuide.pdf
git status

git commit -a -m 'FIHH'

git push

M testing F| staging

git checkout staging

git pull

git checkout testing public/doc/UserGuide.pdf
git commit -a -m 'FIHH'

git push




M stage F|| master

git checkout master

git pull

git checkout staging public/doc/UserGuide.pdf
git commit -a -m 'FI&EH"

git push

CEEiis3 /U

2, FIINFRATM testing 43 37 18] master 4337 & IHACHG H F 5T,
LU fifk D 2

BIC, WA SRR T A

oo

neo@MacBook-Pro-Neo ~/workspace/api.netkiller.cn
testing

neo@MacBook-Pro-Neo ~/workspace/api.netkiller.cn
neo@MacBook-Pro-Neo ~/workspace/api.netkiller.cn
master

neo@MacBook-Pro-Neo ~/workspace/api.netkiller.cn

git checkout

oo

git pull
git checkout

oo

oo

git pull

RIEEFH 37, M testing 4337 1] master & Ff

neo@MacBook-Pro-Neo ~/workspace/api.netkiller.cn % git merge --
no-ff testing

BMEH neo-
incar/src/main/java/com/neo/incar/utils/PaperlessConfig.java
TR (RD) : 8HHRT neo-
incar/src/main/java/com/neo/incar/utils/PaperlessConfig.java

BEiEaHKRN, BIERRAGRIEIENS




HBLP S, G rh RSO

vim neo-
incar/src/main/java/com/neo/incar/utils/PaperlessConfig.java

PRI R R RS

neo@MacBook-Pro-Neo ~/workspace/api.netkiller.cn % git status
T master
BN >5 Lilf9S> 'origin/master' —Z,

f@ﬁﬁ*@#ﬂ’\]ﬂ%@;
(BRRFPRFHIBIT "git commit")
(A "git merge --abort" &IEEH)

IR E:

(EE neo-admin/src/main/resources/application-
prod.yml

(EE neo-admin/src/main/resources/application-
test.yml

EE neo-

common/src/main/java/com/neo/common/enums/IncarAttachTypeEnum. ja
va

EE neo-
incar/src/main/java/com/neo/incar/service/impl/IncarAttachServic
eImpl. java

REFHIEER:
(f£A "git add <XfH>..." fCERAAER)
WA B neo-

incar/src/main/java/com/neo/incar/utils/PaperlessConfig.java

B IS N 2] git




neo@MacBook-Pro-Neo ~/workspace/api.netkiller.cn % git add neo-
incar/src/main/java/com/neo/incar/utils/PaperlessConfig.java
neo@MacBook-Pro-Neo ~/workspace/api.netkiller.cn % git status

i F9~ master

PS5 Lilsp>X 'origin/master' —%X,

FrE PR EMBREBEDETEHF,
(A "git commit" ZHEREH)

RN EE

EE neo-admin/src/main/resources/application-
prod.yml

EE neo-admin/src/main/resources/application-
test.yml

(ETE neo-

common/src/main/java/com/neo/common/enums/IncarAttachTypeEnum. ja
va

B4 neo-
incar/src/main/java/com/neo/incar/service/impl/IncarAttachServic
eImpl. java

EDE neo-
incar/src/main/java/com/neo/incar/utils/PaperlessConfig. java

S 2 AHY

neo@MacBook-Pro-Neo ~/workspace/api.netkiller.cn % git commit -a
-m 'FIE&HPX testing -> master'
[master 3652bf8e] FIAHITEZ testing -> master

LAY

neo@MacBook-Pro-Neo ~/workspace/api.netkiller.cn % git push
MR : 1, STK.

RIRITEH: 1008 (1/1), SeAk.

EANNHRF: 1008 (1/1), 240 FT | 240.00 KiB/s, 5ehk.

2 1 (ER o), ER o0 (ER 0) , B8R 0

remote:




remote: To create a merge request for master, visit:

remote:

http://192.168.30.5/netkiller.cn/api.netkiller.cn/-/merge reques

ts/new?merge request%5Bsource branch%5D=master

remote:

To http://192.168.30.5/netkiller.cn/api.netkiller.cn.git
fcaefaf4..3652bf8e master -> master

Hotfix / BUG 43¢

Hotfix / BUG 43 % 5 Zhag sr 32 2R( 40, &R H T BUG, BUGY%; ¢
SN ERFEE R R G BUG ID, 52 HkiE 540 mT i 5

hotfix 432 HIfH 75, AEF=IMR & P bug T EIGHHMEE , testing
LA EEFITHE ., ASEEM testing -> master 5FF, X AT LI
master -> hotfix @737, BEMMIKAEBIFE I 2] master 737, FREH
production 3% . H¢J5 ¥ hotfix & Ff 2| development 43¢

MFH/NATE, BIANEDHIES, " RUASATEESE BUG 4332, Al
LIAELhRE 7> 2 ESEiE e . HA 2] development 7337,

HIEA G IR
REMEOL, IS R ERIE R LE TR . X2 FI 2R R A A iR AR
JE iR BRAE

Ja AR

Timeline ----- B3 L) I T— > | ARFHRERE | - .-
SRSEFHREFRE |




AINEE BIJBE  CIPEE DINEE E
THEE NINEE

AR B, ARAREE S, XANAAThEE LR
W75 S BER B, BRI TR AT LRSI B A AAID o

FAVBHL— M5, XRA TR TR AN EZ, BUE T4
MIRE, ESIDXADIRERR Zde . FATA R E R CIIRERIIRANID,
RS KE 2] CORE, W EHEIFF—IK EXhhE

JRHREI C, e ETyRg

Timeline —--—-- R IR 1 e —— > [ RRAREREE | ————- > [
RAEHLEIEE |
Vv
O———————— o-———- O——————— O—————— o
AINEE BIfJgE  CIhBE DIEE
EIJBE
HIRBAE
L HE ) Th B 75 BRI A B VR TR E
Timeline —--—-- R R 1 e —— > [ REAAREREE | —-———- > [
RAEHNEIRE
|
Vv
O———————— o————- O——————— O—————— o




AINEE BIJBE  CIPEE DINEE E

HHR BB AA

Timeline —-———- [ FHAEFER® 1 ————- > [ XRAREEE | ———-- > [
REFHREFENE ] |
Vv
O—————————- o————- O—————————- O————————- o————- o——-—
—————————— >
AIfEE BIfEE  CcIp&E DIEE E
THEE NIhEE

R 5 JE iR o IR A

SR e — ke ol B SR

AT I BA 17 AT KIS SR SO SR iR ] B e IR /O H S 45
), XA RE S Ay is 4 B T IR ST A% EROARES . FATAT L AT Y
i 58 X ARHIERAE . TS — A — A SRR

git archive -o update.zip HEAD $(git diff --name-only HEAD")

T s RUAR IX TG o S

B fgitlogf B Hd, #H3BH8EH commit IDS,



$ git log

commit ee808bb4b3edb6b7cl0e7b24eeec39d299b6054dd0
Author: 168 <lineagelx@126.com>

Date: Thu Oct 22 13:12:11 2015 +0800

AR

commit 3e68ddef50eec39acealb0e20fe68ff2217cf62b
Author: netkiller <netkiller@msn.com>
Date: Fri Oct 16 14:39:10 2015 +0800

THEZX
commit b111c253321£fb4b9c5858302a0707baladc3cd07

Author: netkiller <netkiller@msn.com>
Date: Wed Oct 14 17:51:55 2015 +0800

BUREEERR
commit 4a21667a576b2f18a7db8bdcddbd3ba305554cch
Author: netkiller <netkiller@msn.com>

Date: Wed Oct 14 17:27:15 2015 +0800

init repo

5N b111¢253321fb4b9¢5858302a0707ba0adc3cd07 &
ee808bb4b3ed6b7c0e7b24eeec39d299b6054dd0 [a] & i i ~r 44

$ git archive -o update2.zip HEAD $(git diff --name-only
1111c253321£fb4b9c5858302a0707baladc3cd07)

(HE 675

B G reset BIFEEMIIRAS, MRYESLFRIEILLEESRE --mixed it —-hard



git reset --mixed 096392721£f105686fc3cdafcb4159439a66b0e5b --
or
git reset --hard 33ba6503b4fa8eed35182262770e4eab646396cd --

git push origin --force --all
or
git push --force --progress "origin" master:master

] AN SRR AL

1 G 4 1l
project/src/main/java/cn/netkiller/controller/DemoSceneController.java 3] I

—ANhRA

» api.netkiller.cn git:(testing) git log
project/src/main/java/cn/netkiller/controller/DemoSceneControlle
r.java

commit b4609646ee60927fedclc563d07e78f63abl06ea (HEAD ->
testing, origin/testing)

Author: Neo Chen <netkiller@msn.com>

Date: Wed Nov 17 18:49:27 2021 +0800

FIGEH, IGATRR

commit bc96eb68ad73d5248c8135609191c51e258edf10
Author: Tom <tom@gq.com>
Date: Thu Oct 21 16:29:20 2021 +0800

RENHEID R
commit d564ea25bd556324£1£576357563a8ee77b3bdd9

Author: Tom <tom@qq.com>
Date: Thu Oct 21 15:15:26 2021 +0800




RERE R

commit d5a40165ad24a3a021fe58c6d78e0b7d97ab3cch
Author: Tom <tom@qq.com>
Date: Thu Oct 21 14:43:16 2021 +0800

B R A BB

commit aa98662cb9e781e328ee3d5cec23af29¢c81050d9
Author: Tom <tom@gq.com>
Date: Thu Oct 21 09:55:29 2021 +0800

B S A e
commit 140d22a8d4ea7fcc775d4372e8beb6d854831512

Author: Jerry <jerry@qqg.com>
Date: Sat Oct 16 15:27:30 2021 +0800

H=ROBN
commit 2ddbbl££933de663305db2396d99030c938c267a

Author: Tom <tom@qq.com>
Date: Fri Oct 15 10:55:30 2021 +0800

HErfJahskicx

- api.netkiller.cn git:(testing) git log -5
project/src/main/java/cn/netkiller/controller/DemoSceneControlle
r.java

» api.netkiller.cn git:(testing) git reset
bc96eb68ad73d5248c8135609191c51e258edf10
project/src/main/java/cn/netkiller/controller/DemoSceneControlle
r.java

Unstaged changes after reset:

M




project/src/main/java/cn/netkiller/controller/DemoSceneControlle
r.java

» api.netkiller.cn git:(testing) X git status
On branch testing
Your branch is up to date with 'origin/testing'.

Changes to be committed:

(use "git restore --staged <file>...
modified:

project/src/main/java/cn/netkiller/controller/DemoSceneControlle

r.java

to unstage)

Changes not staged for commit:

(use "git add <file>..." to update what will be committed)
(use "git restore <file>..." to discard changes in working
directory)

modified:
project/src/main/java/cn/netkiller/controller/DemoSceneControlle
r.Jjava

» api.netkiller.cn git:(testing) X git add
project/src/main/java/cn/netkiller/controller/DemoSceneControlle
r.java
» api.netkiller.cn git:(testing) X git commit -m 'REZILE—"ThR
zlgl

[testing 9959%acd4] MREZRE—ThRAK

1 file changed, 6 insertions(+), 8 deletions(-)

RAIG BT RS B

KAES5 ID SRR ERE RS, AT LIS B IS5 L5 B 95
€, WANTEWE V& LEFRGRI G, 7T LLEEE R d 905 B30 b )
£55 . RPN Y BB A B 500 W AR AN R0k, T ARG
o

Fixed Bug



svnh ci -m "- Fixed bug #53412 (your comment)"

Implemented

svn ci -m "- Implemented FR #53271, FR #52410 (Building multiple
XXXX binary)"

Add

svn ci -m "- Add Feature #534 (your message)"

3.6. FH R -5 RAME R
i E5) VNP
AR B S5IRA 232, BN R R A7
7 E5) ENIUPSEE
1. Alpha N ERIIRAFAGE, MR AR, ARRERAS. KA testing 43
ZimmwmwﬁMM%%%T,ﬁ%W,E@%F%%O%E

staging 4} 3%
3. Stable = Release fa €k, & F7hcE H master/main ) J% tag R

73 3 GRS I X



o SLERRBEI X, 23 SR ARG AT LIME . Bnanr DI sk
ﬁj\io

Release Notes

Release Notes 55 15 BH
M—ANTG TR, TS AR AR X K AR B

N
T T A4
T4
MEE T4
AR DRAT )
CBE T4
. B T A4

SR

~N O kW

New
Changed
Fixed
Unresolved
Improved
Ignore

5] 11.3. Example - Release Notes

INEW - XXXXXXXXXXXXX
CHANGED - XXXXXXXXXXXXX
FIXED - XXXXXXXXXXX
UNRESOLVED - XXXXXXXXX
IMPROVED - XXXXXXXXX




R FEAETT L2 H R 2 TR 90 5 HRelease Notes, fji]{llapache,
mysql, php %55

License

i IR A 75 BB PP License X, DG B3 40%5
GPL fRal LA s i AT, (HASB0UR LT

GPLv3 {RAl LA 3 ], (BB BUR ATTFIR, A SR vrinN b P ol
(W LE

BSD A LA S H] . AEBUR AT AT, FEAS _EARAT AT ATk

Linux 512 BSDX1E, {HBSDHIAgE#HELinux /RS EIBSDH,
X 5 [A /GPL License.

http://www.apache.org/licenses/

3.7 &

(2] «Netkiller Management F41>



http://www.netkiller.cn/

4. jld GPGEE A4 R AARNG
4.1 B3

Neo-iMac:workspace neo$ gpg --quick-generate-key netkiller@msn.com
About to create a key for:
"netkiller@msn.com"

Continue? (Y/n) y

e need to generate a lot of random bytes. It is a good idea to perform
isome other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

e need to generate a lot of random bytes. It is a good idea to perform
isome other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.
gpg: key 2F05850CF88E8B3A marked as ultimately trusted
gpg: directory "/Users/neo/.gnupg/openpgp-revocs.d” created
gpg: revocation certificate stored as "/Users/neo/.gnupg/openpgp-
revocs.d/085C991D914FOEBD60FFE33B2F05850CF88E8B3A . rev ™
public and secret key created and signed.

pub  ed25519 2021-11-04 [SC] [expires: 2023-11-04]
085C991D914FOEBD60FFE33B2F05850CF88E8B3A

uid netkiller@msn.com

isub cv25519 2021-11-04 [E]

BRI

Neo-iMac:workspace neo$ gpg -k

VUsers/neo/ .gnupg/pubring.kbx

pub rsa2048 2021-10-08 [SC] [expires: 2023-10-08]
70CECE32E5D67D12B95ED1E7FO1COCAEAAA4AS8EG

uid [ unknown] Neo Chen <netkiller@msn.com>
Isub rsa2048 2021-10-08 [E] [expires: 2023-10-08]

WARARCAIES . AT 1 a4 5 A PIFRAPES

Neo-iMac:workspace neo$ gpg --import public.key

gpg: /Users/neo/.gnupg/trustdb.gpg: trustdb created

gpg: key FO1COCAEAAA458E6: public key ""Neo Chen <netkiller@msn.com>" imported
gpg: Total number processed: 1

gpg: imported: 1

A% 4

Neo-iMac:workspace neo$ echo "test" | gpg --clearsign




1QEZBAEBCAAdF i EECM70MuXWFRK5XtHN8BwWMrggkWOYFAmMGDSLMACgkQ8BwMrqgk
OYhcAf8C6XFBwEaVA1HVUdcqMVdq404hnRzeGOTu8X i1 FTF+MMTONA/GPbHQY 761
17pskWtjrj6ylaz39/GiEnuXUggfqvrWAWJymAMLi/vOxFJ1JseCWoZ952zi5w6/
UWsSM5G IMzOuBuu7/DFN8+XXaeyyvzhYvIMsKsbNEnDOLXORsUFWBNsyhZWaQa699
EbPLMBMP2x1dXr1/D+T6qf1¥7iCgRPaPKizcZcymaCE1wFBOGQjgAzgFgQ8HCKCV
K1vtIMCBLO9BJIbCV5YolwBOYrvaoi4EnforaM8L+7GBvBUEOsa3YNmUgcD6oLyWZX
LwSk4dGHC1Efk2Cy+e+XYGO3GQ I BMw==

=7wHY

4.2. figE Gitlab GPG
FHAPIES

Neo-iMac:workspace neo$ gpg --armor --export netkiller@msn.com
————— BEGIN PGP PUBLIC KEY BLOCK-----

MQENBGFgEFYBCACX I T6K61G3uwwFPxwKaKi rZyhSnhh22CwTPEGkeviyXCCFpr2X
d8bj 1bOCwO8b i gXFjaKuT ikHmpppy7B/CKJ401sLXnoMnnSmynntudJ+jcGmC3/0
QE1nvDzqbe8L5KI3TMgAuDUSp3QWXq Il AXXQFEABL 149wJ11envwTXJIVPG/ks2U3m
b/QAFZqd3AXUpEzAS IKbtiB5JE/ rxnhyZH7fHkt3vU2N3gAcUQ67cIN+thkMESOo
np9eGvDv1gBieQKK5DzxC+a04p4cWv5z0rV4 1 EE3bRR2wKWASH 9L mgz8zZyFcO
gTV1HsShRYNDBVgzcnyombQfzbd76g5tBQC2vABEBAAGOHES I byBDaGVu I DXuZXRr
@AWXSZXIABXNULmMNVvbTE6JAVQEEWE I ADAW I QRwzs4y5dZ9Er leOefwHAyuqgqRY5gUC
IYWAR9g I bAWUJA8INAAULCQgHAgYVCgk I CwlEFg I DAQ I eAQ I XgAAKCRDWHAYuUqqgRY
5v8UB/9GUKFO86BprJUFfPBOE4sqUPH44kLupVMuvM+XaBkuOQ I T5q37MPoUpb3Uj
g7tV3Nc+6/VLTCDTERKEFV7PRke2Uj j jdYF4EYA2PMVVEHENWNgKhVcMKD2 1 EVR2
ViCQQ6sCve51efMQcPyLVMX1ynMOQCN1VcOZj fv+vW2H4BynZC6kG472a3TjoTKz
TIbrsiK/n7CSMLsevQh9UrG2n24rKFxQiWCo9tVxyWjcYLEO6YRzOXC+KnEBVr30
086gn8A/soKY3PEWWUWCcve9g7Km30VMQF3kJo+xy3hDafDhuBTvNUH3Bz9lwXa3
ISune2h5J377AbgUCHZSwAMZEWdknxuQENBGFgEFYBCACVj r3QGs1b2cei5sHyB059
hC8VgehGs42j i 1taNQSLpB08g8Z2UbwcB9y3QWrbBITXFj1Imy+XJInbc3FYYoZE
9bVHb+Kj IR4JLgWrieGCWaKz 1 78ByRRKFQWOOd i 50VMQBWg3yzd2dRJInvpa8+W60
ksHoyLOwcXLDbCxYXTNmpHacbvEJYe4zxYJIxMyD3V8BEF/r6HtA8ZrhPHr 123AF6
1gSK7PIKAFBL1bU9j inncy/Vbv1DgXZrh72cxh10n7hTgX8tl12gFRpz+p10iKX2B
zab3F4Ac1YNByY/F9tql eCPBGKACMFTtZkzpokevr I fzLThWugRG IRtnwg I VMKHxZ
IABEBAAGJATWEGAE IACYWIQRwzs4y5dZ9Er 1eOefwHAYyuqgRY5gUCYWAR9g I bDAUJ
IA8I