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Preserving open source software for future generations

The world is powered by open source software. It is a hidden cornerstone of modern
civilization, and the shared heritage of all humanity.

The GitHub Arctic Code Vault is a data repository preserved in the Arctic World Archive
(AWA), a very-long-term archival facility 250 meters deep in the permafrost of an Arctic
mountain.

We are collaborating with the Bodleian Library in Oxford, the Bibliotheca Alexandrina in
Egypt, and Stanford Libraries in California to store copies of 17,000 of GitHub’s most popular

and most-depended-upon projects—open source’s “greatest hits” —in their archives, in
museum-quality cases, to preserve them for future generations.

https://archiveprogram.github.com/arctic-vault/



https://archiveprogram.github.com/arctic-vault/
https://archiveprogram.github.com/arctic-vault/
https://archiveprogram.github.com/arctic-vault/
https://archiveprogram.github.com/arctic-vault/
https://archiveprogram.github.com/arctic-vault/
https://archiveprogram.github.com/arctic-vault/
https://archiveprogram.github.com/arctic-vault/

Netkiller ¥ 4L % 41d® I £  http://www.netkiller.cn

Netkiller Virtualization F#[

PR R F

HFEER= https://www.zhihu.com/column/netkiller

(Netkiller R?%| Fi) B—ERBRIIEFH, netkiller 2
nickname M1999 FERES, “Fi” 2tlic, FHMHUE X,

2003F ZRIRAERUNEF R EBBS E RRBERANE, ERRKIMN
ENBERE, ERNERKERAXENLETERSES. BEASIEM,
RBTELT, FHIaRTfsE—hR, SR .---.




ITAIREMAAFE R, MEREANAMY, XFRHIEERLL, 2EFEE
RIE—hREIFELTIRN, EMAMERELRTE R,

BAEE—MRE, REHEIF I3, TEER, EMRITBEHETRIRER
L

E—IEFBE (PostgreSQL THXHISZE) FIAFKER
Microsoft Office Word [E2I2MEEXAR~TEHIN Word FFEEXIIH
FIAMIC,

HEZIPostgreSQL FXFAMEASCGMLREE X4, EHIRFES]
Docbook SGML. {EFADocbookEHE—EREFPHE (Netkiller

Postfix Integrated Solution) XZNetkiller RFIFHHE
=

EFFH —A0KT, SERNRETEY, 85— S5EEN
5, BERIBEREL".

HFEERITEIIEESL (Netkiller Postfix Integrated
Solution) R SCGMLXHBEZATF7E; Docbook SGMLIFTERZERFE
UTF-83%#514F, ¥m{EMADocbook XML .

H i AR BERNS—BEITE, s Y80, Y100, /MY 50, Y60.
FARBEAWRCE, FER ARV SEIR, KHtFic 8o R4k
Wo HHXERHARNEER, HEIZE, REBCEHE, EEHE
e SR A L, FREN SRR B, B BRI A .
EXPE R TRAEWEALE T HOEBAEDE, R EERFEERMEID
561F. FIFABEM, o0 E, IrARH1E T TCC License &
GRS N o

ARPHEEF T, DS TR . REERNER-—F— 584k,

MY, SR BORBIFRE R R TR, HOVRE KB 2Tt
ST, KRN, RELBERRE, MRS T .

1G4k

I 4 G X g X



AR IR, TAEH B AR LURRESEBL, i IR HRk AAHK
A RS RSN IRRE R T S EIL T

TR TGS — R, W Rt , H4ERLHE
WZFEBL, JaR L Dst netn] IR ENAFBO . E# 7 E%. FHIT
A REE( A cb:

R SRS A 204F R 0 TARRY 45 A — AT AR kR
W, AEELCEER, FUFFAZEE,

IR TAE AT R B LA 2218 . F AT AR K i B iy LT SC
(Ef

HIELCAERIR ERIIS R BORGE D, SOBF B, o4, W
WGASIGES 3yl VG HL S

GIES)I):

B AL _EAE B SME DT PR SR R E BT, A E TR R RO
B, ETTERAGCE B XA — B ERO T, ZEE NP EIT RS
b A FA AT B — s A D Bk

T3ANEG SR FIRAR R L 1Al AN AE Bl N B2

NERBIIAAS R g AR AT LB A 2 I Em#E s T —RA T
—ARAE_ LRIV A AR R A G 45K,

R AR T CL A 250 5 HK T DR 1R

S BAY T

BT O AR SCR . S AR, SR
SRR MBSO R R R, BrBLE R IR
BRI A

SCOES B LRI SR, 4 RBmRKR, ekEEIE.



AR RS BIWE Ak & ISR — DO R RS LR Bk A
EHEHEERN.
?%qjﬁmaiﬁ%X¢§9;ﬁf%?%ﬁﬁ%ﬁﬂﬁ@ﬁ%ﬁﬁﬂﬁﬂﬁiiﬂ%??ﬁﬁ,Z<fﬁib§E§§;ﬁ1%§$T
il

HUSHIARVE M LRI RX EMAS T .F T LA 2.

PE G SN F A — S R TE R AN SR 2 IETE IE.

R R 43R 2 FE Debian/Ubuntu/Redhat AS | 58 Ji%,.

Ciigse

B

BAFGEAT AWM, AT EH SR 8 E B BIT R FHH AL T
1B, BRI ETRIFR—A T, LM RERF S T2

AL MG, T L e S Ak ez i, B @ — N N4 E .

TH T 204 0] B IR AR, R R, A A4 KRIKE T
«Netkiller FFL» RAICHY, 7EH ERERFR04E, FIBA LML
e EARR SR, RIEFABTZH.
E@%%ﬁﬁmﬁ,%ﬁ%ﬁ&%%iﬁ%@ﬁﬁ@%%m,ﬁ%
HEFFRFIVFESALSE, RNEBARIIN, AELLAME A :
W E R IR RO R, STRR AT E o

BN HWERFF LR EGEL, HEEAN AT, B2 in
T REHY o

EY e
THERZERR TRNGER DL, BHESOH R R S %

Netkiller Architect -4
Netkiller Developer F-A
Netkiller PHP F-A4],

Netkiller Python F-A
Netkiller Testing F-Al,



clbr://internal.invalid/book/architect/index.html
clbr://internal.invalid/book/developer/index.html
clbr://internal.invalid/book/php/index.html
clbr://internal.invalid/book/python/index.html
clbr://internal.invalid/book/testing/index.html

Netkiller Cryptography_ Al
Netkiller Linux A
Netkiller FreeBSD F-Al
Netkiller Shell Al
Netkiller Security AL
Netkiller Web F-A]

Netkiller Monitoring FAL
Netkiller Storage AL

Netkiller Mail FA]
Netkiller Docbook F-A]
Netkiller Version 4]
Netkiller Database F-4l
Netkiller PostgreSQL F-4,
Netkiller MySQL FAL,
Netkiller NoSQL T4l
Netkiller LDAP F-Al
Netkiller Network 4]
Netkiller Cisco IOS FA
Netkiller H3C FA]
Netkiller Multimedia 4]
Netkiller Management F-A
Netkiller Spring FAL
Netkiller Perl A
Netkiller Amateur Radio 4]



clbr://internal.invalid/book/cryptography/index.html
clbr://internal.invalid/book/linux/index.html
clbr://internal.invalid/book/freebsd/index.html
clbr://internal.invalid/book/shell/index.html
clbr://internal.invalid/book/security/index.html
clbr://internal.invalid/book/www/index.html
clbr://internal.invalid/book/monitoring/index.html
clbr://internal.invalid/book/storage/index.html
clbr://internal.invalid/book/mail/index.html
clbr://internal.invalid/book/docbook/index.html
clbr://internal.invalid/book/version/index.html
clbr://internal.invalid/book/database/index.html
clbr://internal.invalid/book/postgresql/index.html
clbr://internal.invalid/book/mysql/index.html
clbr://internal.invalid/book/nosql/index.html
clbr://internal.invalid/book/ldap/index.html
clbr://internal.invalid/book/network/index.html
clbr://internal.invalid/book/cisco/index.html
clbr://internal.invalid/book/h3c/index.html
clbr://internal.invalid/book/multimedia/index.html
clbr://internal.invalid/book/management/index.html
clbr://internal.invalid/book/spring/index.html
clbr://internal.invalid/book/perl/index.html
clbr://internal.invalid/book/radio/index.html

2. fEE Wi

sz (1 5 4 1 2 1 2)

Nickname: netkiller | English name: Neo chen | Nippon name: % A
W iE S (FR) | Korean name: % % % | Thailand name: HENAWNL2 |
Vietnam: Tran Canh Phong

Callsign: BGINYT | QTH: ZONE CQ24 ITU44 ShenZhen, China

A, BUi, # R 1., Full Stack Developer, UNIX like
Evangelist, W TR ZIFE (5 BGINYT) J4hiaaslh, %
1T A R B

«Netkiller &4 FALY HIVEE

AT B

198141 7 19 H (BEH4ENRE A DD A TR A T K 2k 2
XUE KBAER—/NBA

19894F9 5 fE AL BT J B IL A AT, BRIFKRHIHT ., A
JGEA)FIHE, FpnsifE—g, BANMIZ E—FY9, BEFRGILL
o _EAARE, ARAESAR105 T

19954 /N2 Bl , A il 0 1 £ 132 2242 3000 P 21 1~ (FR B A8 A T
W), AL MR b, MR T OARVE, E2MAE
EAT, TEPERI BN BBASICES, REREET, XT
FAKAETGE R — R M AT, FHTERE, By ER
i «KMSDOS 6.22» «FrgwUnixsZH k4ey <RI
Foxbase» o o o o o o

19964F 55— R 2N UNIX$/E 248, BSD UNIX, Microsoft
Xinux(# % H 5 W HEUnix, FHEMANZE)



http://zh.wikipedia.org/wiki/%E6%B3%A8%E9%9F%B3%E7%AC%A6%E8%99%9F
http://www.qrz.com/db/BG7NYT

19974E g~ Turbo CIEE , W HFICA M, JERFAHE T RblE
A5 — X FHHQBASIC(DOS 6.22 Hiran <), AA4FRIAREE LA
VEUVFARE . Trubo CHmiFasInZ i AT,

19974 55— K _EInternet [ 13 H AG'9600Bps, 24 b4 [F 242 4 FifE
B AR www.xxxx.info.net, 17 7] 1 55— W i & NASA T
TRZ K BEHRBEHEIRFR A, B8 sohud /i &

1998~20004FFEMS /R BE52 I T AL, 8L _EATLIN ], (HE L
AT (BUCTLE/WT) T A 804~/ 51 phid Z g kil
5, ALREANGHRAEFINRIT 7K.

19994F 2P A Y RN 28 T 222 TR, fE—ik T HAL FAT
7 Turbo C, Borland C++5Quick BasicZiFss, 40X VGAE T 4t
e O I INT33 s BB 7 22 [ R S0 D windows
R, AAHAE UCDOS g fi, 2 I 5 e .

20004E 703K T Windows NTEBack Office 55 FpFE A, 1812 F= Jai 3%
fil#y, DHCP, WINS, IIS, 34 /[k55#s. ExchangelB{:IRSs 4%,
MS Proxy, NetMeeting...DL &2 ASP+MS SQLF- % ; HS6KM N, 17—
JKLINUX., ISOBifR, /5 IRILAT 24/ NI AT 0T o

HR b A=

2001 AESRIRINHENAT T 80— 450k 55 T A — DA NA T
PHPH %, 4BJPHPARASZ2.0, FF4a{d A Linux Redhat 6.2.24 KR
21 17 ol #2 il FreeBSD (HARMESR 2 22é 4%, FEM S 4L XIAIR T
—AE M FHFF T —ikot#k, FreeBSD 3.2

2002 4EF R IIAREH L T B B2 2 N R R M TAE T
HAE ) T —Cisco CCNAAIE. FIRRINEH TG, ELENEHIL
B —R TAEMIavadt &

2003 4EX AEfr 15 28 AR L% 16000 7T 148 P B /200574 1F
A




2004 FEFFIE I NG i B N HEL R 4, T ARk JavaFf
kI HIF 458 H Postgre SQLEL 1 /7

2004-10 H F- 4B SIS

2005-6 H i E o iz shth &< i JESBGINYT, 3 7 —#F
Yaesu FTI-60RF-4 . 2\ H5 Eigk HPHP 5MySQL, ARG LAER B
PHP#ES R K. FERI & BI T T NGERL, TRAE 1 & AIPHP,

55 ok HJavatt & .

2006 4F BT T 3% 4 48 L THREN TR . THEE 2 205
PHP 4% it 42 J5t B

2007 ¥y ik e Eadl, RE T4 A (L2 AR TIE) |
KAMEME 439460 4k, T — & Yaesu FT-7800.

2008 KT FB g2 2] i,  Netkiller Developer F4LY
«Netkiller Document F£1»

2008-8-8 08:08:08 4515, )5 2% iF JE T B A 15T

2009 «Netkiller Database F4L» ,2009-6-13%%, 4F)REH|C12
S|

2010 XFHTFHTh AR2AE L8R, TR B 8. BTN
Linux#Z , REIMNAEE T AFRB4EE, R Rz 4EmEdn.
BENGRBIRZ PR AR —IR EZR10MPUE, FRATH SRR S #848H 1)
BBk E . FK402 & RS 48 L2EBOINCHUE I, 245 T
55 A A K.

2011 “FPL—4F, pPohizshizil, BEMRAIE, PakRd b,
TR EERMZILE RN, FAREL T —Il4

2012 Xph g m AL 7%, (S SR AT AR BT LD 4%E

2013 FFUG2F > BEim i A, ) )G H 2 it A A 24 BRI
F T o X—FRINFFUEHER FH4£2013-7-6 H A F-Motorola



http://www.equn.com/
clbr://internal.invalid/computing/

MOTOTRBO XIR P8668, Netkiller £ 41 F#L M Sourceforge|n]Github
iT#: 4FJEAMYSQL UDF, Engine 5PHPY™ JB I & = A AR Ik 1) 2%
B, B SI0+H4ERNC, 517 mysqly g (B b3, fifoiE
5ZeroMQ) , 10 A {5 N Toyota Rezi 2.5VIEE T —h «ICHRIGH) 278
WAL »

2014-9-8 YEH E _FSE T —ZEHENEE Casio Privia PX-5S pro 114
)L IS, TR A B, Bmaids, &
BX RS R T 2%

2014-10- 25 B I HiE, X EEE LS & R4 T 24
&, 10355 H T2EREE224 T %% . 10585 ACanon 5D Mark
III + Canon Speedlite 600EX-RT i R gk 2

2014-12-20-5 % AR i il /77 A 2%
(https://github.com/SheetMusic/Piano) , 252z JLI T JLEPNEEZE
gl , MuseScoreffil] 3% 4R J5 4 iliMIDI S WAV XU A4,

2015-09-01 Wil f5 &=k B - o FE e 2 #E Casio Privia PX-
5S projfiZk, Zd RE BN b H ISR RBAIR, T HE02
SRR, STH TR RREATIZE, W T

2016 X5 & (HAS) PoAE, T RENAEEIA LD,
B BT ERAA 1500k T E 1, AEJiE N\ xbox one s I Yaesu FT-2DR, [d]
IS 46 R T D T80 e X e

2017 7H95 N\ Yamaha RX-V581 Ihil—56& , ZEEEXbox#] JiFk 3R
#7, AKindleH 5, 1015780k, RBTEGEE4ERIIT % 507
& R DIX Hedit

2018 MR I SE M £ B30, B T 2 FERTHIRIR. 11 A
JF445 MMDVM, i [ Yaesu FT-7800 & 5f, i#EH:MMDVMH4k
B, WER, BRI, PR AR.

2019 sE 7 EIEM B, B TSIREE, BEmi R LR, REE L
HLP 0T, SR BT, B




2020 #EF R TAR
BRIV A e EARSEFT PRI,




3. QTR A LA

M #k Netkiller 4L (epub,kindle,chm,pdf)
EPUB

https://github.com/netkiller/netkiller.github.io/tree/master/download/epub
MOBI

https://github.com/netkiller/netkiller.github.io/tree/master/download/mobi
PDF

https://github.com/netkiller/netkiller.github.io/tree/master/download/pdf
CHM

https://github.com/netkiller/netkiller.github.io/tree/master/download/chm

Wt GIT GG EA Wk
https://github.com/netkiller/netkiller.github.com.git

$ git clone https://github.com/netkiller/netkiller.github.com.git

Blg P
vl 3k

wget -m http://www.netkiller.cn/index.html

get -m wget -m http://www.netkiller.cn/linux/index.html



https://github.com/netkiller/netkiller.github.io/tree/master/download/epub
https://github.com/netkiller/netkiller.github.io/tree/master/download/mobi
https://github.com/netkiller/netkiller.github.io/tree/master/download/pdf
https://github.com/netkiller/netkiller.github.io/tree/master/download/chm
https://github.com/netkiller/netkiller.github.com.git

Yum RO
WAPLEA BT, RPME, DEBH, WIAHHITFE, HRARK
YUM fEL LR

# cat >> /etc/yum.repos.d/netkiller.repo <<EOF
[netkiller]

name=Netkiller Free Books
baseurl=http://netkiller.sourceforge.net/pub/repo/
enabled=1

gpgcheck=0

gpgkey=

EOF

A4

# yum search netkiller

netkiller-centos.x86 64 : Netkiller centos Cookbook
netkiller-cryptography.x86 64 : Netkiller cryptography
Cookbook

netkiller-docbook.x86 64 : Netkiller docbook Cookbook
netkiller-linux.x86 64 : Netkiller linux Cookbook
netkiller-mysql .x86_64 : Netkiller mysql Cookbook
netkiller-php.x86_64 : Netkiller php Cookbook
netkiller-postgresql .x86_64 : Netkiller postgresql Cookbook
netkiller-python.x86_64 : Netkiller python Cookbook
netkiller-version.x86 64 : Netkiller version Cookbook



http://netkiller.sourceforge.net/pub/repo/

4l

yum

install netkiller-docbook




4. ¥T% (Donations)

If you like this documents, please make a donation to support the
authors' efforts. Thank you!

Tl nE, A=, WEREEITR.

(Bank)

¥ % #2847 (China Merchants Bank)
FFFR4: B

kS 9555500000007459

Wechat

Alipay

PayPal Donations



https://www.paypal.me/netkiller
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% F http:/netkiller.github.io/

SR MG http://netkiller.sourceforge .net/

Mobile: +86 13113668890
Email: netkiller@msn.com
QQFH¥: 128659835 {F{FH“ 134"
QQ: 13721218

ICQ: 101888222
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Blogger
HNSF-E#E https://zhuanlan zhihu.com/netkiller
LinkedIn: http://cn.linkedin.com/in/netkiller

OSChina: http://my.oschina.net/neochen/

Facebook: https://www.facebook.com/bg7nyt
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http://my.oschina.net/neochen/
https://www.facebook.com/bg7nyt

Flickr: http://www flickr.com/photos/bg7nyt/

Disqus: http://disqus.com/netkiller/

solidot: http://solidot.org/~netkiller/
SegmentFault: https://segmentfault.com/u/netkiller
Reddit: https://www.reddit.com/user/netkiller/
Digg: http://www.digg.com/netkiller

Twitter: http://twitter.com/bg/nyt

weibo: http://weibo.com/bg7nyt

Xbox club

Ff xbox | HIIDJE netkiller xbox, Ff & T —/MEIRE
netkiller YW AN o

Radio
CQ CQ CQ DE BG7NYT:

UNSRSX R SCRE AR B B iR 45 35K QSLK A, grz.cn or

grz.com or hamcall .net
Personal Amateur Radiostations of P.R.China
ZONE CQ24 ITU44 ShenZhen, China
Best Regards, VY 73! OP. BGTNYT
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1 Docker

https://www.docker.com

1. Docker

1.1. Rocky Linux 9.0 / AlmiLinux 9.0 / CentOS 8 Stream

Docker

[root@netkiller ~]# dnf config-manager --add-
repo=https://download.docker.com/linux/centos/docker-ce.repo
Adding repo from:
https://download.docker.com/linux/centos/docker-ce.repo

[root@netkiller ~]# dnf install -y docker-ce docker-compose-
plugin

[root@netkiller ~]# systemctl enable docker
[root@netkiller ~]# systemctl start docker

[root@netkiller ~]# docker -v
Docker version 19.03.12, build 48a66213fe

I A P 5
GID=$(egrep -o 'docker:x:([0-9]+)' /etc/group | egrep -o '([0-

91+t) ")


https://www.docker.com/

adduser -u ${GID} -g ${GID} -G wheel -c "Container
Administrator" docker

[root@netkiller ~]# id docker

uid=986 (docker) gid=986 (docker) groups=986(docker),10(wheel)

sudo

cat > /etc/sudoers.d/docker <<-EOF
docker ALL=(ALL) NOPASSWD: ALL

EOF

sudo

[root@netkiller ~]# su - docker
Last login: Mon Mar 21 15:43:39 CST 2022 on pts/3

[docker@netkiller ~]$ docker ps
CONTAINER ID IMAGE
NAMES

[docker@iZt4nazp2ud94r8pldrlzdZz ~]$ sudo ls /sbin

COMMAND CREATED STATUS

PORTS

docker-compose 2.x

docker-compose-plugin




[root@netkiller ~]# dnf install -y docker-compose-plugin

DOCKER_CONFIG=${DOCKER_CONFIG: -SHOME/ .docker}
mkdir -p $DOCKER CONFIG/cli-plugins

curl -SL
https://github.com/docker/compose/releases/download/v2.2.3/dock

er-compose-1linux-x86 64 -o $DOCKER CONFIG/cli-plugins/docker-

compose
chmod +x $DOCKER CONFIG/cli-plugins/docker-compose

docker compose version docker
compose

[root@netkiller ~]# docker compose version
Docker Compose version v2.6.0

[root@netkiller ~]# alias docker-compose='docker compose'
[root@netkiller ~]# docker-compose version
Docker Compose version v2.6.0

ISR

[root@netkiller ~]# cat << EOF > /etc/docker/daemon.json
>

> {

> "registry-mirrors": [




> "https://hub-mirror.c.163.com",

> "https://mirror.baidubce.com",

> "https://docker.mirrors.ustc.edu.cn/"
> 1

> )

>

> EOF

[root@netkiller ~]# cat /etc/docker/daemon.json

{

"registry-mirrors": [
"https://hub-mirror.c.163.com",
"https://mirror.baidubce.com",
"https://docker.mirrors.ustc.edu.cn/"

1

}

[root@netkiller ~]# systemctl restart docker

[root@netkiller ~]# docker info

Client:

Context: default
Debug Mode: false
Plugins:

app: Docker App (Docker Inc., v0.9.1l-beta3l)
buildx: Build with BuildKit (Docker Inc., v0.5.1l-docker)
scan: Docker Scan (Docker Inc., v0.8.0)

Server:
Containers: 0
Running: 0
Paused: 0
Stopped: 0
Images: 0
Server Version: 20.10.7
Storage Driver: overlay?2
Backing Filesystem: xfs
Supports d _type: true
Native Overlay Diff: true
userxattr: false
Logging Driver: json-file
Cgroup Driver: cgroupfs
Cgroup Version: 1
Plugins:




Volume: local
Network: bridge host ipvlan macvlan null overlay
Log: awslogs fluentd gcplogs gelf journald json-file local
logentries splunk syslog
Swarm: inactive
Runtimes: io.containerd.runc.v2 io.containerd.runtime.vl.linux
runc

Default Runtime: runc

Init Binary: docker-init

containerd version: e25210fe30a0a703442421b0f60afac609f950a3
runc version: v1.0.1-0-g4144b63

init version: de40ado0

Security Options:

seccomp

Profile: default

Kernel Version: 4.18.0-326.e18.x86_ 64

Operating System: CentOS Stream 8

OSType: linux

Architecture: x86 64

CPUs: 4

Total Memory: 7.514GiB

Name: netkiller

ID:
5GBU:CMWS:VIVP:TREZ : Y5AP:0GOW: EABK:NP4R:AWUA:S4J2:2YQ2:U7MT
Docker Root Dir: /var/lib/docker

Debug Mode: false

Registry: https://index.docker.io/v1l/

Labels:

Experimental: false

Insecure Registries:

127.0.0.0/8

Registry Mirrors:

https://hub-mirror.c.163.com/

https://mirror.baidubce.com/

https://docker.mirrors.ustc.edu.cn/

Live Restore Enabled: false

1.2. Ubuntu docker-ce



#!/bin/bash
sudo apt update
sudo apt remove docker docker-engine docker.io containerd runc

sudo apt install \
apt-transport-https \
ca-certificates \
curl \
gnupg \
lsb-release

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo
gpg --dearmor -o /usr/share/keyrings/docker-archive-keyring.gpg

echo \
"deb [arch=amd64 signed-by=/usr/share/keyrings/docker-
archive-keyring.gpg] https://download.docker.com/linux/ubuntu \
$(lsb_release -cs) stable" | sudo tee
/etc/apt/sources.list.d/docker.list > /dev/null

<!-- sudo add-apt-repository \
"deb [arch=amd64] https://download.docker.com/linux/ubuntu \
$(lsb release -cs) \
stable" -->

sudo apt update
sudo apt install docker-ce docker-ce-cli containerd.io

apt-cache madison docker-ce

docker

root@production:~# systemctl status docker
® docker.service - Docker Application Container Engine
Loaded: loaded (/lib/systemd/system/docker.service; enabled;




vendor preset: enabled)

Active: active (running) since Tue 2021-08-17 11:25:04 CST;
57s ago

Docs: https://docs.docker.com

Main PID: 7379 (dockerd)

CGroup: /system.slice/docker.service

L7379 /usr/bin/dockerd -H fd:// --

containerd=/run/containerd/containerd.sock

Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.708262132+08:00" level=info msg="ClientConn
switching balancer to \"pick first\"" module=grpc

Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.742384618+08:00" level=warning msg="Your kernel
does not support swap memory limit"

Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.742397707+08:00" level=warning msg="Your kernel
does not support CPU realtime scheduler"

Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.742489785+08:00" level=info msg="Loading
containers: start."

Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.811316570+08:00" level=info msg="Default bridge
(docker0) is assigned with an IP address 172.18.0.0/16. Daemon
option --bip can be used

Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.836024290+08:00" level=info msg="Loading
containers: done."

Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.858428922+08:00" level=info msg="Docker daemon"
commit=b0f5bc3 graphdriver(s)=overlay2 version=20.10.7

Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.858470910+08:00" level=info msg="Daemon has
completed initialization"

Aug 17 11:25:04 production systemd[1l]: Started Docker
Application Container Engine.

Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.875279830+08:00" level=info msg="API listen on
/var/run/docker.sock"

/etc/default/docker



neo@ubuntu:~$ cat /etc/default/docker
# Docker Upstart and SysVinit configuration file

THIS FILE DOES NOT APPLY TO SYSTEMD

Please see the documentation for "systemd drop-ins":
https://docs.docker.com/engine/admin/systemd/

F FF F* F 5%k T

# Customize location of Docker binary (especially for
development testing).
#DOCKERD="/usr/local/bin/dockerd"

# Use DOCKER OPTS to modify the daemon startup options.
#DOCKER OPTS="--dns 8.8.8.8 --dns 8.8.4.4"

# If you need Docker to use an HTTP proxy, it can also be
specified here.
#export http proxy="http://127.0.0.1:3128/"

# This is also a handy place to tweak where Docker's temporary
files go.
#export DOCKER TMPDIR="/mnt/bigdrive/docker-tmp"

/etc/init/docker.conf

neo@Qubuntu:~$ sudo cat /etc/init/docker.conf
[sudo] password for neo:
description "Docker daemon"

start on (filesystem and net-device-up IFACE!=10)
stop on runlevel [!2345]

limit nofile 524288 1048576

# Having non-zero limits causes performance problems due to




accounting overhead

# in the kernel. We recommend using cgroups to do container-
local accounting.

limit nproc unlimited unlimited

respawn
kill timeout 20

pre-start script
# see also https://github.com/tianon/cgroupfs-
mount/blob/master/cgroupfs-mount
if grep -v '"“#' /etc/fstab | grep -g cgroup \
|| [ ! -e /proc/cgroups ] \
|| [ ! -4 /sys/fs/cgroup ]; then
exit 0
fi
if ! mountpoint -gq /sys/fs/cgroup; then
mount -t tmpfs -o uid=0,gid=0,mode=0755 cgroup
/sys/fs/cgroup
fi
(
cd /sys/fs/cgroup
for sys in $(awk '!/"#/ { if ($4 == 1) print $1
}' /proc/cgroups); do
mkdir -p $sys
if ! mountpoint -g $sys; then
if ! mount -n -t cgroup -o S$sys
cgroup $sys; then
rmdir $sys || true
fi
fi
done

)

end script

script

# modify these in /etc/default/$UPSTART JOB
(/etc/default/docker)

DOCKERD=/usr/bin/dockerd

DOCKER_OPTS=

if [ -f /etc/default/$UPSTART JOB ]; then

. /etc/default/$SUPSTART JOB
fi
exec "S$SDOCKERD" $DOCKER OPTS --raw-logs




end script

# Don't emit "started" event until docker.sock is ready.
# See https://github.com/docker/docker/issues/6647
post-start script

DOCKER_OPTS=

DOCKER _SOCKET=

if [ -f /etc/default/$UPSTART JOB ]; then

. /etc/default/$UPSTART JOB
fi

if ! printf "$s" "S$SDOCKER OPTS" | grep -gE -e '-H|--
host'; then
DOCKER_SOCKET=/var/run/docker.sock

else
DOCKER_SOCKET=$ (printf "%s" "$DOCKER OPTS" |
grep -oP -e '(-H|--host)\W*unix://\K(\S+)' | sed 1lq)
fi
if [ -n "$DOCKER SOCKET" ]; then

while ! [ -e "S$SDOCKER_SOCKET" ]; do
initctl status SUPSTART JOB | grep -qE
"(stop|respawn)/" && exit 1
echo "Waiting for $DOCKER_SOCKET"
sleep 0.1
done
echo "S$SDOCKER_SOCKET is up"
fi
end script

1.3. {3 Docker

neo@MacBook-Pro ~ % docker run hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

1b930d010525: Pull complete

Digest:
sha256:2557e3c07ed1e38£26e389462d03ed943586£744621577a99efb7732
4b0fe535




Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working
correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2. The Docker daemon pulled the "hello-world" image from the
Docker Hub.

(amd64)
3. The Docker daemon created a new container from that image
which runs the

executable that produces the output you are currently
reading.
4. The Docker daemon streamed that output to the Docker
client, which sent it

to your terminal.

To try something more ambitious, you can run an Ubuntu
container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker
ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

neo@MacBook-Pro ~ % docker image ls

REPOSITORY TAG
IMAGE ID CREATED SIZE
hello-world latest
fce289e99eb9 2 months ago 1.84kB

neo@MacBook-Pro ~ % docker container ls --all

CONTAINER ID IMAGE COMMAND

CREATED STATUS PORTS
NAMES

ea694bd43e9e hello-world "/hello"

About a minute ago Exited (0) About a minute ago
dreamy feistel




1.4. EHH Docker

docker
docker
docker
docker

stop $(docker ps -a -q)

rm -f $(docker ps -a -q)

rmi -f $(docker images -q)
volume rm $(docker volume 1ls -q)

1.5. B hA

CentOS 7 docker-ce

containerd.io

https://download.docker.com/linux/centos/7/x86 64/stable/Packages/

[root@netkiller ~]# yum install
https://download.docker.com/linux/centos/7/x86 64/stable/Packag
es/containerd.io-1.2.13-3.2.e17.x86_ 64.rpm

yum =y

yum install -y yum-utils

yum-config-manager --add-repo
https://download.docker.com/linux/centos/docker-ce.repo
yum makecache fast

install docker-ce

systemctl start docker



https://download.docker.com/linux/centos/7/x86_64/stable/Packages/

docker run hello-world

CentOS 6

yum install docker-io
service docker start
chkconfig docker on
docker pull centos:latest
docker images centos

test

docker run -i -t centos /bin/bash

Ubuntu
Ubuntu
$ sudo apt update
$ sudo apt install docker.io
S sudo 1ln -sf /usr/bin/docker.io /usr/local/bin/docker
$ sudo sed -i 'Sacomplete -F docker docker'




/etc/bash completion.d/docker.io

$ sudo docker run -i -t ubuntu /bin/bash




2. Portainer - Docker B4 HUA T
Portainer J&— N8 2% f#] Docker B H A , ‘B /724t T Demo J# = HihE
21,

Server R4S a8 224

docker volume create portainer_data

docker run -d -p 8000:8000 -p 9000:9000 --name=portainer --restart=always -v
Vvar/run/docker .sock:/var/run/docker.sock -v portainer_data:/data
portainer/portainer-ce

Agent fAH1 225

docker run -d -p 9001:9001 --name portainer_agent --restart=always -v
Vvar/run/docker.sock:/var/run/docker.sock -v
Vvar/lib/docker/volumes:/var/lib/docker/volumes portainer/agent

i F docker-compose 223

version: "3.9"

services:
portainer:
image: portainer/portainer-ce
container_name: prtainer
restart: always
volumes:
- /var/run/docker .sock:/var/run/docker .sock
- portainter:/data
ports:
- 8000:8000
- 9000:9000

portainer-agent:
image: portainer/agent
container_hame: portainer-agent
restart: always
volumes:
- /var/run/docker .sock:/var/run/docker .sock
- /var/lib/docker/volumes:/var/lib/docker/volumes
ports:




- 9001:9001

volumes:
portainter:

F—EEERSE, ENEERE:

[root@netkiller portainer]# docker-compose up -d portainer

E_AFRNRERSEE, BnlE:
[root@development portainer]# docker-compose up -d portainer-agent

=AMl ERSE, BiflE
[root@testing portainer]# docker-compose up -d portainer-agent

2.2. Portainer

BEEMREG, Qs

cee 0 < > o0 0 ¢ EEEEEENCTTTEETE © O + ©

¥ New Portainer installation

Please create the initial administrator user.

Username admin
Password | I (™
Confirm password X

X The password must be at least 8 characters long

Allow collection of anonymous statistics. You can find more information about this in
our privacy policy.

> Restore Portainer from backup

MR E A =N, 43542 Docker (Z<Hb Docker) , Kubernetes, Agent({%3)



e D <> oo oo T © O + O

Connect Portainer to the container environment you want to manage.

(V)

% Agent

& Docker & Kubernetes

Manage the local D&ler environment Manage the local Kubernetes environment

Connect to a Portainer agent

Information

Connect directly to a Portainer agent running inside a Docker or Kubernetes environment.

Environment

Name e.g. prod-cluster-01

Agent URL @ e.g.10.0.0.10:9001

‘  skip

ISInZs# Docker, i3 UNIX SOCK 4#4%, %= /var/run/docker.sock

e D <> oo oo EEENCTTTET © O + O

Connect Portainer to the container environment you want to manage.

& Kubernetes % Agent
& Docker 9

Manage the local Kubernetes environment Connect to a Portainer agent
Manage the local Docker environment

Information

Manage the Docker environment where Portainer is running.
Ensure that you have started the Portainer container with the following Docker flag:
-v "/var/run/docker.sock:/var/run/docker.sock" (Linux).
or
-v \\.\pipe\docker_engine:\\.\pipe\docker_engine (Windows).

% Copnect SN

Rt Connect 2w vT DL 7 4%



cce @ <> o0 0 ¢ EEEENCTTTIENTT © 0 ¢ ©

portainer.io Home &5 0 admin
Endpoints /4 my account @ log out
Home
¥ Endpoints
Users
Registries
p Q
Settings
local [T 2021-08-0415:17:48 Group: Unassigned ¢
iS 1stack & 1container-O1O0/% 00 & 1volume (B 2images Standalone 20.10.7
B4 mm165G8 - @ Notags /var/run/docker.sock

Items per page ' 10 4%

ﬁpor’fciner.io 26.2

ST Docker, 223152 8 55 1 Endpoints, 4R )5 5.1 Add endpoint

cce @ <> o6 0 ¢ EENCTTTIEETT © 0 ¢ ©

ﬁ ortainer.io Endpoints & 0 admin

Endpoint management /4 my account @ log_out

¥ Endpoints
Users
Endpoints ‘ + Add endpoil
Groups
Q|
Tags
Registries [J Name Type URL Group Actions
Settings .
D local @ Docker /var/run/docker.sock Unassigned & Manage access

Items per page | 10 &

ﬁpor’fciner.io 262

HEFE Agent



ortainer.io Create endpoint © admin

Endpoints > Add endpoint #my account @ log out

Environment type

Users

Endpoints °
G P PA St & Edge Agent @& Docker # Kubernetes 5 Azure
Tags Portainer Edge agent Directly connect to the Local Kubernetes Connect to Microsoft

Portainer agent

Registries Docker API environment Azure ACI

Settings

Information

Ensure that you have deployed the Portainer agent in your cluster first. Refer to the platform related command below to deploy it.

4 Linux & Windows

Kubernetes via load balancer Kubernetes via node port Docker Swarm

curl -L https://downloads.portainer.io/portainer-agent-k8s-1b.yaml -o portainer-agent-k8s.yaml; kubectl
apply -f portainer-agent-k8s.yaml

IS Copy command

Environment details

ﬁportciner.io 262 Name k” docker-prod01 / kubernetes-clusterO1

Name Z3{RHE 44, Endpoint URL i N IR I IPHLhE R 15, Group &34 (7]
A3k) . FJ5 H i Add endpoint $24

Ol’fG Iner.io Kubernetes via load balancer Kubernetes via node port Docker Swarm

curl -L https://downloads.portainer.io/portainer-agent-k8s-1b.yaml -o portainer-agent-k8s.yaml; kubectl
apply —-f portainer-agent-k8s.yaml

Users
Copy comm;
encocins ]

SIoHEs Environment details
Tags
Registries Name Development(192.168.30.10)
Settings
Endpoint URL @ 192.168.30.10:9001
Public IP @ e.g.10.0.0.10 or mydocker.mydomain.com
Metadata
Group Unassigngd v
Tags Select tags
Actions

+ Add end

ﬁportciner.io 262

S8 BB TR N




—

o 0 o ¢ EEEEENCTTTETD o o

Endpoints &

Endpoint management

ortainer.io

¥ Endpoints
Users
Endpoints ‘ + Add endp:
Groups
Q|
Tags
Registries [J Name Type URL Group
Settings .
D local @ Docker /var/run/docker.sock Unassigned
[] Development(192.168.30.10) & Agent 192.168.30.10:9001 Office

ﬁpor’fciner.io 26.2

[7] 2] Home

©

O admin

/iny account @ log out

Actions

Manage access
‘& Manage access h

Items per page | 10 &

—

et e e © 0 +
e q ~
ﬁportclner.lo Home &
Endpoints
Hom%
¥ Endpoints
Users
Endpoints
Registries
Q|

Settings

local m 2021-08-04 15:38:23

= 1stack & Tcontainer-O1MO/ 00 & 1volume (@ 2images

B4 mm165G8 - @ Notags

Development(192.168.30.10) T3 2021-08-04 15:41:54

& 8 containers- W8 MO0 /0

0 & 2volumes (B10images

¥ No tags

ﬁpor’fciner.io 26.2

2.3.

portainer 4% H &

©

O admin

#my account @ log out

Group: Unassigned ¢
Standalone 20.10.7

/var/run/docker.sock

Group: Office &'
Standalone 20.10.7 + ¥ Agent

192.168.30.10:9001

Items per page

10 <



portainer | 2021708704 07:24:14 http error: Unable to initiate
communications with endpoint (err=agent already paired with another Portainer
instance) (code=500)

portainer | 2021708704 07:25:49 http error: Unable to initiate
communications with endpoint (err=agent already paired with another Portainer
instance) (code=500)

agent H i

portainer-agent | 2021708704 07:25:49 http error: Invalid request signature
(err=Unauthorized) (code=403)
portainer-agent | 2021708704 07:25:49 http error: Invalid request signature
(err=Unauthorized) (code=403)

) 7E, E3E T portainer SRR agent B4 5 Z Hij Y portainer #5374 HE .

fEo ik, EE agent iILAFEMIERE -

[root@testing portainer]# docker-compose stop portainer-agent
topping portainer-agent ... done

[root@testing portainer]# docker-compose rm -a portainer-agent

ARNING: --all flag is obsolete. This is now the default behavior of “docker-
ompose rm-

oing to remove portainer-agent

re you sure? [yN] y
Removing portainer-agent ... done

[root@testing portainer]# docker volume Is
DRIVER VOLUME NAME
local portainer_portainter

[root@testing portainer]# docker volume rm portainer_portainter
portainer_portainter

[root@testing portainer]# docker-compose up -d portainer-agent
reating volume "portainer_portainter"™ with default driver
reating portainer-agent ... done

[root@testing portainer]# docker-compose ps
Name Command State Ports

portainer-agent -/agent Up 0.0.0.0:9001->9001/tcp, - ::9001->9001/tcp




3. i & Docker
3.1 JF st ]
[etc/sysconfig/docker DOCKER_OPTS

vim /etc/sysconfig/docker

DOCKER_OPTS=""-H unix:///var/run/docker.sock -H
tcp://0.0.0.0:2375"

Jusr/lib/systemd/system/docker.service  [Service] ExexStart=
$DOCKER_OPTS

[Unit]

Description=Docker Application Container Engine
Documentation=https://docs.docker.com
BindsTo=containerd.service
After=network-online.target firewalld.service
Wants=network-online.target
Requires=docker.socket

[Service]

Type=notify

# the default i1s not to use systemd for cgroups because the
delegate issues still

# exists and systemd currently does not support the cgroup
feature set required

# for containers run by docker
EnvironmentFile=-/etc/sysconfig/docker
ExecStart=/usr/bin/dockerd $DOCKER_OPTS
ExecReload=/bin/kill -s HUP $MAINPID

TimeoutSec=0

RestartSec=2




Restart=always

# Note that StartLimit* options were moved from *'Service™ to
"Unit" In systemd 229.

# Both the old, and new location are accepted by systemd 229
and up, so using the old location

# to make them work for either version of systemd.
StartLimitBurst=3

# Note that StartLimitInterval was renamed to
StartLimitintervalSec in systemd 230.

# Both the old, and new name are accepted by systemd 230 and
up, so using the old name to make

# this option work for either version of systemd.
StartLimitinterval=60s

# Having non-zero Limit*s causes performance problems due to
accounting overhead

# 1n the kernel. We recommend using cgroups to do container-
local accounting.

LimitNOFILE=infinity

LimitNPROC=infinity

LimitCORE=infinity

# Comment TasksMax if your systemd version does not supports
it.

# Only systemd 226 and above support this option.
TasksMax=infinity

# set delegate yes so that systemd does not reset the cgroups
of docker containers
Delegate=yes

# kill only the docker process, not all processes in the cgroup
K1l IMode=process

[Install]
WantedBy=multi-user.target

docker



[root@localhost ~]# systemctl daemon-reload
[root@localhost ~]# systemctl restart docker

/etc/docker/daemon.json

/etc/docker/daemon.json

{

"hosts™": [
"unix:///var/run/docker.sock",
""tcp://0.0.0.0:2375"

1

ks

docker

[root@localhost ~]# systemctl daemon-reload
[root@localhost ~]# systemctl restart docker

$ docker -H docker.netkiller.cn:2375 info

$ export DOCKER_HOST="tcp://docker.netkiller.cn:2375"
$ docker info




[root@localhost ~]# ss -Int | grep 2375
LISTEN 0 1024 1::2375 1o

docker

[root@localhost ~]# curl -s http://your-docker-ip-
address:2375/info

{"ID" 2 ""YNK5:0JTT:FELN:H4DQ:AG7H:W3RE:WGLD:TOOI : 32CH:S6HR:AJ45:4
VLZ","Containers':4,"ContainersRunning™”:0,"ContainersPaused”:0,
""ContainersStopped”:4,"Images™:10, " Driver™:"btrfs","DriverStatu
s [['Build Version","Btrfs v4.9.1"],["Library
Version™,"102'"]],""SystemStatus™ :null,"Plugins”:{""Volume™:
["local™], "'Network™:
['bridge™,"host","macvlan®, " null","overlay'], "Authorization:nu
11,"Log™:

['awslogs', "fluentd",''gcplogs™, 'gelf"","journald"”, " json-
File”,"local","logentries”, "splunk',"syslog']}, "MemoryLimit":tr
ue,"'SwapLimit":true,"KernelMemory":true, "CpuCfsPeriod":true,"Cp
uCfsQuota:true, " CPUShares' :true," CPUSet":true, " IPv4Forwarding"
:true,"BridgeNflptables':false, "BridgeNflp6tables™:false, "'Debug
":false,""NFd":23,"OomKilIDisable":true, " 'NGoroutines':37," System
Time'":"'2019-01-24T23:30:56.230913047-
05:00","LoggingDriver':"json-
File”,"CgroupDriver™:"cgroupfs”, " NEventsListener':0, " KernelVers
1on":"3.10.0-693.el7.x86_64","OperatingSystem':"CentOS Linux 7
(Core)™,"0SType":"linux',"Architecture':""x86_64", " IndexServerAd
dress':"https://index.docker.i10/v1/",""RegistryConfig":
{""AllowNondistributableArtifactsCIDRs":

[1. AllowNondistributableArtifactsHostnames':
[1."InsecureRegistryCIDRs":["127.0.0.0/8"], " IndexConfigs":
{""docker .10 :{""Name" :"'docker.i0",""Mirrors':
[1."Secure™”:true,"Official:true}}, "Mirrors':




[1}.'NCPU":2,"MemTotal':1958645760, ""GenericResources":null, ' Doc
kerRootDir":"/var/lib/docker" , "HttpProxy": """, ""HttpsProxy":"""","N

oProxy™:""*,"Name' :""localhost. localdomain',"Labels":
[1." "ExperimentalBuild”:false, " ServerVersion”:"18.09.1","Cluster
Store':""","ClusterAdvertise':"","Runtimes" :{""'runc':

{"'path”:"runc"}}, " "DefaultRuntime’:"runc", " "Swarm":
{"'NodeID":"""",""NodeAddr™ :"""*,""LocalNodeState" :"inactive", " Control
Available” :false, Error':""",""RemoteManagers :nul 1}, "LiveRestore
Enabled”:false, " Isolation”:"","InitBinary' :"docker-
init"”,"ContainerdCommit':
{""ID":""'9754871865F7fe2f4e74d43e2fc7ccd237edcbce™, ""Expected :"'97
54871865F7fe2f4e74d43e2fc7ccd237edcbece}, ""RuncCommit™:

{"" 1D :"'96ec2177ae841256168Fct76954F7177af9446eb", "Expected' :''96
ec2177ae841256168Fcf76954F7177af9446eb™"}, " InitCommit':
{""ID":""fec3683", ""Expected " :"fec3683"}, "SecurityOptions':
['name=seccomp,profile=default™],""ProductLicense' :""Community
Engine™,"Warnings' :[""WARNING: APl i1s accessible on
http://0.0.0.0:2375 without encryption.\n Access to the
remote APl is equivalent to root access on the host. Refer\n

to the "Docker daemon attack surface® section in the
documentation for\n more information:
https://docs.docker.com/engine/security/security/#docker-
daemon-attack-surface™,"WARNING: bridge-nf-call-iptables is
disabled”,""WARNING: bridge-nf-call-ip6tables is disabled"]}

$ docker -H 192.168.10.11:2375 info

DOCKER_HOST=tcp://192.168.57.110:2376

Bt & SSLiE+




"tilsverify'”: true,

"tlscert”: "/etc/docker/server-cert.pem’,
"tlskey'": "/etc/docker/server-key.pem",
"tlscacert”: "/etc/docker/ca.pem™,
"hosts":[

“"unix:///var/run/docker.sock",
"tcp://0.0.0.0:2376"

1
b

$ docker --tlsverify \
--tlscacert=/Users/neo/test/ca.pem \
--tlscert=/Users/neo/test/cert.pem \
--tlskey=/Users/neo/test/key.pem \
-H=192.168.57.110:2376 \

info

ca.pem cert.pem key.pem
~/.docker

$ export DOCKER_HOST=tcp://192.168.5.10:2376
DOCKER_TLS_VERIFY=1
$ docker info

@i SSH % #%ifE Docker

export DOCKER_HOST=ssh://docker-user@hostl.example

-com




Neo-iMac:Shell neo$ export DOCKER_HOST=ssh://root®192.168.30.11
Neo-iMac:Shell neo$ docker info

Client:
Context: default
Debug Mode: false
Plugins:

buildx: Build with BuildKit (Docker Inc., v0.6.3)
compose: Docker Compose (Docker Inc., v2.0.0)
scan: Docker Scan (Docker Inc., v0.8.0)

Server:
Containers: 9
Running: 7

Paused: O
Stopped: 2
Images: 12

Server Version: 20.10.10
Storage Driver: overlay?2
Backing Filesystem: xfs
Supports d_type: true
Native Overlay Diff: true
userxattr: false
Logging Driver: json-file
Cgroup Driver: cgroupfs
Cgroup Version: 1
Plugins:
Volume: local
Network: bridge host ipvlan macvlan null overlay
Log: awslogs fluentd gcplogs gelf journald json-file local
logentries splunk syslog
Swarm: inactive
Runtimes: 1o.containerd.runc.v2 i1o.containerd.runtime.vl.linux
runc
Default Runtime: runc
Init Binary: docker-init
containerd version: 5b46e40416b91t661a205e28d59c982d3634148F8
runc version: v1.0.2-0-g52b36a2
init version: de40adO
Security Options:
seccomp
Profile: default
Kernel Version: 4.18.0-348.el8.x86 64




Operating System: CentOS Stream 8
OSType: linux

Architecture: x86 64

CPUs: 4

Total Memory: 15.39GiB

Name: localhost.localdomain

ID:

UODB - ETXF 35NV :DDSK:B5QU:RTNZ:7DM4 : 3ABZ :RZUB - SHOE : W6EP - UK4K
Docker Root Dir: /var/lib/docker
Debug Mode: false
Registry: https://index.docker.io/v1l/
Labels:

Experimental: false

Insecure Registries:

127.0.0.0/8

Registry Mirrors:
https://registry.docker-cn.com/
http://hub-mirror.c.163.com/
https://docker._mirrors.ustc.edu.cn/
Live Restore Enabled: false

3.2 G HCE
I i e R B AR

Docker --registry-mirror

$ docker --registry-mirror=https://registry.docker-cn.com
daemon

DI E NS

/etc/docker/daemon.json
registry-mirrors



Docker

{

"registry-mirrors': ["https://registry.docker-cn.com']
ks
{

“registry-mirrors': [
"https://registry.docker-cn.com",
"http://hub-mirror.c.163.com™,
"https://docker._mirrors.ustc.edu.cn"

1

ks

"registry-mirrors': ["https://mirror.ccs.tencentyun.com']

3.3. DNS

/etc/docker/daemon.json

"dns': [''8.8.8.8","114.114.114.114"]




3.4. ulimit %

/etc/docker/daemon.json

default-ulimits™: { "nofile”: { "Name™": "nofile™, "Hard":
128000, "Soft': 128000 } }




4. docker 12

4.1. docker - A self-sufficient runtime for containers

X

A AL

TCP 2375

Neo-iMac:~ neo$ docker -H 192.168.30.10:2375 info

SSH

Neo-iMac:~ neo$ docker -H ssh://root@192.168.30.13 info

Client:

Context: default
Debug Mode: false
Plugins:

buildx: Build with BuildKit (Docker Inc., v0.6.3)
compose: Docker Compose (Docker Inc., v2.1.1)
scan: Docker Scan (Docker Inc., 0.9.0)

Server:

Containers: 3

Running: 2

Paused: 0

Stopped: 1

Images: 178
Server Version: 20.10.11
Storage Driver: overlay2
Backing Filesystem: xfs
Supports d type: true
Native Overlay Diff: true
userxattr: false




Logging Driver: json-file
Cgroup Driver: cgroupfs
Cgroup Version: 1
Plugins:
Volume: local
Network: bridge host ipvlan macvlan null overlay
Log: awslogs fluentd gcplogs gelf journald json-file local
logentries splunk syslog
Swarm: inactive
Runtimes: io.containerd.runtime.vl.linux runc
io.containerd.runc.v2
Default Runtime: runc
Init Binary: docker-init
containerd version: 7bllcfaabd73bb80907dd23182b9347b4245eb5d
runc version: v1.0.2-0-g52b36a2
init version: de40ado0
Security Options:
seccomp
Profile: default
Kernel Version: 4.18.0-338.e18.x86 64
Operating System: CentOS Stream 8
OSType: linux
Architecture: x86 64
CPUs: 4
Total Memory: 7.514GiB
Name: localhost.localdomain
ID:
XGEY :2L.25:2GTC:LGK5:3D7D: TC5B:EBBU:5GZJ:VDZ2:S567Z:T7VK:07WD
Docker Root Dir: /var/lib/docker
Debug Mode: false
Registry: https://index.docker.io/v1l/
Labels:
Experimental: false
Insecure Registries:
registry.netkiller.cn
127.0.0.0/8
Registry Mirrors:
https://registry.cn-hangzhou.aliyuncs.com/
https://docker.mirrors.ustc.edu.cn/
https://registry.docker-cn.com/
http://hub-mirror.c.163.com/
Live Restore Enabled: false




DOCKER_HOST

Neo-iMac:~ neo$ export DOCKER HOST=tcp://192.168.30.10:2375
Neo-iMac:~ neo$ docker info

Client:

Context: default
Debug Mode: false
Plugins:

buildx: Build with BuildKit (Docker Inc., v0.6.3)
compose: Docker Compose (Docker Inc., v2.1.1)
scan: Docker Scan (Docker Inc., 0.9.0)

Server:

Containers: 11

Running: 11

Paused: 0

Stopped: 0

Images: 11

Server Version: 20.10.10

Storage Driver: overlay?2

Backing Filesystem: xfs

Supports d _type: true

Native Overlay Diff: true

userxattr: false

Logging Driver: json-file

Cgroup Driver: cgroupfs

Cgroup Version: 1

Plugins:

Volume: local

Network: bridge host ipvlan macvlan null overlay

Log: awslogs fluentd gcplogs gelf journald json-file local
logentries splunk syslog

Swarm: inactive

Runtimes: io.containerd.runc.v2 io.containerd.runtime.vl.linux
runc

Default Runtime: runc

Init Binary: docker-init

containerd version: 5b46e404f6b9f661a205€28d59c982d3634148f£8
runc version: v1.0.2-0-g52b36a2

init version: de40ad0

Security Options:

seccomp




Profile: default
Kernel Version: 4.18.0-348.e18.x86 64
Operating System: CentOS Stream 8
OSType: linux
Architecture: x86 64
CPUs: 4
Total Memory: 15.39GiB
Name: testing
ID:

S5GBU:CMWS:VIVP:TREZ : Y5AP:0GOW: EABK:NP4R:AWUA:S4J2:2YQ2 :U7MT
Docker Root Dir: /var/lib/docker
Debug Mode: false
Registry: https://index.docker.io/v1/
Labels:

Experimental: false

Insecure Registries:
127.0.0.0/8

Registry Mirrors:
https://hub-mirror.c.163.com/
https://mirror.baidubce.com/
https://docker.mirrors.ustc.edu.cn/

Live Restore Enabled: false

#F docker {5 5

neo@MacBook-Pro ~ % docker info
Containers: 9

Running: 8

Paused: 0

Stopped: 1

Images: 5

Server Version: 18.09.2
Storage Driver: overlay?2
Backing Filesystem: extfs
Supports d type: true
Native Overlay Diff: true
Logging Driver: json-file
Cgroup Driver: cgroupfs
Plugins:




Volume: local
Network: bridge host macvlan null overlay
Log: awslogs fluentd gcplogs gelf journald json-file local
logentries splunk syslog
Swarm: inactive
Runtimes: runc
Default Runtime: runc
Init Binary: docker-init
containerd version: 9754871865f7fe2f4e74d43e2fc7ccd237edcbce
runc version: 09c8266bf2fcf9519a651b04ae54c967b9%9ab86ec
init version: fec3683
Security Options:
seccomp
Profile: default
Kernel Version: 4.9.125-1inuxkit
Operating System: Docker for Mac
OSType: linux
Architecture: x86 64
CPUs: 4
Total Memory: 1.952GiB
Name: linuxkit-025000000001
ID: IT7A:OHXM:XG4E:HX53:ZMA3:GIRA:CYMP:6IJF:QKZ5:MQI4:6LU2:ZD772
Docker Root Dir: /var/lib/docker
Debug Mode (client): false
Debug Mode (server): true
File Descriptors: 70
Goroutines: 88
System Time: 2019-03-31T04:23:51.438374317%
EventsListeners: 2
HTTP Proxy: gateway.docker.internal:3128
HTTPS Proxy: gateway.docker.internal:3129
Registry: https://index.docker.io/v1l/
Labels:
Experimental: false
Insecure Registries:
127.0.0.0/8
Live Restore Enabled: false
Product License: Community Engine

iMac



iMac:~ neo$ docker info
Client:
Debug Mode: false
Plugins:
buildx: Build with BuildKit (Docker Inc., v0.3.l-tp-docker)
scan: Docker Scan (Docker Inc., v0.3.3)
app: Docker Application (Docker Inc., v0.8.0)

Server:
Containers: 0
Running: 0
Paused: 0
Stopped: 0
Images: 0
Server Version: 19.03.13-beta2
Storage Driver: overlay2
Backing Filesystem: extfs
Supports d type: true
Native Overlay Diff: true
Logging Driver: json-file
Cgroup Driver: cgroupfs
Plugins:
Volume: local
Network: bridge host ipvlan macvlan null overlay
Log: awslogs fluentd gcplogs gelf journald json-file local
logentries splunk syslog
Swarm: inactive
Runtimes: runc
Default Runtime: runc
Init Binary: docker-init
containerd version: 7adl84331fa3e55e52b890ea95e65ba58lae3429
runc version: dc9208a3303feef5b3839f4323d9beb36df0a9dd
init version: fec3683
Security Options:
seccomp
Profile: default
Kernel Version: 4.19.76-linuxkit
Operating System: Docker Desktop
OSType: linux
Architecture: x86 64
CPUs: 2
Total Memory: 3.848GiB




Name: docker-desktop
ID:
LWQ5 :KBRL:SE7U:SJZ4 :ANS2:JEQD:5YJO:MVRG: HIEA:XDWD:LQIZ : EJPX
Docker Root Dir: /var/lib/docker
Debug Mode: false
HTTP Proxy: gateway.docker.internal:3128
HTTPS Proxy: gateway.docker.internal:3129
Registry: https://index.docker.io/v1l/
Labels:
Experimental: true
Insecure Registries:
127.0.0.0/8
Registry Mirrors:
https://registry.docker-cn.com/
Live Restore Enabled: false
Product License: Community Engine

run

S sudo docker run ubuntu:14.04 /bin/echo 'Hello world'
Hello world

% docker run S %

pip3 install runlike

Loxdl=1=]

IV runlike -p <BEEE>|<B2IID>




neo@Netkiller-iMac ~> docker run -it nginx:latest /bin/sh

--restart 2%

docker 3 no
on-failure[:times] always unless-stopped

no FIME, RTRBFELA, docker NEHMERE S

docker run --restart=no [-’E%ﬁ%]

on-failure HBzHNELIASIE0, NMdockerBmIEREST2:, BAILMEEERX
2, BRIIEE RGBS ENBNE
docker run --restart=on-failure:3 [B238]

always BeaaRENERER
docker run --restart=always [B23% ]

unless-stopped B BRENEZRER, EFZEDockerTiFHZEMINMELZE
IRV 28
docker run --restart=unless-stopped (D238 ]

--privileged il root H.4& E 1E 1) root AR

[root@localhost ~]# docker run -t -i centos:latest bash
[root@test /]# lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

vda 254:0 0 59.6G 0 disk




| -vdal 254:1 0 59.6G 0 part /etc/hosts
“-vda2 252:1 0 1G 0 part

[root@test /]# mount /dev/vda2 /mnt/
mount: permission denied

--privileged

[root@netkiller ~]# docker run -t -i --privileged
centos:latest bash
[root@test /]# mount /dev/vda2 /mnt/

RIS R

docker run -e VARl=valuel --env VAR2=value2 ubuntu
docker run --env VARl=valuel --env VAR2=value2 ubuntu

DNS

docker run --dns 8.8.8.8 busybox:latest

add-host

docker run --add-host=test.netkiller.cn:172.16.0.73
busybox:latest




T

docker run -p 80:80 ubuntu bash
docker run -p 127.0.0.1:80:80 ubuntu bash
docker run -p 127.0.0.1:80:80/tcp ubuntu bash

WA BEIR 7 Bi

-m --memory :

--memory-swap

docker run -it -m 200M --memory-swap=400M ubuntu

ubuntu 200 400M memory-swap

start / stop / restart

sudo docker start silly bohr
silly bohr

$ sudo docker stop silly bohr
silly bohr

$ sudo docker restart silly bohr
silly bohr

HHraa 28



--restart

docker update --restart=always ["E%%%]

NR BB B IR E—restartS#, M@ FEAR

LHITER:

pS

OPTIONSIER:

-a B TAENSER, BREREITH,
-f (REFRHFTRETHNRNS.
--format :1IETEIRENERIERE,
-1 ETRsIAtIENSE.

-n FIHHEIEBIEMn TSR,
--no-trunc : EEHEE,

-q HRIER, RETBERES.

-s EREHXHERN,

sudo docker ps

$ sudo docker ps -1
CONTAINER ID IMAGE COMMAND CREATED STATUS
84391d1de0fc ubuntu:14.04 /bin/echo Hello

Exit 0 romantic ritchie

PORTS NAMES
worl 31 minutes ago

ABMTR, BoR iR




COMMAND

neo@MacBook-Pro-Neo ~ % docker ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS

INAMES

08252e252ell eb705d309426 "redis-server /etc/r.." About a

minute ago Up About a minute 0.0.0.0:6379->6379/tcp,
$::6379->6379/tcp redis

--NO-trunc
neo@MacBook-Pro-Neo ~ % docker ps --no-trunc
CONTAINER ID
IMAGE
COMMAND
CREATED STATUS PORTS
INAMES

08252e252e113105568£8b60b7bcee2£47978938402e440ba6874221a162122
0

sha256:eb705d3094264a13130234869%9af89b635138£3d05b964ffdf6b3ee96

1f44a664 "redis-server /etc/redis.conf --requirepass
yourpassword" About a minute ago Up About a minute
0.0.0.0:6379->6379/tcp, :::6379->6379/tcp redis
H AL H H

(--format)
.ID ZAEIID

. Image ]|I&ID
.Command Quoted command
.CreatedAt GlIZEB23AIAT(E]S .




.RunningFor MZBz3EIEZFIIN7ET E/IATE].

.Ports BENIKO.

.Status BEIAS.

.Size BEsaAEEA/.

.Names B23RTR.

.Labels ZAzPTARIINE.

.Label }EXElabelRY{E f5I40' {{.Label “com.docker.swarm.cpu”}}’
.Mounts EFHIXNTBRNEIEERMN

$ docker ps --format "{{.Names}}={{.ID}}"
portal=04b421501ab7
price=098£85c3c916
admin=8617cb486566

Kill %42

docker kill -s HUP <CONTAINER ID>

top

$ sudo docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
13b2a4a31455 ubuntu:14.04 /bin/bash 3 hours ago Up 3 hours

silly bohr

$ sudo docker top silly bohr
UID PID PPID C STIME TTY TIME CMD
root 23225 22908 0 12:17 pts/14 00:00:00 /bin/bash




inspect

$ sudo docker inspect silly bohr
[{

"ID":
"13b2a4a3145528d087c9d1580fa78aaa52e8a9bb973c9da923bceb9£f9b9%e7e
5a",

"Created": "2014-07-17T04:17:45.2624806322",

"Path": "/bin/bash",

"Args": [1],

"Config": {
"Hostname": "13b2a4a31455",
"Domainname”: "",
"User": "",

"Memory": O,
"MemorySwap": 0,
"CpuShares": 0,
"AttachStdin": true,
"AttachStdout": true,
"AttachStderr": true,
"PortSpecs": null,
"ExposedPorts": null,
"Tty": true,

"OpenStdin": true,
"StdinOnce": true,
"Env": [

"HOME=/",

"PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/
bin"
1,
"Cmd": [
"/bin/bash"
1,
"Dns": [
"8.8.8.8",
"8.8.4.4"
1,
"Image": "ubuntu",
"Volumes": null,

"VolumesFrom" : ’

"WorkingDir": G




"Entrypoint": null,
"NetworkDisabled": false,
"OnBuild": null

b
"State": {
"Running": true,
"Pid": 23225,
"ExitCode": 0,
"StartedAt": "2014-07-17T04:17:45.672269614Z2",
"FinishedAt": "0001-01-01T00:00:00Z",
"Ghost": false
b
"Image":

"e54cabefa2e962582a223ca%9810f7f1b62ea9b5¢c3975d14a5da79d3bf6020£
37",
"NetworkSettings": {
"IPAddress": "172.17.0.2",
"IPPrefixLen": 16,
"Gateway": "172.17.42.1",
"Bridge": "docker0",
"PortMapping": null,
"Ports": {}

b

"ResolvConfPath":
"/var/lib/docker/containers/13b2a4a3145528d087c9d1580fa78aaa52e
8a9bb973c9da923bceb9f9b9e7e5a/resolv.conf",

"HostnamePath":
"/var/lib/docker/containers/13b2a4a3145528d087c9d1580fa78aaab52e
8a9bb973c9da923bceb9f9b9e7e5a/hostname”,

"HostsPath":
"/var/lib/docker/containers/13b2a4a3145528d087c9d1580fa78aaa52e
8a9bb973c9da923bceb9f9b9e7e5a/hosts",

"Name": "/silly bohr",
"Driver": "aufs",
"ExecDriver": "native-0.1",
"Volumes": {},

"VolumesRW": {},
"HostConfig": {

"Binds": null,

"ContainerIDFile": "",

"LxcConf": [],

"Privileged": false,

"PortBindings": {},

"Links": null,

"PublishAllPorts": false




]

RIPUA AR 2R

neo@MacBook-Pro ~ % docker inspect --format='{{.Name}}'
S (docker ps -aq)
/redis-cli

/cluster redisslave3 1
/cluster redismaster3 1
/cluster redismaster2 1
/cluster redisslave2 1
/cluster redismasterl 1
/cluster redisslavel 1
/cluster redis-image 1
/devel eureka_ 1

/devel config 1
/quizzical heisenberg

neo@MacBook-Pro ~ % docker inspect --format='{{.Name}}'
$ (docker ps -aq)|cut -d"/" -f2
redis-cli

cluster redisslave3 1

cluster redismaster3 1

cluster redismaster2 1

cluster redisslave2 1

cluster redismasterl 1

cluster redisslavel 1

cluster redis-image 1

devel eureka 1

devel config 1

quizzical heisenberg

HaBEBR AR




neo@MacBook-Pro ~ % docker inspect --format='{{.Config.Image}}'
“docker ps -a -gq°
netkiller/redis:latest
netkiller/redis
netkiller/redis
netkiller/redis
netkiller/redis
netkiller/redis
netkiller/redis
netkiller/redis:latest
netkiller/eureka:latest
netkiller/config:latest
netkiller/eureka

IRENA 5 £ HL44 Hostname

neo@MacBook-Pro ~ % docker inspect --format '{{
.Config.Hostname }}' $(docker ps -q)
dbea51159085

79126b58e92a

5d1fff33a3el

42a58cb957d9

68904b82d071

70a20dd0396d

742313f2af46

ity IP it

S sudo docker inspect -f '{{ .NetworkSettings.IPAddress }}'
silly bohr




[root@development ~]# docker ps | grep mysqgl
84639b1810al mysql:5.7 "docker-
entrypoint.s.." 2 weeks ago Up 22 hours
0.0.0.0:3306->3306/tcp, :::3306->3306/tcp, 33060/tcp
mysql

[root@development ~]# docker inspect -f '{{range
.NetworkSettings.Networks}}{{.IPAddress}}{{end}}' mysql
172.21.0.4

neo@MacBook-Pro ~ % docker inspect --format='{{range
.NetworkSettings.Networks}}{{.IPAddress}}{{end}}' $(docker ps -
d)

172.24.0.7
172.24.0.6
172.24.0.5
172.24.0.4
172.24.0.3
172.24.0.2

MAC

neo@MacBook-Pro ~ % docker inspect --format='{{range
.NetworkSettings.Networks}}{{.MacAddress}}{{end}}' $(docker ps

-a -q)

02:42:ac:18:00:07
02:42:ac:18:00:06
02:42:ac:18:00:05
02:42:ac:18:00:04
02:42:ac:18:00:03
02:42:ac:18:00:02




Eif1 M

[root@development ~]# docker network ls | grep nginx
a82ealel05c7b nginx default bridge local

[root@development ~]# docker network inspect -f '{{range
.IPAM.Config}}{{.Subnet}}{{end}}' nginx default
172.26.0.0/16

war HB

neo@MacBook-Pro ~ % docker inspect --format='{{.LogPath}}'
“docker ps -a -gq°
/var/lib/docker/containers/dbea511590859fee80565d1c047da2443d62
£72£79627c7a97£fd891b3ae41168/dbea511590859fee80565d1c047da2443d
62£f72£79627c7a97£fd891b3aed41168-json.log
/var/lib/docker/containers/79126b58e92adbe933d8e39966aflel9cd86
7afe509deca2689fd27e5d25dce7/79126b58e92adbe933d8e39966aflel9cd
867afe509deca2689fd27e5d25dce7-json. log
/var/lib/docker/containers/5d1fff33a3el4d409e2ef675820d68af0fdd
6d512a7db06540b02b612eb889cc/5d1fff33a3e14d409e2ef675820d68af0f
dd6d512a7db06540b02b612eb889cc-json.log
/var/lib/docker/containers/42a58cb957d965d5ac0aa5d329c6b68aa77f6
2cae096£f974df99281f50c4819ab/42a58cb957d965d5ac0aa5d329c6b68aa’7
£62cae096£974df99281£f50c4819%9ab-json.log
/var/lib/docker/containers/68904b82d071b956757a54c50d95122210e8
4012542ec3cbe354b72601bf62ba/68904b82d071b956757a54c50d95122210
e84012542ec3cbe354b72601bf62ba-json.log
/var/lib/docker/containers/70a20dd0396d4b48314bfel19d71fc810fel
7fcbl174d0bfbl16bb8da53bff677/70a20dd0396d4b48314bfel119d71£c810f
el7fcbl174d0bfbl16bb8da53bff677-json.log
/var/lib/docker/containers/742313f2af466b7b932f8562e0dc75a228c7
£815b4eb5a35dd1618d94c88bf7e/742313£f2af466b7b932£8562e0dc75a228
c7f815b4eb5a35dd1618d94c88bf7e-json.log
/var/lib/docker/containers/d60dcf49c5d4c78904c442f8fb09e5d3d57a
9a2d21f6abaae7ee2d36bcc3ed4a2/d60dcf49¢c5d4c78904c442f8fb09e5d3d5
7a9a2d21f6abaae7ee2d36bcc3ed4a2-json.log
/var/lib/docker/containers/44c7ea7593838dblcea824862ee9708c7714




3d0e07d12cae0116cd8231eb2dlc/44c7ea7593838dblcea824862ee9708c77
143d0e07d12cae0116cd8231leb2dlc-json.log
/var/lib/docker/containers/ae3c930f6eca854c9dclc2ae84b7c870d63f
3731290d347dc27fcf85c36821e5/ae3c930f6eca854c9dclc2ae84b7c870d6
3£3731290d347dc27fcf85c36821e5-json.log
/var/lib/docker/containers/9beae3d5f5132e5f733e044d634ble8b2650
c30151db1a8468109bbf891be674/9beae3d5£f5132e5£733e044d634ble8b26
50c30151db1a8468109bbf891be674-json.log

ARIL json i &

neo@MacBook-Pro ~ % docker inspect --format='{{json .Config}}'
dbea51159085 | jg

{

"Hostname": "dbea51159085",

"Domainname": "",

"User": "",

"AttachStdin": false,

"AttachStdout": false,

"AttachStderr": false,

"ExposedPorts": {
"6379/tcp": {}

b

"Tty": false,
"OpenStdin": false,
"StdinOnce": false,
"Env": [

"PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/
bin",

"GOSU VERSION=1.10",

"REDIS_VERSION=5 .0.4",

"REDIS_ DOWNLOAD URL=http://download.redis.io/releases/redis-
5.0.4.tar.gz",

"REDIS_DOWNLOAD_ SHA=3ce9ceff5a23f60913el573f6dfcd4aa53b42d4a278
9e28fa53ec2bd28c987dd",
"REDIS PORT=6379"

1,




"Cmd": [

"redis-cli"
|
"Image": "netkiller/redis:latest",
"Volumes": {

"/data"
by
"WorkingDir": "/data",
"Entrypoint": [

"/docker-entrypoint.sh"

1/
"OnBuild": null,

"Labels": {

"com.docker.compose.config-hash":
"f2e8434ec82c796bceacd8461d71d487££3fb53£711220alefb976c59bd4d6
8c",

"com.docker.compose.container-number": "1",

"com.docker.compose.oneoff": "False",

"com.docker.compose.project": "cluster",

"com.docker.compose.service": "redis-cli",

"com.docker.compose.version": "1.23.2"

PRAL

neo@MacBook-Pro ~ % docker inspect --format '{{join
.Config.Entrypoint " , "}}' dbea51159085
/docker-entrypoint.sh

neo@MacBook-Pro ~ % docker inspect --format '{{.HostsPath}}'
dbea51159085
/var/lib/docker/containers/dbea511590859fee80565d1c047da2443d62
£72£79627c7a97£d891b3aed41168/hosts

neo@MacBook-Pro ~ % docker inspect --format '{{split .HostsPath
"/"}}' dbea51159085

[ var 1lib docker containers




dbea511590859fee80565d1c047da2443d62£72£79627c7a97£fd891b3ae4ll6
8 hosts]

neo@MacBook-Pro ~ % docker inspect --format "{{lower .Name}}"
dbea51159085

/redis-cli

neo@MacBook-Pro ~ % docker inspect --format "{{upper .Name}}"
dbea51159085

/REDIS-CLI

neo@MacBook-Pro ~ % docker inspect --format "{{title
.State.Status}}" dbea51159085
Restarting

neo@MacBook-Pro ~ % docker inspect --format '{{len .Name}}'
dbea51159085
10

neo@MacBook-Pro ~ % INSTANCE ID=42a58cb957d9




neo@MacBook-Pro ~ % docker inspect --format '{{.State.Pid}}
{{.State.ExitCode}}' $INSTANCE ID

745770

neo@MacBook-Pro ~ % docker inspect --format '{{print .State.Pid
.State.ExitCode}}' SINSTANCE ID

74577 0O

neo@MacBook-Pro ~ % docker inspect --format '{{printf "Pid:%d
ExitCode:%d" .State.Pid .State.ExitCode}}' SINSTANCE ID
Pid:74577 ExitCode:0

neo@MacBook-Pro ~ % docker inspect --format '{{.State.Pid}}
{{print "|"}}{{.State.ExitCode}}' SINSTANCE ID
745770

neo@MacBook-Pro ~ % docker inspect --format 'Hostname: {{
.Config.Hostname }} Name:{{.Name}} IP:{{range
.NetworkSettings.Networks}}{{.IPAddress}}{{end}}' $(docker ps -
d)

Hostname:dbea51159085 Name:/redis-cli IP:
Hostname:79126b58e92a Name:/cluster redisslave3 1
IP:172.24.0.7

Hostname:5d1fff33a3el Name:/cluster redismaster3 1
IP:172.24.0.6

Hostname:42a58cb957d9 Name:/cluster redismaster2 1
IP:172.24.0.5

Hostname:68904b82d071 Name:/cluster redisslave2 1
IP:172.24.0.4

Hostname:70a20dd0396d Name:/cluster redismasterl 1
IP:172.24.0.3

Hostname:742313f2af46 Name:/cluster redisslavel 1
IP:172.24.0.2




docker inspect --format '{{ .Config.Hostname }}:{{range

.NetworkSettings.Networks}}{{.IPAddress}}{{end}}' $(docker ps -
d)

#F Mount HF

[root@netkiller ~]# docker inspect gitlab | grep Mounts -A 20

{

"Mounts": [

"Source": "/srv/gitlab/config",
"Destination": "/etc/gitlab",
"Mode": n ll,

"RW": true,

"Propagation": "rprivate"

"Source": "/srv/gitlab/logs",
"Destination": "/var/log/gitlab",
"MOde": n "’

"RW": true,

"Propagation": "rprivate"

"Source": "/srv/gitlab/data",
"Destination": "/var/opt/gitlab",
"Mode": n Il,

"RW": true,

"Propagation": "rprivate"

BAARE

HRGEBR




$ sudo docker images

REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE
ubuntu 14.10 58faa899733f 2 weeks ago 196 MB
ubuntu utopic 58faa899733f 2 weeks ago 196 MB
ubuntu precise ea7d6801c538 3 weeks ago 127.5 MB
ubuntu 12.04 ea7d6801c538 3 weeks ago 127.5 MB
ubuntu 12.10 c5881fllded9 4 weeks ago 172.2 MB
ubuntu quantal c¢5881fllded9 4 weeks ago 172.2 MB
ubuntu 13.04 463ff6be4238 4 weeks ago 169.4 MB
ubuntu raring 463ff6bed4238 4 weeks ago 169.4 MB
ubuntu 13.10 195eb90b5349 4 weeks ago 184.7 MB
ubuntu saucy

195eb90b5349 4 weeks ago 184.7 MB

ubuntu 14.04 e54ca5efa2e9 4 weeks ago 276.5 MB
ubuntu latest e54cab5efa2e9 4 weeks ago 276.5 MB
ubuntu trusty e54ca5efa2e9 4 weeks ago 276.5 MB
ubuntu 10.04 3db9c44f4520 12 weeks ago 183 MB
ubuntu lucid 3db9c44f4520 12 weeks ago 183 MB

RO iR

$ sudo docker pull centos

Pulling repository centos
b7de3133f£f98: Pulling dependent layers
5cc9e91966£f7: Pulling fs layer
511136ea3c5a: Download complete
ef52fblfe610: Download complete

MR

docker rmi $(docker images --format "{{.ID}}: {{.Repository}}"
| grep fscs | cut -d: -f1)




14 <none> 4514

<none>
0fe48d3d68c6
<none>
8372211e8f27
<none>
10e486£8b7e0
<none>
4e741a99e2f7
<none>
ecb48c238139
<none>
5fb2543£fe938
<none>
2638e33e8168
<none>
447651629be0
<none>
£f66e1450b24b
<none>
90e5e4ccedbl
<none>
4de93b767£79
<none>
746b7846eb74
<none>
cb45a33c957a
<none>
7ale07e37dc6

Deleted:

deOdebfe
Deleted:

About an hour
About an hour
About an hour
About an hour
About an hour
About an hour
About an hour
About an hour
About an hour
2 hours ago
3 hours ago
3 hours ago
3 hours ago

3 hours ago

ago

ago

ago

ago

ago

ago

ago

ago

ago

neo@MacBook-Pro ~/git/springcloud/webflux % docker images |
grep none | cut -f2

<none>
487MB
<none>
487MB
<none>
487MB
<none>
487MB
<none>
487MB
<none>
487MB
<none>
487MB
<none>
470MB
<none>
487MB
<none>
486MB
<none>
486MB
<none>
470MB
<none>
470MB
<none>
105MB

neo@MacBook-Pro ~/git/springcloud/webflux % docker rmi -f
$(docker images | grep none | awk '{print $3}'")

sha256:0fe48d3d68c6e6784b6080aldal0f06eec55a29£f2593b601579£ffa3el3




sha256:14alb072f£f90eeccd14530b60576£fe488917df6bfdele369dfc841ad
£8827e72
Deleted:
sha256:08£9d5b08dca78932767195¢c9188f6c32fccf6a8394cel0955ae280ca
785187c2
Deleted:
sha256:8372211e8£27dd23093b151a157b990b2d96feec2d3dd9ab38acbd66
45c423c9
Deleted:
sha256:d47c4aec3decbbeae787alelab0245e69calelaecaca76db2decaee3c
5bel3c5c
Deleted:
sha256:e791fele86eeb86c4195d3558bb67025deaee36c5430£fb83c60ab8cl
88774667
Deleted:
sha256:10e486£8b7e000£5deb920cdd7db4d56fceab689747eda8ba365419d
7abb7461
Deleted:
sha256:eaccd2521fabl8511d5aale51184£25442c3e717e29e85f£255¢c1f4f
031eab572
Deleted:
sha256:3af7330310b481636cdf756208cac87ded704612f95af2d309aa327b
5d1£d30b
Deleted:
sha256:4e741a99e2f707b6957be436d384d087200ebd11c8673b2c0cle8bae
£304fbfb

AR MBS

logs



Options:

--details
—--follow
--since string
g42m (EN4275%h)

--tail string
--timestamps
--until string

fN4a2m (Bl4293%h)

-f,

.

$ docker logs [OPTIONS] CONTAINER

JjnggﬁﬁthU
IRERSER HE

ETREE N timestampZ [GRIHE, SIEXIAT(E],

MBEREETRZE
J.L/'_I'\E—_“Eﬂ *Z

h-TEHJ

EREE M timestampZ BIKHE,

ZiAZall

SRS AT (A,

nginx

nginx: [emerg] invalid
0.0.0.0:80

nginx: [emerg] invalid
0.0.0.0:80
nginx: [emerqg]
0.0.0.0:80
nginx: [emerqg]
0.0.0.0:80
nginx: [emerg]
0.0.0.0:80
nginx: [emerg]
0.0.0.0:80

invalid

invalid

invalid

invalid

[root@netkiller ]# docker logs

server name or wildcard

server name oOr

server name or wildcard

server name OoOr

server name or wildcard

server name or wildcard

my-nginx-container
"www.*.com"

wildcard "

wildcard "

www.*.com"

"www.*.com"

www.*.com"

"www.*.com"

"www.*.com"

on

on

on

on

on

on

$ docker logs -f CONTAINER_ID




BRI TR

$ docker logs -t --since="2018-02-08" --tail=100 CONTAINER_ ID

BR—BAEHIN I H &

$ docker logs -t --since="2019-02-08T12:20:30" --until "2019-
02-09T12:23:30" CONTAINER ID

B H Docker

docker ps -aq | xargs docker rm -f
docker images -aq | xargs docker rmi -f

CIEEHAE

https://docs.docker.com/engine/reference/commandline/login/

Docker
Docker Hub

docker login -u FAF® -p g



https://docs.docker.com/engine/reference/commandline/login/

$ docker login localhost:8080

$ cat ~/my password.txt | docker login --username foo --
password-stdin

e}

docker logout

build

$ docker build -f /path/to/a/Dockerfile .

docker network create -d bridge --subnet 172.25.0.0/16
private network

docker run -d -v




/usr/local/etc/redis/redis.conf:/usr/local/etc/redis/redis.conf
-p 6379:6379 --network=private network --name redis redis
redis-server /usr/local/etc/redis/redis.conf

FHEE

neo@MacBook-Pro-Neo ~ % docker events
2020-10-22T21:29:44.289075472+08:00 network create
8eab34642596e253eb51aa40cc4f5c4cl4fb88flbad7c8cbdeacc2ad4llcdb4
4 (name=search elastic, type=bridge)
2020-10-22T721:29:44.304732058+08:00 volume create search dataOl
(driver=local)

2020-10-22T721:29:44.319023013+08:00 volume create search data02
(driver=local)

2020-10-22T721:29:44.331507541+08:00 volume create search data0O3
(driver=local)

2020-10-22T721:29:44.584989392+08:00 volume create search dataOl
(driver=local)

M docker H1 &2 il SO

neo@MacBook-Pro-Neo ~ % docker cp
13acbc98fb35:/etc/nginx/nginx.conf nginx/conf

[root@localhost nginx]# docker cp nginx:/etc/nginx/nginx.conf .
[root@localhost nginx]# docker cp nginx:/etc/nginx/conf.d .




AH i ek

neo@MacBook-Pro-Neo ~/workspace/Linux % docker history
prom/prometheus:latest

IMAGE CREATED CREATED BY

SIZE COMMENT

267e73020447 9 days ago /bin/sh -c #(nop) CMD ["--
config.file=/etc/.. 0B

<missing> 9 days ago /bin/sh -c #(nop) ENTRYPOINT
["/bin/prometh.. 0B

<missing> 9 days ago /bin/sh -c #(nop) WORKDIR
/prometheus 0B

<missing> 9 days ago /bin/sh -c #(nop) VOLUME

[ /prometheus] 0B

<missing> 9 days ago /bin/sh -c #(nop) EXPOSE 9090
0B

<missing> 9 days ago /bin/sh -c #(nop) USER nobody
0B

<missing> 9 days ago |2 ARCH=amd64 0OS=linux /bin/sh -c
mkdir -p /.. 1kB

<missing> 9 days ago |2 ARCH=amd64 0S=linux /bin/sh -c
ln -s /usr.. 70B

<missing> 9 days ago /bin/sh -c #(nop) COPY
file:ccd2272d74b950d3... 129kB

<missing> 9 days ago /bin/sh -c #(nop) COPY
file:e56be853b56584e3... 3.65kB

<missing> 9 days ago /bin/sh -c #(nop) COPY
file:141c5dcfe0148c05... 11.4kB

<missing> 9 days ago /bin/sh -c #(nop) COPY
dir:fb3645c7el68b5adc.. 19.5kB

<missing> 9 days ago /bin/sh -c #(nop) COPY
dir:6111a57e3d623c34c.. 9.04kB

<missing> 9 days ago /bin/sh -c #(nop) COPY
file:alaaf2bddcc0Odald.. 934B

<missing> 9 days ago /bin/sh -c #(nop) COPY
file:32c8fb6cc8el278c... 91.1MB

<missing> 9 days ago /bin/sh -c #(nop) COPY

file:a9b6183415409cch.. 102MB




<missing> 9 days ago /bin/sh -c #(nop) ARG 0S=linux
0B

<missing> 9 days ago /bin/sh -c #(nop) ARG ARCH=amd64
0B

<missing> 9 days ago /bin/sh -c #(nop) LABEL
maintainer=The Prom.. 0B

<missing> 3 months ago /bin/sh -c #(nop) COPY
dir:bb5589ed25434b0b5... 1.44MB

<missing> 3 months ago /bin/sh -c #(nop) MAINTAINER The
Prometheus.. 0B

<missing> 3 months ago /bin/sh -c #(nop) CMD ["sh"]

0B

<missing> 3 months ago /bin/sh -c #(nop) ADD

file:dc794c2febce9ec5hb... 1.24MB

--no-trunc

neo@MacBook-Pro-Neo ~/workspace/Linux % docker history --no-
trunc docker.io/mysqgl:latest

Z AT

Neo-iMac:nginx neo$ docker scan
Usage: docker scan [OPTIONS] IMAGE

A tool to scan your images

Options:

--accept-license Accept using a third party scanning
provider

—--dependency-tree Show dependency tree with scan
results

—-—-exclude-base Exclude base image from vulnerability
scanning (requires --file)

-f, --file string Dockerfile associated with image,




provides more detailed results

--group-issues Aggregate duplicated vulnerabilities
and group them to a single one (requires --json)

--json Output results in JSON format

--login Authenticate to the scan provider

using an optional token (with --token), or web base token if
empty

--reject-license Reject using a third party scanning
provider

--severity string Only report vulnerabilities of
provided level or higher (low|medium|high)

--token string Authentication token to login to the
third party scanning provider
--version Display version of the scan plugin

"docker scan" requires exactly 1 argument

Neo-iMac:nginx neo$ docker scan redis:latest
Neo-iMac:nginx neo$ docker scan 192.168.30.5/netkiller.cn/java

Contexts

Neo-iMac:~ neoS$S docker context
Manage contexts

Usage:
docker context [command]

Available Commands:

create Create new context

export Export a context to a tar or kubeconfig file

import Import a context from a tar or zip file

inspect Display detailed information on one or more
contexts

list List available contexts

rm Remove one or more contexts




show Print the current context

update Update a context
use Set the default context
Flags:

-h, --help Help for context

Use "docker context [command] --help" for more information
about a command.

BE

Neo-iMac:~ neo$S docker context 1ls

NAME TYPE DESCRIPTION

DOCKER ENDPOINT KUBERNETES ENDPOINT
ORCHESTRATOR

default * moby Current DOCKER_ HOST

based configuration unix:///var/run/docker.sock
swarm

desktop-linux moby
unix:///Users/neo/.docker/run/docker.sock

A5

localhost default unix:///var/run/docker.sock
Remote host remote ssh://user@remotemachine
docker-in-docker dind tcp://127.0.0.1:2375

Neo-iMac:~ neo$ docker context create development --docker
"host=ssh://root@192.168.30.11"
development




Successfully created context "development"

Neo-iMac:~ neo$ docker context create testing --docker
"host=tcp://192.168.30.11:2376"

testing

Successfully created context "testing"

Neo-iMac:~ neo$ docker context 1ls

NAME TYPE DESCRIPTION

DOCKER ENDPOINT KUBERNETES ENDPOINT
ORCHESTRATOR

default * moby Current DOCKER_ HOST

based configuration unix:///var/run/docker.sock
swarm

desktop-linux moby
unix:///Users/neo/.docker/run/docker.sock
development moby

ssh://root@192.168.30.11

testing moby

tcp://192.168.30.11:2376

inspect

Neo-iMac:~ neo$ docker context inspect

[

"Name": "default",
"Metadata": {
"StackOrchestrator": "swarm"
b
"Endpoints": {
"docker": {
"Host": "unix:///var/run/docker.sock",
"SkipTLSVerify": false

b




"TLSMaterial": {},
"Storage": {
"MetadataPath": "\u003cIN MEMORY\u003e",
"TLSPath": "\u0O03cIN MEMORY\u003e"
}
}
1
1§ F context
development

Neo-iMac:~ neo$ docker context use development
development

Neo-iMac:~ neoS$S docker context 1ls

NAME TYPE DESCRIPTION

DOCKER ENDPOINT KUBERNETES ENDPOINT
ORCHESTRATOR

default moby Current DOCKER_ HOST

based configuration unix:///var/run/docker.sock
swarm

desktop-linux moby
unix:///Users/neo/.docker/run/docker.sock
development * moby

ssh://root@192.168.30.11

testing moby

tcp://192.168.30.11:2376

development ps



Neo-iMac:~ neo$ docker ps

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS

NAMES

be36eb55d2a7 openjdk:8 "java -jar
/app/neo..." 6 days ago Up 40 hours 0.0.0.0:8088-
>8080/tcp, :::8088->8080/tcp

api

5c6892c6d488 redis:alpine "docker-
entrypoint.s.." 2 months ago Up 2 weeks 0.0.0.0:6379-
>6379/tcp, :::6379->6379/tcp

redis

9ee2a3aab354 portainer/agent "./agent"

3 months ago Up 2 weeks 0.0.0.0:9001->9001/tcp, :::9001-
>9001/tcp

portainer-agent

84639b1810al mysqgl:5.7 "docker-
entrypoint.s.." 3 months ago Up 2 weeks 0.0.0.0:3306-
>3306/tcp, :::3306->3306/tcp, 33060/tcp

mysql

T B

Neo-iMac:~ neo$ docker context rm testing
testing

--context 24

Neo-iMac:~ neo$ docker --context default ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS
NAMES

Neo-iMac:~ neo$ docker --context development ps




CONTAINER ID IMAGE COMMAND

CREATED STATUS PORTS

NAMES

be36eb55d2a7 openjdk:8 "jJava -jar
/app/neo..." 6 days ago Up 41 hours 0.0.0.0:8088-
>8080/tcp, :::8088->8080/tcp

api

4.2. docker-compose - Define and run multi-container
applications with Docker.

Docker Compose v3
%% docker-compose

i H pip %4

yum install -y python-pip
pip install docker-compose

OSCM %%

curl -s
https://raw.githubusercontent.com/oscm/shell/master/virtualizat
ion/docker/docker-compose.sh | bash

HERWMA S




[root@localhost ~]# docker-compose version
docker-compose version 1.29.2, build 5beceadc
docker-py version: 5.0.0

CPython version: 3.7.10

OpenSSL version: OpenSSL 1.1.01 10 Sep 2019

PLE A T]

[root@localhost tmp]# cat app.py
import time

import redis
from flask import Flask

app = Flask(__name )
cache = redis.Redis(host='redis', port=6379)

def get hit count():
retries = 5
while True:
try:
return cache.incr('hits"')
except redis.exceptions.ConnectionError as exc:
if retries == 0:
raise exc
retries -= 1
time.sleep(0.5)

@app.route('/")

def hello():

count = get hit count()

return 'Hello World! I have been seen {}
times.\n'.format (count)

if name == " main_ ":
app.run(host="0.0.0.0", debug=True)




[root@localhost tmp]# cat requirements.txt

flask
redis

[root@localhost tmp]# cat Dockerfile
FROM python:3.4-alpine

ADD . /code
WORKDIR /code
RUN pip install -r requirements.txt

CMD ["python", "app.py"]

[root@localhost tmp]# cat docker-compose.yml
version: '2'
services:
web:

build: .

ports:

- "5000:5000"

redis:

image: "redis:alpine'

JE3h



docker-compose up

[root@localhost docker]# docker-compose up

docker-compose up -d

[root@localhost docker]# docker-compose up mysql
[root@localhost docker]# docker-compose up -d mysql

yml

S docker-compose -f docker-compose.yml up -d

{1k
ek

docker-compose down




[root@localhost docker|# docker-compose down
emoving docker membersrvc 1 ... done

JEi3h
HEEUFE

docker-compose ps

[root@localhost docker]# docker-compose ps

Name Command State
Ports
test membersrvc 1 membersrvc Up
0.0.0.0:7054->7054/tcp
test vp0 1 sh -c sleep 5; peer node s ... Up

0.0.0.0:7050->7050/tcp, 0.0.0.0:7051->7051/tcp, 0.0.0.0:7053-
>7053/tcp

HH HE

docker-compose logs -f vpO

100

[www@testing api.netkiller.cn]$ sudo docker-compose logs -f --
tail=100



PAT AL

docker-compose exec vp0 bash

docker-compose run vp0 bash

4.3. Docker Scan

dnf install docker-scan-plugin

docker scan nginx




5. Bl B

Docker f5{% Hitil: https:/registry.hub.docker.com/

5.1.

NAME

centos

build of CentOS.
tianon/centos

Created using rinse instea...
ansible/centos7-ansible

Centos7
saltstack/centos-6-minimal
7 [OK]
blalor/centos

CentOS 6.5 image
steeef/graphite-centos
Graphite and Carbon via ng...
ariya/centos6-teamcity-server
8.1 on CentOS 6

tutum/centos

tutum/centos-6.4
tutum/centos:6.4 instead.

STARS OFFICIAL  AUTOMATED

with SSH access. For the root...

$ sudo docker search centos |more

542

28

13

DESCRIPTION

The official

[OK]
Cent0OS 5 and 6,

Ansible on

[OK]

Bare-bones base
[OK]
CentOS 6.x with
[OK]
TeamCity Server
[OK]

Centos image
[OK]
DEPRECATED. Use

[OK]

5.2.

AT LU A docker pull a4k W'E & 3R BUTr F BRI B (R -

sudo docker pull ubuntu:14.04



https://registry.hub.docker.com/

T

$ sudo docker pull registry.hub.docker.com/ubuntu:14.04

R RA 8

CREATED
ubuntu
days ago
ubuntu
days ago
ubuntu
days ago
ubuntu
days ago
ubuntu
days ago
ubuntu
days ago
ubuntu
days ago
ubuntu
days ago
ubuntu
days ago
ubuntu

ubuntu

ubuntu

months ago
months ago

months ago

$ sudo docker pull ubuntu

$ sudo docker images
REPOS1TORY

TAG

VIRTUAL SIZE

utopic
215.6 MB
14.10
215.6 MB
14.04
197.8 MB
trusty
197.8 MB
latest
197.8 MB
14.04.1
197.8 MB
precise
116.1 MB
12.04.5
116.1 MB
12.04
116.1 MB
12.10
172.1 MB
quantal
172.1 MB
13.04
169.4 MB

IMAGE 1D

277eb4304907

277eb4304907

5506de2b643b

5506de2b643b

5506de2b643b

5506de2b643b

0b310e6bT058

0b310e6bT058

0b310e6bT058

c5881fl11ded9

c5881f11ded9

463ff6be4238




ubuntu raring 463ff6be4238 4

months ago 169.4 MB

ubuntu 13.10 195eb90b5349 4
months ago 184.6 MB

ubuntu saucy 195eb90b5349 4
months ago 184.6 MB

ubuntu 10.04 3db9c4414520 6
months ago 183 MB

ubuntu lucid 3db9c4414520 6
months ago 183 MB

M EHAd AR 55 g AR AT B 15R

$ sudo docker pull dl.dockerpool.com:5000/ubuntu:12.04

SEUE . BUATREI AT ER 1. BlanglE—4 gy, ibHFE
17 bash M A .

$ sudo docker run -t -i ubuntu:14.10 /bin/bash

5.3.

$ sudo docker images

REPOSITORY TAG IMAGE ID

CREATED VIRTUAL SIZE

ubuntu 14.10 277eb4304907 3
days ago 215.6 MB

ubuntu latest 5506de2b643b 3

days ago 197.8 MB




5.4. tag
TRAARZE

..........................................................................................................................
]

1
..........................................................................................................................

latest FR2x

docker tag netkiller/config:10.10 netkiller/config

TEANIR] B (AT AR 28

iMac:registry neo$ docker tag
127.0.0.1:5000/netkiller/config: latest
192.168.64.2:30050/netkiller/config: latest

5.5.
RAIF BB

$sudo docker save -o ubuntu 14.10.tar ubuntu:14.10




HANBLR

$ sudo docker load --input ubuntu_14.10.tar
=7
$ sudo docker load < ubuntu_14.10.tar

5.6.

$ sudo docker rmi ubuntu:12.04
Untagged: ubuntu:12.04

i il W BT A 15

docker rmi -f $(docker images -Q)

fHBE none FR2Z5EE1%

docker images | grep none | awk "{ print $3; }" | xargs docker
rmi

5.7. history

AL YIE RS,



# docker history centos:tomcat
IMAGE CREATED

SI1ZE COMMENT
2faf9a2d2bdc 22 hours ago
[‘catalina.sh™ "run'] OB
8el2c1le8Fd89 22 hours ago
EXPOSE 8080/tcp OB
35158d8231c5 22 hours ago
VOLUME [/srv/tomcat/temp] 0B
4302c5¢c13241 22 hours ago
VOLUME [/srv/tomcat/work] OB
53537696aal19 22 hours ago
File:ac42123F37092b9. . . 298 B
beO4ba27a9ae 23 hours ago
wget -O tomcat.tar.... 8.75 MB
847be662a35f 5 days ago
TOMCAT_ASC_URL=http. .. OB
ac6550346558 5 days ago
TOMCAT_TGZ_URL=http. .. OB
50c12be7ca48 5 days ago
TOMCAT_VERSION=8.5.15 OB
89c44758e4ae 5 days ago
TOMCAT_MAJOR=8 OB
560ad98c1b23 5 days ago
-y java-1.8.0-openj. .. 236 MB
befeedbb7dc7 5 days ago
WORKDIR /srv/tomcat 0B
c85ct394faf8 5 days ago
""$CATALINA_ HOME™ OB
debf78012b2c 5 days ago
PATH=/srv/tomcat/bi ... OB
ccc27f4f3bcT 5 days ago
CATALINA HOME=/srv/. .. OB
81351964d568 6 days ago
MAINTAINER Netkiller <n... OB
3bee3060bfc8 9 days ago
["/bin/bash™] OB
<missing> 9 days ago
LABEL name=CentOS Base ... OB
<missing> 9 days ago
File:d22a9c627d1d1f3... 193 MB

CREATED

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

#(nop)
#(nop)
#(nop)

#(nop)

CMD

#(nop) ADD

set -X
#(nop)
#(nop)
#(nop)
#(nop)
yum inst
#(nop)
mkdir -p
#(nop)
#(nop)
#(nop)
#(nop)
#(nop)

#(nop)

&&

ENV

ENV

ENV

ENV

all

ENV

ENV

CMD

ADD




docker history docker.io/mysql:5.7
docker history --no-trunc docker.i1o/mysql:5.7

neo@MacBook-Pro-Neo ~ % docker history
docker.elastic.co/kibanaZkibana:7.9.2

IMAGE CREATED
SI1ZE COMMENT
ba296c26886a 4 weeks ago
["/usr/local/bin/kiba.. 0B
<missing> 4 weeks ago
ENTRYPOINT ["/usr/local/b.. OB
<missing> 4 weeks ago
LABEL org.label-schema.sc.. 0B
<missing> 4 weeks ago
kibana OB
<missing> 4 weeks ago
gid 1000 kibana && use.. 360kB
<missing> 4 weeks ago
-perm -4000 -exec ch.. 484kB
<missing> 4 weeks ago
/usr/share/kibana && T.. 0B
<missing> 4 weeks ago
--chown=1000:0File:49.. 9.69kB
<missing> 4 weeks ago
--chown=1000:0file:ea.. 234B
<missing> 4 weeks ago
PATH=/usr/share/kiban.. OB
<missing> 4 weeks ago
ELASTIC_CONTAINER=true OB
<missing> 4 weeks ago
/usr/share/kibana /opt/kiba.. 17B
<missing> 4 weeks ago
WORKDIR Zusr/share/kibana OB
<missing> 4 weeks ago
--chown=1000:0dir:e8c.. 941MB
<missing> 4 weeks ago

CREATED

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

#(nop) CMD
#(nop)
#(nop)
#(nop) USER
groupadd --
find / -xdev
chmod g+ws

#(nop) COPY

#(nop) COPY

#(nop) ENV
#(nop) ENV
In -s
#(nop)

#(nop) COPY

chmod +x




/usr/local/bin/dumb-init 54.7
<missing> 4 weeks ago
""3712c1Tt0372a4555411b89924fh...
<missing> 4 weeks ago
/usr/local/bin/dumb-in.. 75.2kB
<missing> 4 weeks ago
y && yum install -y fT. 31.1mMB
<missing> 4 weeks ago
EXPOSE 5601 0B
<missing> 2 months ago
["/bin/bash™] OB
<missing> 2 months ago
LABEL org.label-schema.sc.. 0B
<missing> 2 months ago

F11e:61908381d3142ffba.. 203MB

kB

0B

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

/bin/sh

echo

curl -L -o
yum update -
#(nop)
#(nop) CMD
#(nop)

#(nop) ADD

5.8. format

":latest”

docker images --format "{{.Repository}}:{{-Tag}}" | grep

5.9. inspect

version

"GOSU_VERSION=1.14",
"REDIS VERSION=7.0.
""DockerVersion': "20.10.12"
"GOSU_VERSION=1.14"
"REDIS _VERSION=7.0.

4ll

4II

[root@netkiller ~]# docker image inspect redis:latest | grep -i

5.10.




docker run -it --entrypoint sh <images>

L (SEN

[root@netkiller ~]# docker run -1t --entrypoint sh nginx:latest
# find / | more

/
/bin
/bin/bash
/bin/cat
/bin/chgrp
/bin/chmod
/bin/chown




iMac:netkiller neo$ docker container Is

6.2 jaEh 5% kA4

$ sudo docker run ubuntu:14.10 /bin/echo "Hello world"
Hello world

1 ABASH

$ sudo docker run -t -i ubuntu:14.10 /bin/bash
root@f8c7b2afffl4:/#

start / stop / restart

sudo docker start silly_bohr
silly bohr

$ sudo docker stop silly_bohr
silly_bohr

$ sudo docker restart silly_bohr
silly bohr




[root@localhost ~]# docker container start registry
registry

[root@localhost ~]# docker ps

CONTAINER 1D IMAGE COMMAND

CREATED STATUS PORTS

NAMES

F1e57592F82a registry:latest "/entrypoint.sh /etc..”
8 days ago Up 6 seconds 0.0.0.0:5000->5000/tcp
registry

[root@localhost ~]# curl http://192.168.3.6:5000/v2/ catalog
{"'repositories:[]1}

PR RS T

$ sudo docker run -d ubuntu:14.10 /bin/sh -c "while true; do
echo hello world; sleep 1; done™
4cdbb75eeabf3flea87bec9laccdf5211639d0895e94ab94ffFald55fb7f62e2

a

Eﬁ docker ps ﬁé}l@ﬁ%g Ry _é‘/%\

$ sudo docker ps

CONTAINER ID IMAGE COMMAND

CREATED STATUS PORTS

NAMES

4cdbb75eeabf ubuntu:14.10 "/bin/sh -c “"while t
30 seconds ago Up 28 seconds

drunk_rosalind




FORA AR, AT LLE A docker logs 4o

$ sudo docker logs iInsane_babbage

HE: SFirdERAE &, ik, Hag@iddocker logs
meEE

6.3. HE N 25

=

$ sudo docker run -idt ubuntu:14.10

79319805620d7e10564e0778c388640ch73b6alaec663bf468904d72a41219F
2

$ sudo docker ps

CONTAINER ID IMAGE COMMAND

CREATED STATUS PORTS

NAMES

79319805620d ubuntu:14.10 "/bin/bash™ 5
seconds ago Up 4 seconds

mad_elion

$ sudo docker attach mad_elion

root@79319805620d:/# Is

bin boot dev etc home lib [1ib64 media mnt opt proc
root run sbin srv sys tmp usr var

neo@MacBook-Pro-Neo ~ % docker exec prometheus id




uid=65534(nobody) gid=65534(nhogroup)

6.5. TR AL G

Ubuntu

$ sudo docker export 7691a814370e > ubuntu.tar

<I[CDATAL
$ cat ubuntu.tar | sudo docker import - test/ubuntu:v1.0

%€ URL BE A H3XRFN, Bl

$sudo docker import http://example.com/exampleimage.tgz
example/imagerepo

Mac i 5FA

il

iMac:tmp neo$ docker export registry -o registry.tar




FA

iMac:tmp neo$ docker import registry.tar
sha256:1678c838115696195401168Fell7ea81715b6b676497307e65d15d1a
cl0d9all

+5 % [REPOSITORY[:TAG]]

iMac:tmp neo$ docker import registry.tar registry:latest
sha256:7b76bd807a47dcc60e41bf2¥8268ecf69906bbl4c2ebaa348c4cl5aa
c716b878

iMac:tmp neo$ docker images registry

REPOSITORY TAG IMAGE 1D

CREATED SIZE

registry latest 7b76bd807a47 11
seconds ago 26.2MB

6.6. 3 LB 1% %
AICP A IEAEIB TR 7 dn

docker kill $(docker ps -a -q)

—-signal, -s [ &4 K IEfH T

& ik —-SIGHUP(5 5



$ docker kill -s=SIGHUP my container

] Ll

=

%

LTI E B EXET . SIGHTZ k), £
U0 T ) S ST

$ docker kill -s=SIGHUP my container
$ docker kill -s=HUP my container
$ docker kill -s=

1 my_container

6.7. flFrAds

i i docker rm SR ER— ML T LB RS AR

$ sudo docker ps
CONTAINER ID
CREATED

NAMES
F8c7b2afffl4d

14 minutes ago
agitated_fermat
Oabd2e5fc251

15 minutes ago
clever_kowalevski

clever_kowalevskKi

$ sudo docker ps
CONTAINER 1D
CREATED

NAMES
F8c7b2afffl4
minutes ago

-a
IMAGE COMMAND
STATUS PORTS
ubuntu:14.10 "/bin/bash™

Exited (0) 2 minutes ago

ubuntu:14.10 "/bin/echo "Hello wo
Exited (0) 15 minutes ago

$ sudo docker rm clever_kowalevski

-a
IMAGE COMMAND
STATUS PORTS
ubuntu:14.10 *"/bin/bash™

Exited (0) 5 minutes ago

16




agitated fermat

$ docker rm
719198391ecftldoflfl53fFfealbbd84cd2dc9cTt6d31d5a4f348c60d98392814
C

IR AT L 2038 1 2

docker rm $(docker ps -a -q)

6.8. log-driver

k£ 3 fluentd

docker run --log-driver=fluentd --log-opt fluentd-
address=192.168.2_.5:24220 ubuntu echo ""Hello world"

6.9. HAE R 58

EE R

iMac:welcome neo$ docker run 127.0.0.1:5000/netkiller/welcome -
e JAVA OPTS="'-server -Xms512m -Xmx4096m"




/etc/hosts i &

# docker run --add-host=docker:10.180.0.1 --rm -1t debian

] /etc/hosts SCAE PN TN I EN 44

docker run -it --add-host=db.netkiller.cn:172.16.18.80 ubuntu
cat /etc/hosts

sysctl

$ docker run --sysctl net.ipv4.ip_forward=1 someimage

docker run -itd --restart=always --net=host \
--name=centos0l1 --hostname=centos01l \
--sysctl kernel _.msgmnb=13107200 \

--sysctl kernel _.msgmni=256 \

--sysctl kernel _.msgmax=65536 \

--sysctl kernel.shmmax=69719476736 \

--sysctl kernel.sem="500 256000 250 1024 \
-v /mnt/ssd:/var/1ib/www \

centos: latest /bin/bash

docker exec centosOl sysctl -a |grep -E \
"kernel _.msgmnb]kernel .msgmni | kernel _.msgmax ] kernel .shmmax]kernel
.sem”




ulimits

AFE ulimit % B

$ docker run --ulimit nofile=1024:1024 --rm debian sh -c
“ulimit -n"

$ docker run -it --ulimit as=1024 fedora /bin/bash
$ docker run -d -u daemon --ulimit nproc=3 busybox top

docker run -d --ulimit nofile=20480:40960 nproc=1024:2048 nginx

6.10. HHE A2 Nia1THIEFRE

neo@MacBook-Pro-Neo ~ % docker ps

CONTAINER 1D IMAGE

COMMAND CREATED STATUS

PORTS NAMES

a6e33697e4bb
docker.elastic.co/elasticsearch/elasticsearch:7.9.2 “/tini —-
/usr/local..” 2 minutes ago Up 2 minutes

9200/tcp, 9300/tcp es02

598a6e61d4fc docker.elastic.co/kibana/kibana:7.9.2
""/usr/local/bin/dumb..” 2 minutes ago Up 2 minutes
0.0.0.0:5601->5601/tcp kibana

bc125a658981
docker.elastic.co/elasticsearch/elasticsearch:7.9.2 “/tini —-
/usr/local..™ 2 minutes ago Up 2 minutes

9200/tcp, 9300/tcp es03




d027503beedb
docker.elastic.co/elasticsearch/elasticsearch:7.9.2 "/tini —-
/usr/local..” 2 minutes ago Up 2 minutes
0.0.0.0:9200->9200/tcp, 9300/tcp elasticsearch

neo@MacBook-Pro-Neo ~ % docker top 598a6e6ld4fc

PID USER TIME

COMMAND

3077 1000 0:00
/usr/local/bin/dumb-init -- Zusr/local/bin/kibana-docker
3285 1000 1:58

/usr/share/kibana/sbin/ . ./node/bin/node
/usr/share/kibanasbin/../src/cli --cpu.cgroup.path.override=/ -
-cpuacct.cgroup.path.override=/

6.11. B e il e B

neo@MacBook-Pro-Neo ~ % docker update kibana --cpus 1
kibana

6.12. T E A HIIR HPIRES

neo@VacBook-Pro-Neo ~ % docker wait a6e33697e4bb

docker pause a6e33697e4bb



B Y

W8 581517

docker unpause a6e33697e4bb

6.14. Xt 4 24
EHRR RGBS BHR TR ]

neo@MacBook-Pro-Neo ~ % docker diff a6e33697e4bb
/tmp

/tmp/elasticsearch-14495251404334864644
/tmp/hsperfdata_elasticsearch
/tmp/hsperfdata_elasticsearch/6

/usr

/usr/share

/usr/share/elasticsearch
/usr/share/elasticsearch/config
/usr/share/elasticsearch/config/elasticsearch.keystore
/usr/share/elasticsearch/.cache
/usr/share/elasticsearch/.cache/JNA
/usr/share/elasticsearch/.cache/JNA/temp
/usr/share/elasticsearch/logs
/usr/share/elasticsearch/logs/gc. log
/usr/share/elasticsearch/logs/gc.1o0g.00

>>0>>>T>T0000>>>0

6.15. R R HIRZS

neo@VacBook-Pro-Neo ~ % docker stats
CONTAINER 1D NAME CPU %

MEM




USAGE /7 LIMIT MEM %

1/70 PIDS
a6e33697e4bb es02

894 .2MiB / 3.848GiB 22 .69%
98.9MB / 3.88MB 77
598a6e61d4fc kibana
462 .8MiIB /7 3.848GiB 11.74%
409MB 7/ 4.1kB 12
bcl125a658981 es03
889.9MiIB / 3.848GiB 22 .58%
48 _.5MB / 3.09MB 71
d027503bee4b elasticsearch
928.4MiB / 3.848GiB 23.56%
139MB / 8.57MB 75

NET

170

.68%

13.9MB / 6.95MB

-95%

718kB / 13MB

-67%

1.76MB /7 5.79MB

- 75%

24MB / 14.7MB

BLOCK

6.16. H J5 2 4

—time, -t 10 5% 11 ¢4 Z Bij it 255 457 HY I ] (F)

$ docker restart [options] container [container...]

6.17. DNS

host.docker.internal

gateway.docker.internal




7. GEH
7.1 5%

docker volume 1s

# docker volume ls

DRIVER VOLUME NAME

local
dbac41b6de88c75d2932d5949367b17£347£482977d508195375dbc71518ab2
7

7.2. Q%

# docker volume create --name WebVolumel
WebVolumel

# docker volume 1ls

DRIVER VOLUME NAME
local WebVolumel
local

dbac41b6de88c75d2932d5949367b17£347£482977d508195375dbc71518ab2
7

7.3 HAEGB




docker run -ti --rm -v WebVolumel:/www ubuntu
docker run -ti --rm -v WebVolumel:/www docker.io/centos:7

# df | grep /www
/dev/vdal 20510332 7943940 11501484 41% /www

# mkdir -p /www/netkiller.cn/www.netkiller.cn

# echo Helloworld >
/www/netkiller.cn/www.netkiller.cn/index.html

# cat /www/netkiller.cn/www.netkiller.cn/index.html
Helloworld

# exit

exit

7.4. L

# docker volume inspect WebVolumel

[

{
"Driver": "local",
"Labels": {},
"Mountpoint":

"/var/lib/docker/volumes/WebVolumel/ data",
"Name": "WebVolumel",
"Options": {},
"Scope": "local"




7.5. #IBxE

# docker volume create AppVolumel
# docker volume rm AppVolumel

7.6. HE T A ARE G

# docker volume prune

WARNING! This will remove all volumes not used by at least one
container.

Are you sure you want to continue? [y/N] y

Deleted Volumes:

WebVolumel
3fd379£f8c2cf8727d2e83e84e434eal£122016957bd7c£78a0£f05b6e5a69cf2
b

app

Total reclaimed space: 11 B

1.7 SN RIS

# docker run -ti --name=Containerl -v DataVolumel:/opt/data
ubuntu




# docker run -ti --name=Container2 --volumes-from Containerl
ubuntu

# docker start -ai Containerl

# docker run -ti --name=Container3 --volumes-from Container2:ro
ubuntu

# docker rm Containerl Container2 Container3
# docker volume rm DataVolumel

7.8. R AR A A R 5t

Bind mount a volume (default [])




# docker run -it --name mycentosl -v /www:/tmp/test
docker.io/centos:7 /bin/bash
# docker run -d -v ~/logs:/var/log/nginx -p 80:80 -i nginx

7.9. BB R

/etc/redis/redis.conf:/etc/redis/redis.conf:ro

docker run \

-p 6379:6379 \

-v /var/lib/redis:/data \

-v /etc/redis/redis.conf:/etc/redis/redis.conf:ro \
--privileged=true \

--name redis \

-d docker.io/redis:latest redis-server /etc/redis/redis.conf




8. Docker w44 H
8.1. dockerO IPHu}

dockerO IP

root@production:~# ifconfig dockerO
dockerO Link encap:Ethernet HWaddr 02:42:ad:68:6b:cf
inet addr:172.18.0.1 Bcast:172.18.255.255
Mask:255.255.0.0
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:O
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

dockerO IP

root@production:~# vim /etc/docker/daemon. json
root@production:~# cat /etc/docker/daemon.json

{
b

root@production:~# systemctl restart docker

"bip':"172.100.10.1/24"

root@production:~# ifconfig docker0O
dockerO Link encap:Ethernet HWaddr 02:42:ad:68:6b:cf
inet addr:172.100.10.1 Bcast:172.100.10.255
Mask:255.255.255.0
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:O
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)




R
2B —NRE, IR S{FERAL172.18.0.0/164ENRDSAIM I Piitlt, ECSZEE

TdockerGTiEHEERDSIE T, Edocker{8X T IHXR, JdockeriZ| EMMER
EIELEE,

8.2. K enta [ & IPHuhE

docker run -d --privileged -p 9000:9000 --ip 192.168.5.2 \
--restart=always \

-v /var/run/docker.sock:/var/run/docker.sock \

-v /opt/portainer:/data \

portainer/portainer

8.3. Al ¥

docker network create --subnet=172.32.0.0/24 web

8.4. & overlay W%

docker network create \
--driver=overlay \
--subnet=172.12.0.0/16 \
--ip-range=172.12.0.0/16 \
--gateway=172.12.0.1 \
--attachable \
test




iMac:redis neo$ docker network Is

NETWORK 1D NAME DRIVER
SCOPE

786efe30f42d bridge bridge
local

5le2b2ld7daa docker_gwbridge bridge
local

96ba0de26cd2 host host
local

7r7k9robnOuu ingress overlay
swarm

cbf078a5f121 none null
local

d851mrikludv redis_default overlay
swarm

qOh9awx86ef4 registry_default overlay
swarm

cf585ea9ceb4 registry _default bridge
local

gvcz5y66ovrl test overlay
swarm

iMac:redis neo$ docker network inspect test
1
{
"Name': "test",

"1d": "gvczby66ovriqgfaxb02zx026t™,
"Created": "2020-09-26T14:07:49.037581155Z2",

"'Scope': "'swarm',
"Driver’: "overlay",
"EnablelPv6": false,
"IPAM™: {
"Driver': "default",
"Options': null,
"Config": [

{




"'4104"

"Subnet™: "172.12.0.0/16",
"1PRange": '172.12.0.0/16",
"Gateway'': ""172.12.0.1"

ks
1
3},
"Internal™: false,
"Attachable™: true,
"Ingress': false,
"ConfigFrom™: {
"Network': ™"
}.
"ConfigOnly™: false,
"Containers': null,
"Options™: {
"com.docker.network.driver.overlay.vxlanid_list":

3,

"Labels": null

8.5. [ 2y <22 A

2180

[root@localhost ~]# docker inspect --format="{{ .State.Pid }}"
b279738af403

[root@localhost ~]# mkdir -p /var/run/netns
[root@localhost ~]# In -s /proc/2180/ns/net /var/run/netns/2180

[root@localhost ~]# ip netns exec 2180 ip route
default via 192.168.49.1 dev ethO

172.17.0.0/16 dev dockerO proto kernel scope link src
172.17.0.1

192.168.30.0/24 via 192.168.49.1 dev ethO
192.168.49.0/24 dev ethO proto kernel scope link src
192.168.49.2




8.6. flannel W4 Ht &

[root@master ~]# ip -d link show flannel.l
11: flannel.l: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1450 qdisc
noqueue state UNKNOWN mode DEFAULT group default

link/ether c2:51:5c:09:4e:18 brd ff:fF:fr:fF-F:.ff
promiscuity O minmtu 68 maxmtu 65535

vxlan id 1 local 172.18.200.5 dev enp3s0 srcport 0 O
dstport 8472 nolearning ttl auto ageing 300 udpcsum
noudp6zerocsumtx noudp6zerocsumrx addrgenmode eui64 numtxqueues
1 numrxqueues 1 gso_max_size 64000 gso _max_segs 64

[root@master ~]# cat /run/flannel/subnet.env
FLANNEL NETWORK=10.42.0.0/16

FLANNEL SUBNET=10.42.0.1/24

FLANNEL_MTU=1450

FLANNEL IPMASQ=true

[root@master ~]# dockerd --bip=3$FLANNEL_SUBNET --
mtu=$FLANNEL MTU

[root@agent-1 ~]# ip -d link show flannel.1l

5: flannel.1: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1450 qdisc
nogqueue state UNKNOWN mode DEFAULT group default

link/ether 56:e0:f3:da:d5:c4 brd ff:ff:ff:fr_ff:ff
promiscuity O minmtu 68 maxmtu 65535

vxlan 1d 1 local 172.18.200.51 dev enp3s0 srcport 0 O
dstport 8472 nolearning ttl auto ageing 300 udpcsum
noudp6zerocsumtx noudp6zerocsumrx addrgenmode eui64 numtxqueues
1 numrxqueues 1 gso_max_size 64000 gso_max_segs 64

[root@agent-1 ~]# cat /run/flannel/subnet.env
FLANNEL NETWORK=10.42.0.0/16
FLANNEL SUBNET=10.42.1.1/24




FLANNEL_MTU=1450
FLANNEL_ I1PMASQ=true

[root@agent-1 ~]# cat /etc/docker/daemon.json
{

"bip':'10.42.1.254/24"",
"ip-masq':true,
"mtu''-1472,

"registry-mirrors': [
"https://docker._mirrors.ustc.edu.cn/"
1

by

[root@agent-1 ~]# cat Zusr/lib/systemd/system/docker.service
[Unit]

Description=Docker Application Container Engine
Documentation=https://docs.docker.com
After=network-online.target docker.socket firewalld.service
containerd.service

Wants=network-online.target

Requires=docker.socket containerd.service

[Service]

Type=notify

EnvironmentFile=-/run/flannel/subnet.env

# the default is not to use systemd for cgroups because the
delegate issues still

# exists and systemd currently does not support the cgroup
feature set required

# for containers run by docker

ExecStart=/usr/bin/dockerd -H fd:// --
containerd=/run/containerd/containerd.sock --
bip=$FLANNEL_SUBNET --mtu=$FLANNEL_MTU
ExecReload=/bin/kill -s HUP $MAINPID

TimeoutSec=0

RestartSec=2

Restart=always

# Note that StartLimit* options were moved from "'Service"™ to
"Unit" In systemd 229.

# Both the old, and new location are accepted by systemd 229
and up, so using the old location

# to make them work for either version of systemd.




StartLimitBurst=3

# Note that StartLimitInterval was renamed to
StartLimitintervalSec in systemd 230.

# Both the old, and new name are accepted by systemd 230 and
up, so using the old name to make

# this option work for either version of systemd.
StartLimitinterval=60s

# Having non-zero Limit*s causes performance problems due to
accounting overhead

# 1In the kernel. We recommend using cgroups to do container-
local accounting.

LimitNOFILE=infinity

LimitNPROC=infinity

LimitCORE=infinity

# Comment TasksMax if your systemd version does not support it.
# Only systemd 226 and above support this option.
TasksMax=infinity

# set delegate yes so that systemd does not reset the cgroups
of docker containers
Delegate=yes

# kill only the docker process, not all processes in the cgroup
K1l IMode=process
OOMScoreAdjust=-500

[Install]
WantedBy=multi-user.target

[root@master ~]# docker run -1t --name test busybox /bin/sh

/ # 1fconfig

ethO Link encap:Ethernet HWaddr 02:42:0A:2A:01:01
inet addr:10.42.0.2 Bcast:10.42.1.255

Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1472 Metric:1
RX packets:12 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:O




lo

lo

RX bytes:1016 (1016.0 B) TX bytes:0 (0.0 B)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

[root@agent-1 ~]# docker run -it --name test busybox /bin/sh
/ # i1fconfig
ethO

Link encap:Ethernet HWaddr 02:42:0A:2A:01:01
inet addr:10.42.1.2 Bcast:10.42.1.255

Mask:255.255.255.0

UP BROADCAST RUNNING MULTICAST MTU:1472 Metric:1
RX packets:12 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:O

RX bytes:1016 (1016.0 B) TX bytes:0 (0.0 B)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

/ # ping 10.42.0.2




9. HiEEH
9.1. EFRBINIKZh

docker info --format '{{.LoggingDriver}}'

[root@testing ~]# docker info --format *“{{.LoggingDriver}}-
json-file

[root@testing ~]# docker inspect -T
"{{-HostConfig.LogConfig.Type}}" api
Fluentd

9.2. Fluentd it &

Docker Fluentd

test.conf

<source>
@type forward
</source>

<match **>
@type stdout
</match>




fluentd

$ docker run -it -p 24224:24224 -v
/path/to/conf/test.conf:/fluentd/etc/test.conf -e
FLUENTD_CONF=test.conf fluent/fluentd: latest

0.3. Docker i ' &

$ docker run --log-driver=fluentd your/application

fluentd-address

docker run --log-driver=fluentd --log-opt fluentd-
address=fluentdhost:24224

docker run --log-driver=fluentd --log-opt fluentd-
address=tcp://fluentdhost:24224

docker run --log-driver=fluentd --log-opt fluentd-
address=unix:///path/to/fluentd.sock

Nginx

docker run -d \
--log-driver=fluentd \



--log-opt fluentd-address=10.10.0.1:24224 \

--log-opt tag=""docker.{{-Name}}" \
nginx

9.4. docker-compose 4k

fluentd.conf

<source>

@type forward
</source>

<match **>

@type file
path /var/log/fluentd/${tag}
append true
<format>
@type single_value
message_key log
</format>
<buffer tag,time>
@type file
timekey 1d
timekey wait 10m
flush_mode interval
flush_interval 30s
</buffer>
</match>

version: "3.9"

services:

fluentd:
image: fTluent/fluentd: latest
container_name: fluentd
hostname: fluentd.netkiller.cn




restart: always
volumes:
/opt/netkiller.cn/ops.netkiller.cn/fluentd/conf:/fluentd/etc
- /var/log/fluentd:/var/log/fluentd
ports:
- ""24224:24224"
- ""24224:24224/udp™
environment:
FLUENTD CONF: fluentd.conf

api:
image: openjdk:8
contalner_name: api
restart: always
hostname: api.netkiller.cn
extra hosts:
- www.netkiller.cn:139.186.170.130
environment:
TZ: Asia/Shanghai
JAVA OPTS: -Xmsl1024m -Xmx4096m -XX:MetaspaceSize=128m -
XX :MaxMetaspaceSize=512m
ports:
- 8088:8080
volumes:
- /opt/netkiller.cn/api.netkiller.cn:/app
- /opt/netkiller.cn/api.netkiller.cn/logs:/app/logs
working_dir: Zapp
#links:
# - fluentd
logging:
driver: fluentd
options:
fluentd-address: 192.168.30.10:24224
tag: httpd.access
entrypoint: java -jar /Zapp/api.netkiller.cn.jar
command:
--spring.profiles.active=test
--server.port=8080

9.5. % H &% H &) /dev/stdout FJ /dev/stderr



# Is -1 /var/log/nginx/

total O

I rwxXrwxrwx 1 root root 11 Jan 31 2022
access.log -> /dev/stdout

I rwXrwxrwx 1 root root

11 Jan 31 2022
error.log -> /dev/stderr




10. Dockerfile

10.1. 3£ Dockerfile ) @t4544

A B H CREEB G HO9E T IR BB ICIE I e FATTRY
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Dockerfile

e R EE T centos 78 5 Al Hinginx stableds #t i A 8i 15

HAHHAHHAHHAHHHHHAHHHHHAHHAHHHHHHHHHHHAHHHHHHHHHHH A A A A A
# Dockerfile to build Nginx container

# Based on centos7?
HAHHHHHHHHHHHHHHHHHHHHHAHHAHH AR A AW AR A AR A AR A AR A I A A S A A A A

FROM centos:latest
MAINTAINER Netkiller <netkiller@msn.com>

# Install EPEL
RUN yum install -y epel-release && yum clean all

# Update RPM Packages
RUN yum -y update

# Install Nginx

RUN rpm -ivh
http://nginx.org/packages/centos/7/noarch/RPMS/nginx-release-
centos-7-0.el7.ngx.noarch.rpm

RUN yum install -y nginx

RUN yum clean all

# forward request and error logs to docker log collector
RUN 1ln -sf /dev/stdout /var/log/nginx/access.log
RUN 1ln -sf /dev/stderr /var/log/nginx/error.log

# be backwards compatible with pre-official images




#RUN 1ln -sf ../share/nginx /usr/local/nginx
# prepare container

# add startup script
#ADD startup.sh /startup.sh
#RUN chmod 755 /startup.sh

VOLUME ["/etc/nginx"]
VOLUME ["/usr/share/nginx/html"]
VOLUME ["/var/www"]

EXPOSE 80 443

CMD ["nginx", "-g", "daemon off;"]

# docker build -t "centos:nginx" .
Sending build context to Docker daemon 3.072 kB
Step 1/14 : FROM centos:latest
—-——> 3bee3060bfc8
Step 2/14 : MAINTAINER Netkiller <netkiller@msn.com>
—-—-> Using cache
-—-> 8£351964d568
Step 3/14 : RUN yum install -y epel-release && yum clean all
—-—-> Using cache
-——> bf86eff77£f£3
Step 4/14 : RUN yum -y update
-—-> Using cache
—-——> 4915172ac4f£3
Step 5/14 : RUN rpm -ivh
http://nginx.org/packages/centos/7/noarch/RPMS/nginx-release-
centos-7-0.el7.ngx.noarch.rpm
-—-> Using cache
-——> 4a919bd141cH9
Step 6/14 : RUN yum install -y nginx
---> Using cache
—-—-> 2718221eab8c




Step 7/14 : RUN yum clean all
---> Using cache
—-—-> 62231a5f1d76
Step 8/14 : RUN 1ln -sf /dev/stdout /var/log/nginx/access.log
—-—-> Using cache
—-—-> 38be8£f0cc782
Step 9/14 : RUN 1ln -sf /dev/stderr /var/log/nginx/error.log
-—-> Using cache
-—-> bbf3a468d24f
Step 10/14 : VOLUME /etc/nginx
---> Using cache
—-—=> 919292c7cel4
Step 11/14 : VOLUME /usr/share/nginx/html
-—--> Using cache
-—-> c2aeb8ed3clc
Step 12/14 : VOLUME /var/www
---> Using cache
——-> 31849cb8a9do0
Step 13/14 : EXPOSE 80 443
—-—-> Using cache
———> (0e3d3b4a215b
Step 14/14 : CMD nginx -g daemon off;
-—-> Using cache
-—-> d5£21e409690
Successfully built d5£21e409690

HHE R

# docker image 1ls

REPOSITORY TAG IMAGE ID
CREATED SIZE

centos nginx d5£21e409690
minutes ago 364 MB

centos latest 3bee3060bfc8
days ago 193 MB

nginx latest 958a7ae9e569
days ago 109 MB

redis latest a858478874d1

weeks ago 184 MB




d

# docker ps

# docker run --name my-centos-nginx -d centos:nginx
ecf342ddd66d1d5£3d28c583ec852c05903e£4813£fcb75295¢c907a6b578dea3

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS
NAMES
ecf342ddd66d centos:nginx "nginx -g 'daemon ..."
23 seconds ago Up 23 seconds 80/tcp, 443/tcp
my-centos-nginx
0d£f3b275bb03 nginx "nginx -g 'daemon ..."
6 hours ago Up 6 hours 80/tcp
my-nginx
1c4540d8617f redis "docker-entrypoint..."
2 days ago Up 2 days 0.0.0.0:6379->6379/tcp
my-redis

Nginx

[root@netkiller]~/docker/nginx# docker exec -it my-centos-nginx

/bin/bash

[root@netkiller-docker /]#

PID TTY STAT
172 Ss
daemon off;
7 ? S
8 ? Ss
22 ? R+

TIME
0:00

0:00
0:00
0:00

ps ax
COMMAND
nginx: master process nginx -g

nginx: worker process
/bin/bash
ps ax




[root@netkiller-docker /]# curl http://localhost
<!DOCTYPE html>

<html>
<head>
<title>Welcome to nginx!</title>
<style>
body {
width: 35em;
margin: 0 auto;
font-family: Tahoma, Verdana, Arial, sans-serif;
}
</style>
</head>
<body>

<hl>Welcome to nginx!</hl>

<p>If you see this page, the nginx web server is successfully
installed and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>

# docker commit my-centos-nginx netkiller/centos:nginx
sha256:9eal1851b1c9f04aa3168977£666337223d09e20983f7a2c2328e1513
2a03d224




# docker push netkiller/centos:nginx

The push refers to a repository [docker.io/netkiller/centos]
16916856eaaa: Pushed

6172d61b45f1: Pushed

db323af550f0: Pushed

232df2cfd38f: Pushed

c247a550215b: Pushed

3b5451d7989c: Pushed

e3a6flaf6a7a: Pushed

9e3ceab52b37: Pushed

dcle2dcdc7b6: Mounted from library/centos

nginx: digest:
sha256:ad9%bdlae3a3el7dac70£32afc14baf90932949d3eaa8bebbe907726a
ca3ea336 size: 2205

10.2. ZF Alpine HilfEEE &

KRBT B A

root@netkiller ~# docker pull alpine:latest

SETHHR . FRXBHR . T E FRE— T

root@netkiller ~# docker run --rm -it --name=alpine --
entrypoint=sh alpine:latest

PENEES, Bilapk ERI A

root@netkiller ~# docker run --rm -it --name=alpine --
entrypoint=sh alpine:latest




sed 's/dl-cdn.alpinelinux.org/mirrors.aliyun.com/g' -i
/etc/apk/repositories

apk update

apk add python3

FROM python:3-alpine
MAINTAINER netkiller "netkiller@msn.com"

RUN echo https://mirrors.aliyun.com/alpine/latest-stable/main/
> /etc/apk/repositories

RUN pip install --no-cache-dir flask && pip3 install python-
jenkins

RUN pip install --no-cache-dir netkiller-devops --upgrade -i
https://pypi.tuna.tsinghua.edu.cn/simple

RUN mkdir -p /data

ADD ./ /data

RUN chmod +x /data/devops
RUN rm -rf /var/cache/apk/*

WORKDIR /data
[EXPOSE 8080

CMD [ "python3", "app.py"]

10.3. Dockerfile &4 1y T. L.

TAEPBATVE H &BUE 5 EEETRm HadE, Bl RiRE W
TR, XPEOLLBAT LA K& AME

Debian/Ubuntu

DB %



https://mirrors .tuna.tsinghua.edu.cn/help/debian/

cat > /etc/apt/sources.list <<-EOF

deb https://mirrors.tuna.tsinghua.edu.cn/debian/ bullseye main
contrib non-free

# deb-src https://mirrors.tuna.tsinghua.edu.cn/debian/ bullseye
main contrib non-free

deb https://mirrors.tuna.tsinghua.edu.cn/debian/ bullseye-
updates main contrib non-free

# deb-src https://mirrors.tuna.tsinghua.edu.cn/debian/
bullseye-updates main contrib non-free

deb https://mirrors.tuna.tsinghua.edu.cn/debian/ bullseye-
backports main contrib non-free

# deb-src https://mirrors.tuna.tsinghua.edu.cn/debian/
bullseye-backports main contrib non-free

deb https://mirrors.tuna.tsinghua.edu.cn/debian-security
bullseye-security main contrib non-free

# deb-src https://mirrors.tuna.tsinghua.edu.cn/debian-security
bullseye-security main contrib non-free

EOF

ps.top S5 R4 T A

apt update -y && apt install -y procps

ping

apt install iputils-ping



https://mirrors.tuna.tsinghua.edu.cn/help/debian/

telnet

apt install -y telnet

ip, s

apt install -y iproute2

ifconfig, netstat

apt install -y net-tools

dig

apt install -y dnsutils

CentOS

psmisc HLIE €15 ps, top A4




dnf install -y bzip2 tree psmisc \
telnet wget rsync vim-enhanced \
net-tools bind-utils

nslookup

dnf install -y bind-utils

dnf install -y net-tools

alpine

75N apk & &

FROM python